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Abstract:

This article examines digital disinformation as one of the most critical challenges
of the era of open communication. Digital platforms are no longer merely tools for
interaction; they have become powerful environments for shaping public
consciousness and constructing social and political orientations. The paper argues that
disinformation extends beyond the circulation of false news, evolving into systematic
practices that exploit algorithms and targeted communication strategies to influence
public opinion and deepen societal divisions.

The article further explores the link between digital disinformation and rising
social polarization. Closed digital ecosystems tend to reinforce cognitive biases and
intensify identity-based and political fragmentation, thereby eroding trust in
institutions and undermining social cohesion. In this context, contemporary conflicts
are less military than cognitive, revolving around control over narratives, values, and
collective perception .

The study concludes that safeguarding nations in the age of open communication
requires strengthening critical awareness, promoting digital literacy, consolidating
ethical values, and developing balanced media policies that protect society from
informational manipulation while preserving freedom of expression.

Keywords: Digital disinformation, social polarization, open communication, digital
algorithms, filter bubbles, digital narratives.
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