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Nowadays, probabilisticverification for embeddedsystems continues to attract more 
and more actors in the researchcommunity. Given a formula of the logic POCTL 
describing the specifications of a system, an HMM model, and a miningalgorithm to 
check if itissatisfied or not. This workpresentssome contributions in the 
verificationarea: the HMM as a new model, an implementation in the NetBeans 6.5 
environment of a toolcalled "HMM_Model-Checker". Safetyproperties are checked on 
a case study of a real embedded system Hubble SpaceTelescope, results are 
encouraging. 

 
1.	Introduction	
 
 The proliferation of complexsystems in 
all aspects of ourlives places an increasing 
importance on the need for them to 
functioncorrectly. The presence of suchsystems 
in safety-critical applications, 
coupledwiththeireverincreasingcomplexity, 
meansthat the conventionalmethod of 
checkingthat a system behaves as intended, 
testingit on a representative set of scenarios, 
isofteninadequate.  
 

A branch of computer science 
whichaims to 
resolvethisproblemisformalverification. A prime 
example of thisisprobabilistic model checking 
[1].  
 

Our approachdiffersfromothers in the 
three basic entities: model, temporal logic and 
probabilisticalgorithm exploration. 
 

This paperpresentsourtoolHMM_Model-
Checkerfollowed by a case study of an embedded 
system whichis the Hubble SpaceTelescope to 
consolidateourwords. 
 
2.	Background	material	
 
2.1. Probabilistic	model	checking	
 

Probabilistic model checkingis an 
automaticformalverification technique for the 
analysis of 

systemswhichexhibitstochasticbehavior [2]. The 
technique issimilar to model checking. The 
major differenceisthat a probabilistic model 
containsadditional information on likelihood or 
timing of transitions between states, or to be 
more specific, itcan model stochasticbehaviour.  

 
Probabilistic model checkingrefers to a 

range of techniques for calculating the 
probability of the occurrence of certain 
eventsduring the execution of the system, and 
canbeuseful to establishpropertiessuch as 
“shutdownoccurswithprobabilityatmost 0.01” 
and “the video frame willbedeliveredwithin 5ms 
withprobabilityat least 0.97” [3]. 
 
2.2. Existing	model	checkers 
 

There are a limitednumber of 
toolsavailable for probabilistic model checking. 
Wereference six tools of academic major. They 
are free and freely accessible via Internet: APMC, 
PRISM [2], ETMCC [4], MRMC, YMER, and VESTA. 
 
3.	Our	approach	
 
3.1 Hidden	Markov	Model	(HMM)	
	

An HMM [5] is a 
doublyembeddedstochasticprocesswith an 
underlyingstochasticprocess over some state 
space, whichishidden. The occupied state 
canonlybeobservedthroughanother set of 
stochasticprocessesthatproduce a sequence of 
observations. Given the sequence of 
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observations, we do not exactly know the 
occupied state, but we do know the 
probabilitydistribution over the set of states. 
This information iscaptured by a so-calledbelief 
state [6]. 
 
 
3.2 The	logic	POCTL	
	

For agiven HMM, one isofteninterested 
in the properties of the 
underlyingstochasticprocess. In addition, one 
isalsointerested to reason about properties over 
the other set of 
stochasticprocesseswhichproduce the 
observations. POCTL [6] allows us to 
specifyproperties of interests over HMMs.  

 
The basic syntax for expressing a 

property (prop) is as follows: 
 

(prop)   ::=true | false | (expr) | (croyanceprop)| 
 
                     ! (prop) |  
               (prop) &  (prop) | 
                (prop) | (prop) | 
                 (prop) => (prop) | 
 
(cryanceprop) ::=  P(op)(p) [(pathprop)]| 
                           ! (cryanceprop) | 
                      (cryanceprop) & (cryanceprop) |  
 
 (pathprop)      ::=   X(O)(prop) |(prop)  U (prop) | 
                         (prop) U(time) (prop) | 
 
         (time)      ::=>=(t) | <=(t)  |  
 

Where: 
 
- (expr) is an expression which 

evaluates to       a boolean; 
- (op) is a relational operator (one of <, 

<=, >= or >); 
- (p) is an expression evaluating to a 

double in the range [0, 1]; 
- (t) is an expression evaluating to a 

non-negative double or integer; 
- (O) is an observation. 
 

3.3Model	checkingalgorithm	
	

The algorithm to check whether an 
HMM satisfies            a 
propertycanbeadaptedfrom the one presented 
by Hansson&Jonsson [7]. 

The algorithmisbased on a 
recursiveprocedureSat(Ф) thatcomputes all 
states thatsatisfy the formula Ф [6]. 

 
3.4Structure	of	HMM_Model‐Checker	

	
Our toolcalledHMM_Model-Checkeris a 

probabilistic model checker, a tool for the 
modelling and analysis of 
systemswhichexhibitprobabilisticbehaviour.  

 
A simplified version of the overall 

structure of the toolisshown in Figure 1. 
 
 

 

 
 
Fig.	1	:The structure of HMM_Model-Checker. 
 

HMM_Model-Checkerwasimplemented 
in the environmentNetbeans and uses the 
Jahmmlibrary to create the model and analyzer. 
Here are some key featuresimplemented: 

 
- Load an HMM H from a file; 

 
- create an HMM H; 

 
- The possibility of learning the 

parameters of an HMM model H 
using a model given and assumed to 
comments made by this model, 
weseek the transition probabilities 
and emissionmaximizing the 
likelihood of observations; 
 

- Save an HMM H in a file; 
 

- Load a sequence of observations 
from a file; 
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- Generatea sequence of 

observations; 
 

- The assessment of the 
likelihoodthat the sequence of 
observations has been issued by   a 
model. When multiple modelsexist, 
thisevaluationallows the selection of 
the mostlikelymodel; 

 
- Save a sequence of observations in a 

file; 
 

- The search for thesequence of states 
of  a model thatproduced the 
sequence of observations, i.e. the 
search for the hiddensequence of 
probabilities and 
thatbetterexplainsthese 
observations; 

 
- The input screen of a formula of 

logicPOCTL; 
 

- Helping the user to enter the 
formula POCTL correctly and 
quickly, it displays information 
about the syntax of the formula and 
giving buttons to automatically 
display certain 
logicoperatorsconstituting the 
formula as:Until, Next, And so on ....; 

 
- The ability to display error 

messages if the input formula does 
not meet the basic syntax of the 
propertyPOCTL; 

 
- The ability to capture the screen to 

comment on the property to check; 
 

- The calculation of SAT (Ф), all states 
thatsatisfy the formula; 

 
- Verification of H |= Ф. 

	
	
4.	Experiment	
	
4.1Hubble	SpaceTelescope	(HST)	
 

This example (an adaptation from [4]) 
models the failurebehaviour of the Hubble 
spacetelescop. Westart by describing the real 
system, whichconsists of parts 
thatcanpossiblyfail. Once the system 
isunderstood, wewill model itsfailurebehaviour, 
sothatwemaypredictitsbehaviour.  

 
The system has asteering unit with six 

gyroscopes, which are used to aim the telescope. 
Redundancyis an important issue 
whendesigningsystemssuch as the 
spacetelescope, 
sinceitisobviousthatperformingrepairsis not 
trivial. This iswhy the telescopeisdesigned in 
such a waythatitwillstillfunctionwith full 
accuracywhenonlythree of its six gyroscopes are 
operational. Withlessthanthree gyroscopes the 
telescopeturnsintosleep mode, meaningrepairs 
are   necessary. If none of the gyroscopes are 
operational the telescopewill crash. No repair 
mission willbeundertaken, as long as there are 
more thantwo gyroscopes operational [8]. 

 
 

4.2The	model	HMM	
	

The model HMM of the system that has 
just been describedisdepicted in Figure 2. The 
model has a total of nine states. Each state has a 
number and label (shownrespectivelyinside and 
outsideside the state symbol). 

 
States 1 through 6 are not 

labelledexplicitly;their labels equaltheir state 
number, whichrepresents the number of 
operational gyroscopes. States 7, 8, and 9 are 
labelled sleep2, sleep1 and crash. 

 
State 6 isconsidered the initial state 

where all gyroscopes are operational;thisisalso 
the state of the telescopeafter a successfulrepair 
mission. The state with label crash is a 
terminating state. 

 
The model HMM have 

threeobservations: f represent a failureevent of a 
gyroscope, r means      a repair mission has been 
undertakensuccessfully and s means the 
telescopeisgoing to sleep. 
	

	
	
Fig.	2	:The HMM of the HST. 
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4.3Someproperties	to	bechecked	
	
4.3.1	Description	
	

Among the 
propertiessatisfiedduringtesting by ourtool, 
wewill mention three : 

 
- The probabilitythat the next 

observation is f and then the model 
don’t go to state 6 meets the bound 
≤ 1; 
 

- The probabilitythat the 
telescopewill not crash meets the 
bound ≤ 1; 

 
- The probabilitythat the 

telescopewill crash isequal to 0. 
 
	
4.3.2Specification	In	POCTL	
	
The formulas POCTL are respectively as follows: 
 

- P≤ 1 [X F    !(six)]; 
 

- P≤ 1 [X F   !(crash)]; 
 

- P>=0 [X E   (crash)]. 
	
	
5.	Results	And	Comparisons	
	

Wecompared the resultsobtained by 
HMM_Model-Checker to double compared to the 
same system HST: the first 
withthoseobtainedmanually and the second to 
thoseobtained by the tool ETMCC [4]. The 
resultsobtained are summarized in Table 1 and 
are all identical. 
 

Table-1.Comparative results.	
	

Property Manual 
approach 

ETMCC HMM_Model
-Checker 

1  verified Verified verified
2 verified Verified verified
3 verified Verified verified

	
6.	Conclusion	
	

In thispaper, wefocused on one aspect of 
automaticverificationbased on probabilistic 
model, a technique more general and realistic, 
which continues to attract more followers in the 
audit universe. Wedesigned and implemented a 
toolcalledHMM_Model-Checker. It 
allowsverifyingpropertiesdefined by logical 

POCTL over an  HMM model with a veryfriendly 
interface. It wastested on a case study of an 
embedded system whichis the HST and the 
results are encouraging. 

 
In the future, wehope to develop new 

features, on the one hand extend PRISM models 
to ourtoolsuchas  DTMC, CTMC to ourtool and on 
the oher and addotherproperties to experiment 
on new real applications.	
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