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Abstract: 

 Victim of multiple divisions within, the multilateralism of digital security regimes in the 

Covid-19 pandemic period is verging on utopia. Optimizing health security by States digital policies, 

has contributed to weakening the efforts to harmonize them in the international system, through the 

divisions it has introduced. This observation is at the center of this reflection, which questions the 

remodeling capacity of digital security multilateralism by the Covid-19 pandemic. As a result, the 

structure of the digital health security policies of the international system derives from the typology of 

the digital security regimes of the States, the cleavages of which are almost systematically transposed 

there. But also, the depth of these divisions casts doubt on the prospects for post-covid-19 digital 

health security multilateralism. 
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Abstrait: 

 Le multilatéralisme des régimes de sécurité numérique face à la pandémie Covid-19, frise 

l’utopie, car victime de multiples clivages en son sein.  L’optimisation de la sécurité sanitaire par les 

politiques numériques des États a contribué à fragiliser les efforts d’harmonisation de ces dernières 

dans le système international, par les clivages qu’elle y a introduit. Ce constat est au centre de cette 

réflexion, qui questionne la capacité de remodelage du multilatéralisme de sécurité numérique par la 

pandémie Covid-19. Il en résulte que la structure des politiques numériques de sécurité sanitaire du 

système international est fille de la typologie des régimes de sécurité numérique des États dont les 

clivages y sont transposés quasi systématiquement. Mais aussi, la profondeur de ces clivages jette un 

doute sur les perspectives du multilatéralisme numérique  de sécurité sanitaire post covid-19.  

Mots-clés: Régime sécuritaire ; Covid-19 ; Sécurité sanitaire ; Sécurité digitale; Système multilatéral. 
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Introduction: 

Health cybersecurity has taken on considerable importance during the Covid-19 period, due to 

cyberattacks aimed at paralyzing all or part of hospital information systems (HIS) and the 

prevarication of citizens' health or social security data. We are designing health cybersecurity policies, 

not strategies for the security of information systems and health data, but rather, all the outputs – 

actions and measures – produced by the States of the international system in order to fight the Covid-

19 pandemic digitally. Health cybersecurity has been distinguished by a flourishing development of 

digital health security solutions, some temporary, others with an ambition to be sustainable despite the 

challenges they raise among populations. From the dawn of the appearance of Covid-19, most 

technologically advanced states have integrated digital research and development into the 

management of the pandemic. Beyond all borders, digital technology has asserted itself as a decisive 

instrument of international health security, ranking high among "all the preventive and corrective 

activities implemented to reduce the vulnerability of populations to health events". While the 

emergence of cyberspace was already in itself a disruption in security practices for private, social and 

economic life as well as for the military, the prioritization of international health security has 

contributed substantially to catalysing cyber risks that are already difficult to control (Vagera, 2020). 

At the same time, several states in the international system are designing and implementing various 

digital solutions that meet urgent priorities against the spread of Covid-19 and by doing so, their 

ideological postures are in competition, staging authoritarian and democratic doctrines of digital 

exploitation in the fight against the pandemic. 

This vertiginous and individualistic adoption of digital solutions against pandemic leads to some 

consequences on multilateral system that needs to be accessed. Here comes the problem of the 

research, dealing with the ability of pandemic to influence the digital security and the latter’s support 

of health security. Therefore, how does Covid-19 crisis impacts the states digital cooperation status? 

Has it help to strengthen the multilateral dynamics of digital security or in contrary, it has torn apart 

the liabilities of multilateral health digital security? The aim of this analysis is to propose a reflection 

on the effect of the Covid-19 pandemic on the multilateralism of digital security policies from the 

political regimes, in order to access its aptitude to reshape the structure of the international digital 

health security system. This issue remains fragmented and does not claim to exhaust the relevance of 

other explorable questions about cyberspace security policy through the prism of Covid-19. It is 

simply based on the assumption that digital health security policies influence the structural dynamics 

of the international system.  

To get on an expected result, we will proceed by reviewing selective both primary and secondary 

resources on multilateral digital dynamics and digital solutions adoption during the pandemic. More 

highlight will come from collecting and interpreting different digital solution application policies in 

various countries, with a sharp view on united nation organs perspectives. This will firstly highlight 

the pandemic insight of the digital security policies in multilateral system (1) and secondly, the post-

covid-19 digital security policies threats on multilateral system (2).  
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1. The pandemic insight of the digital security policies in multilateral system 

In the face of the pandemic, the optimisation of health security through digital policies (Council of 

Europe, 2020), here understood as digital health security, has emerged as a choice of "public health 

emergency of international concern". However, its divisive effects cannot be explained solely by a 

lack of teleological objectification. The other explanatory factor seems to be the fragmentation of 

digital security regimes that have competed against the pandemic. The political design of technologies 

to fight the pandemic and their implementation seem to have inherited their rivalry dynamics from the 

different digital security regimes. The structure of the international system's digital health security 

policies can therefore be considered as the child of the typology of states' digital security regimes, 

whose cleavages are almost systematically transposed to it (Sauvé, 2017). 

a. Irreconcilable digital health security regimes 

. To say that "rarely in the history of humanity have we been able to see how a technological 

innovation transforms so much, and in such a short time, the daily lives of individuals and the ways in 

which the world is governed" (Loiseau and Waldispuehl, 2017), cannot be overestimated in the 

current post-pandemic context. Although the digital security regimes that characterized this period 

differed from one state to another and from one international organization to another (Ventre, 2015), 

reflecting the structure of the international system, we can identify certain major groups. 

 The first consists of a binary division that leads to the opposition of democratic regimes to 

authoritarian regimes. In this scheme, the mobilization and plural participation, as well as the actions 

of cyber citizens, are either guaranteed by the State, or, on the contrary, liable to reprisals on the part 

of the State, using technical operations, administrative authority or regulatory and regulatory 

measures. This simplistic attempt corresponds to the same degree as the ideological divide during the 

Cold War. The Eastern bloc was the figure of one-party regimes in which states exercise a monopoly 

in the centralized management of public affairs, while in the Western bloc, liberal regimes prevailed, 

where states are obliged by different forms of democracy to liberalize the digital space.  The second 

approach is to eliminate an analysis by State, not because it would be unrealistic, but because it is not 

objective because the aim is to identify the main articulations of digital health security regimes in the 

international system. To do this, Daniel Ventre proposes an analysis based on two non-exhaustive lists 

of small states on the one hand – Bangladesh, Estonia, India, Georgia, Qatar, Montenegro, 

Switzerland, Vanuatu among others – and on the other hand, strong states – the United States, Israel 

and China – by questioning the existence of a common denominator. The study concludes that 

organizational change, in particular because of permanent innovation and progressive adaptations, 

appears to be recurrent in the digital security projects of the latter. On the other hand, the question of 

leadership between states inevitably arises on a technical, political and normative level, creating a 

competition of all against all (Ventre, 2015). 

 For his part, Samuel Sauvé proposes a typology of analysis of digital policy conflicts 

related to state regimes that seems to us to be better suited to pandemic contexts. It takes up the 

typology derived from Tilly and Tarrow's political theory of conflict, which distinguishes between 

democratic regimes, hybrid regimes and authoritarian regimes, by integrating imperfect democracies 

(Tilly and Tarrow, 2008). In any case, it is admitted that "the menu of actions favored by 

cyberactivists seem to be influenced by the political space in which digital activist campaigns take 
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place" (Sauvé, 2017), and therefore by the political system of the state concerned. It is therefore 

according to the organization and functioning of the powers of States that they understand the use of 

digital technology in the fight against the Covid-19 pandemic. This analysis therefore leads to 

processes that are centralized, hyper-centralized, decentralized or hyper-decentralized. It is the 

projection of these configurations onto the international scene that, among other factors, creates 

ideological and structural competition in digital policies to combat the Covod-19 pandemic.    

b. Disagreement in the multilateral system of pandemic digital security 

 The structure of the international system's digital health security policies appears to be as 

disharmonious as the factors that have influenced their design and implementation. Based on the 

nature of political systems and their projection in the international system, the implementation of 

digital policies to combat the Covid-19 pandemic can be observed both internally and externally. 

Their cleavages are inherent to the ways in which human and information security is organized, but 

also to the strategic use of digital health data in the international system. Among the digital tools in 

the fight against Covid-19 are contact case and sick tracing solutions, facial recognition systems to 

detect whether or not masks are worn, dedicated applications for remote e-consultations, QR-code 

identification systems, digital vaccination certificates, alert and instant communication systems, 

among others. This catalogue, which is by nature neutral, as cyberspace is, once made available to 

human activities, integrates the paradigms of axiological and teleological evaluation that feed the 

cleavages (Loiseau and Waldispuehl, 2017). These digital tools are then modulated according to the 

political regimes proposed by Samuel Sauvé that prevail internally and extended by the foreign policy 

of the states concerned. 

 

 In democratic and liberal spaces, the circulation of information and the permissiveness of 

technological competition in the pre-Covid-19 period have determined the degree of informability of 

the population and the level of knowledge of states about the pandemic. Thus, the cyber and covid-19 

phenomena "have profound repercussions on the relationship with space" (Rivard, 2017). This 

specialization makes it possible to identify four major divisive groups, within which the Western 

social dynamic has a double face. Indeed, while the States of the European Union cross, alternate and 

sometimes privilege national policies, sometimes the Union's policy, the United States of America 

distinguishes between a domestic policy and a policy that can be exported by the technique of 

extraterritoriality. The introduction of digital health security technologies is becoming an essentially 

state competence. The issue of Covid-19 security software divided the European Union states 

between; on the one hand, centralized systems granting the authorities greater maneuver over patient 

data, and decentralized systems associating users with analysis and matching functionalities, as well 

as the management of their personal data (Bérut, 2021). While a consensus seemed to be building 

around France and Germany on a centralized system, the intervention of the GAFAM will tilt favor 

towards a rather decentralized system. This will further reinforce the divisions. Moreover, the 

governance of the health identity system, for example, makes it possible to observe the disharmony in 

its design and application. 

Table 1: Sample of digital sanitary solutions 

STATES HEALTH IDENTITIES APPS  COMPULSORY DATE  



 Digital health security regimes against covid-19 in multilateral system I.M. BUITCHOHO 

  

Journal of Security and Strategic Affairs volume: 01, n° 03, July 2024, P: 71-88 

 

75 

France 

Certificat sanitaire 

Pass vaccinal TousAntiCovid Yes 21-jul 2020 

United Kingdom Health Certificate NHS Covid Pass Par zone 

02-sept 

2020 

Netherlands 

Certificat Covid numérique de 

l’UE 

Coronamelder/ 

Coronacheck Yes - 

Italy  Green pass Immuni Yes 

6 Aug. 

2020 

Danmark Coronapass Smittestop yes 

1 April 

2020 

Germany Health Certificate Corona-Warn-App by Lander - 

Belgium Covid Safe BE CovidScanBE No - 

Canada/ Québec Passeport vaccinal 

COVID Shield/ Alerte 

COVID Par État 

01-Sept 

2020 

USA Key to NYC pass CovidWise Par État 4/50 

16 Aug. 

2020 

Hongary Immunity Certificate HKR Non 

01-may 

2020 

Austria Antibody Certificat  Stopp Corona Yes 

15-may 

2020 

Bulgaria UE Digital covid Certificate Virusafe Non - 

Greece 

Certificat Covid numérique de 

l’UE Covid Free GR Yes/by zone - 

EU UE Digital covid Certificate 

 

By state  

01-juil 

2020 

Spain 

Certificat Covid numérique de 

l’UE Radar COVID by region - 

Irland UE Digital covid Certificate Covid Tracker  No - 

Portugal Certificat vaccinal STAYAWAY COVID Yes/ week-end - 

Algeria Pass Vaccinal algérien QR Yes/by zone Jan. 2021 

Chypre Safe Pass COVTRACER No - 

Luxembourg CovidCheck CovidCheck.lu. No - 

Swissland 

 

SwissCovid Yes  < 1000 pers - 

South Africa 

Covid-19 vaccination 

passports Covi-ID Yes  Sep. 2021 

Tunisia  Fiche sanitaire E7mi Yes /by zone - 

Ghana  GH Covid-19 Tracker No  Apr.2020 

                                    Source: Data extracted from government portals 

 The sovereignty of implementation of the "EU Digital Covid Certificate" brings to light 

major inconsistencies such as the lack of harmony in its application and the difficulty of its objectives 

convergence within the European Union. While in some states, the health pass and vaccination pass 

obligation is more rigorous and extended, others impose conditions that vary according to the day of 

the week, the place of destination and origin of users, and even go so far as to lift all restrictions from 

March 7, 2022 (Toute l'Europe, 2022). This difference in application can also be interpreted in the 

light of the so-called AntiPass protest movements. The format of the European Digital Covid 

Certificate is also problematic in some areas, sometimes being limited to a simple visual check, 

without any guarantee of conformity and authenticity. In Belgium, it will only be useful for 

professional checks, while in Austria it searches for contacts and automatically registers them in 
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accordance with data protection regimes. In America, the federal system of the USA and Canada is 

similar to that of Germany and Spain, where the choice of digital health security policy is left to the 

federated states. These disparities subtly make digital alliances in the international system subtly 

difficult.  

 The upheavals of Covid-19 have also tested the impermeability of the European Union's 

values, which persist in making axiological neutrality an ideological no-place in cyberspace. As such, 

only two applications will be networked at the outset, TousAntiCovid and NHS Covid Pass, to 

coordinate their flow, thus limiting "the degree of Europeanization of national policies" (Bérut, 2021). 

Covid-19 will also worry about the compliance of digital solutions with privacy standards as well as 

the technological innovation of cybercrime. Thus, the resilience of European values in cyberspace in 

the face of Covid-19 faces the choice between regulating, regulating and "ethicizing" the 

reconciliation between freedom and health security. The three approaches taken individually seem lax 

to some and restrictive to others when taken collectively. In any case, the freedom that governs the 

implementation of the digital health security policy in Europe is palpable to the point of being 

guaranteed both for digital awareness campaigns and for Anti-Passes. 

 In the Vietnam, North Korea, China and Russia axis, the digital policy to fight the Covid-

19 pandemic is also a reflection of their rigorous regimes. China has a centralized system of control 

over the personal data it collects through operators' digital applications (Krupnina, 2020). Indeed, 

ahead of the technologies of generalized surveillance and massive social control thanks to its Golden 

Shield Project, the Covid-19 pandemic will reinforce the Chinese policy of the "social credit system" 

structured according to digital systems of social control on a national scale (Kühnreich, 2019) in place 

since 2003(Arsen, 2021). Since December 2019, the strengthening of the connectivity policy has 

resulted in more than one billion six hundred and sixty-four million active users on the WeChat 

(Weixin) mobile application (Holding, 2020). In 2020, when China has 64.5% of its population 

connected, 43 municipalities were piloting the rating program, whose analyzed data came in addition 

to social networks, municipalities and the surveillance system of the "sky net" program based on facial 

surveillance cameras (Raphael and Xi, 2019). As early as March of the same year, the data transmitted 

by operators and municipalities made it possible to classify people by color to better trace them: green 

for the healthy, yellow equivalent to a seven-day lockdown and red, to a fourteen-day lockdown. The 

particularity of Chinese law is the distinction between the protection of individual electronic data vis-

à-vis the State and that of private sector companies. It then prohibits Internet users from harming the 

image and "national honor" by publishing "disturbing the economic and social order" or aimed at 

destabilizing or "overthrowing the socialist system" (Pernot-Leplay, 2020). This would help protect 

China's e-reputation from the Covid-19 infodemic.  

 Russia, for its part, is securing its population from the pandemic by "sovereignizing" the 

Internet (runet). In March 2020, the centralizing and authoritarian dimension of the technological tools 

deployed increased because of the surge in cases of contamination. The controversy that led to the 

withdrawal of the patient monitoring application "Monitoring social" nevertheless allowed digital 

tracing and location of citizens to continue to facilitate a better readability of the progression of the 

pandemic (Bronnikova et al, 2010). In addition, Russia seems to have projected itself internationally, 

evoked in a disinformation operation aimed at discrediting the AstraZeneca and Pfizer/BioNTech 

vaccines against Covid-19 (AFP, 2021). Similarly, North Korea, already renowned for digital heists, 
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which claimed to be exemplary in health at the beginning of the pandemic, has been attributed 

cyberattacks against the computer systems of Pfizer, Johnson and Johnson, AstraZeneca and Novavax 

(Ricotta, 2021). This suspicion contradicts the informational propaganda emanating from the 

Pyongyang regime on the real pandemic state in North Korea. At least, it reflects the regime's hold on 

the control of health information in the Covid-19 context. In Vietnam, a major challenge of health 

disinformation is looming and the government is very early on aware of the importance of controlling 

the flow of information in cyberspace and the single party has been centralizing information under the 

control of the armed forces since the beginning of the appearance of the virus in the country. In 

addition to its operational instrument for dealing with false information (Hà, 2021) and its Bluezone 

application for tracing contacts, which has been downloaded more than thirty million times since its 

launch in April 2020, the government is working to strengthen national trust by using social networks. 

Based on its cybersecurity law adopted in 2018, the Vietnamese authority has used cyberspace to 

consolidate its power over the population in the face of the constraints imposed by the Covid-19 

pandemic. The purpose of the law was "to ensure that activities in cyberspace do not harm national 

security, order and social security, as well as the legitimate rights and interests of agencies, 

organizations and individuals." 

 The African framework is not to be outdone. The first observation is above all the 

illegibility of national strategies, and even less so the convergence of regional strategies, or even their 

non-existence. The dominant approach is to systematically introduce digital technology into 

development dynamics (AUC/OECD, 2021), particularly because of the widening digital divide on 

the continent (EIB, 2020). Even when teleworking is recommended as a measure to limit the spread of 

the virus, it is mainly evaluated economically and presented as a commercial service opportunity 

(Andrianarison and Ehowe Nguem, 2020) while neglecting that it is sometimes a source of 

vulnerabilities in IT systems (Gaye, 2020). This African prism is especially projected into the post-

pandemic period, as a diplomat at the United Nations points out: "In the reconstruction that will 

follow the Covid-19 pandemic, leaders will have to invest in innovative technologies in order to 

overcome the obstacles to inclusive development" (Duarte, 2021).  

 However, it is still possible to outline a posture of the African digital health security policy 

in the Covid-19 period. At the regional level, the African Union collects information from states and 

then centralizes it on the https://au.int/fr/covid19 platform. As for states, although timid, some digital 

solutions are being developed to fight the pandemic. Most, such as Morocco, Tunisia and Senegal 

have a decentralized traceability system (Council of Europe, 2020). Other self-assessment solutions 

have been developed in Cameroon and Sierra Leone, the result of collaboration between the 

government and local start-ups (Council of Europe, 2020). Several other collaboration, trade, transport 

and information collection solutions have been developed in Ghana, Uganda and Kenya with a public 

transport travel tracking application called Msafari (EIB, 2020). It emerges from this non-exhaustive 

table that the digital divide, the auction of development opportunities, investment policies and the 

need to reduce social inequalities are, among others, the factors that guide Africa's digital health 

security policy. In the absence of regional or international convergence, it is difficult to identify 

Africa's digital health security regime. 
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2. The post-covid-19 digital security policies threats on multilateral system 

 Reflections on the international health security crisis are a hydra to the rhythm of the 

renewal of issues. Since the 2000s, an antithetical conception of health security has emerged, 

opposing the multilateral and global approach to public health supported by the majority of European 

states and developing countries, and the securitarian approach supported by the United States (Roy, 

2020). Today, its pandemic tropism reinforces the hypothesis of a collective security in crisis, which 

also faces, on the one hand, the ineffectiveness of multilateralism, which tends to be reduced to 

declaratory commitments, and on the other hand, the unilateralism of the great powers combined with 

strategic times and modes (Déchaux et al, 2021). In view of this observation, a post-covid-19 outlook 

for the harmonization of digital health security policies calls for reflection on the opportunities for 

current digital alliances and the future of digital sovereignty and health security. 

a. Imperfect international digital alliance opportunities 

 Insofar as it reflects the image of possible opportunities of multilateralism, the 

physiognomy of digital cooperation in the fight against Covid-19 seems to corroborate Winston 

Churchill's statement that "a good crisis should never be wasted". Nevertheless, a weak dynamic of 

digital alliances tends to reflect a struggling international collectivism coupled with imperfect regional 

efforts.  

 Since June 11, 2020, the digital health security policy of the international system through 

the prism of Covid-19 has mainly challenged three organizations, namely, the United Nations and its 

specialized organizations, including the World Health Organization and the International 

Telecommunication Union. To a lesser extent, UNESCO has an important part of its involvement in 

this, and the final version of its draft recommendation to this effect will be submitted for adoption in 

November 2021. But already, it has been reminding us through its director that "international digital 

cooperation is the most effective way to fight the Covid-19 pandemic" (UNESCO, 2020). Thus, on the 

occasion of the presentation of the United Nations Secretary-General's action plan for digital 

cooperation, four major issues furnished the roadmap, in particular: universal connectivity and digital 

inclusion, human rights, artificial intelligence, and the promotion of trust and digital security. Of the 

eight points of the UN action plan, the incentive for digital alliance is promoted by trust, security and 

global digital cooperation (United Nations, 2020). 

 In this momentum, ITU has initiated the Connect2Recover project, aimed at helping 

developing countries recover from Covid-19. It focuses on the development of a digital health security 

policy methodology, in order to strengthen the current resilience capacity in the face of covid-19 and 

to anticipate a digital health security response on future occasions, thanks to sustainable infrastructure 

and a reliable digital ecosystem (United Nations, 2020). The WHO, for its part, initially called for the 

use of all shared solutions necessary to halt the evolution of the pandemic, in line with its global 

strategy for digital health, which aims to "encourage international collaboration and support countries 

with regard to their national digital health programmes" (WHO Executive Board,  2019). In June 

2021, it then launched the construction of the standard for the use of digital proximity tracing 

solutions applied to international public health. This project recognizes that, "digital proximity search 
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technology is a new tool to meet a new challenge, namely Cocid-19" as Vicky Lefèvre states. In 

addition, the information extracted from its indicators will aim to "understand the impact that these 

approaches have had on public health during the Covid-19 pandemic as well as their potential 

application to mitigate future public health threats," says Soumya Swaminathan, Chief Scientist at the 

WHO (WHO Europe, 2021). Envisaged since 2005, the E-Health project, accelerated by the Covid-19 

pandemic, has been part of the long-term until 2025 since the seventy-third World Health Assembly in 

November 2020, but the effectiveness of these digital health initiatives remains dependent on an 

integrated strategy (WHO, 20220). Private actors have also been active since July 2016, with the 

launch of the "No More Ransom" project, which brings together more than 90 public and private 

organizations, including Interpol, Europol and national police forces, among others, in the fight 

against crime (De Coatpont, 2019). 

 However, the enthusiasm for universalizing concepts such as "global digital health 

strategy" and "international digital cooperation" seems to be divisive on more than one point. 

Historically, there is a nagging ideological divide over international cybersecurity within the concert 

of nations between the countries of the Shanghai Cooperation Organization (SCO) and the 

Organization for Economic Co-operation and Development (OECD). It is to be feared that it will re-

elect a home in the efforts to build a digital policy for international health security. This is all the more 

so since the declarations emanating from these bodies are not enforceable and are most often 

submitted to the will of the States according to their infrastructural and political means. Alongside 

these ideological rivalries, digital divides persist and Covid-19 has revealed a profound reality. Africa 

is home to twenty-one of the 25 least connected countries benefiting from ITU's ConnectRecover 

project. This context of international uncertainty helps to promote a regional approach to digital health 

security policies, which is better able to understand local realities. However, regional efforts also face 

imperfections linked first and foremost to the principles of organization that either coexist or compete. 

The contrast between supranationality and subsidiarity, which are decreed according to the sensitivity 

of the debates with regard to the sovereignty of States, can reinforce the cleavages of regional digital 

health security policies. To this must be added not only the multiplication of sectorial organizations, 

but also the relationship of regional policies to international donors in the case of the region and the 

sub-regions of Africa, for example. This institutional geography can contribute to the blurring of 

global objectives and weaken the stability of collective digital health security policies, thus creating 

space for the triumph of the whiff of sovereignty within multilateral efforts. 

b. The triumph of digital sovereignty: between strengthening strategic autonomy and 

hegemonic appetites 

 The multilateralism of digital health security policies has so far struggled to materialize 

and the evaluation of most collective measures will not be effective until 2025. Faced with the 

pressure imposed by Covid-19, the difficulties of systemic collectivism and the imperfection of 

regional efforts have led to the triumph of digital sovereignty, which, in fact, swings between the 

increasingly strengthened strategic autonomy of states and their increasingly insatiable hegemonic 

appetites.  
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Although bilateralism remains a model of cooperation, it is one in which the sovereignty of states is 

better assumed, compared to multilateral cooperation. In the context of digital bilateralism for health 

security, the cases of France and some French-speaking African states are quite illustrative. France, 

for its part, very early on initiated a dynamic of bilateral cooperation in the wake of the Paris Call for 

Trust and Security in Cyberspace. Among them, those with India and Singapore seem more symbolic 

to us. On the one hand, the Franco-Singaporean roadmap for enhanced cooperation in digital 

innovation is striking insofar as this New Industrialized Country appears to be a unifying base 

between Canada, Australia, India, the Netherlands, the United Kingdom, Germany and Japan. Indeed, 

the Cyber Security Agency of Singapore has in turn signed memoranda of understanding with these 

powers, each going according to its interest. The National Agency for Information Security Systems 

(ANSSI) and its Singaporean partner, on the basis of the 2015 agreement preceding the France-

Singapore Joint Year of Innovation in 2018, "[...] will continue to strengthen their cooperation on 

cybersecurity [...] ». Better still, the Singaporean Artificial Intelligence Agency and the National 

Institute of Health and Medical Research (INSERM) are at the height of this memorandum of 

understanding for enhanced cooperation (MEAE, 2018). The more diversified Franco-Indian 

bilateralism welcomes the potential offered by the development of artificial intelligence, particularly 

in the fields of health development (MEAE, 2019). In India, as in Japan with its National Center of 

Incident Readiness and Strategy for Cybersecurity (NISC) among others, the ANSSI is becoming a 

player in digital health paradiplomacy. For the French Parliament, this Franco-Indian cooperation is 

vital and is essentially based on high technology (Poniatowski et al, 2020). 

 In Africa more than anywhere else, sovereignty is a very valuable capability, in a context 

where, while cyberspace was born from a dual conception elsewhere, the African information society 

was for a long time only civilian. The Covid-19 pandemic has revived the debate on the strategic issue 

of digital technology. To extra-African bilateralism will be added intra-African bilateralism. In the 

first case, China's presence and technological feat raises a lot of digital hope for African states. On 

August 24, 2021, a memorandum of understanding was signed between Benin and China, on the 

sidelines of the China-Africa Internet and Development Forum, for increased digital security.  On the 

private level too, the CiberObs d'Afrique and the CEIS firm signed a strategic partnership in 

September 2020 justified by the need to increase digital security weakened by Covid19 (Figuigui, 

2020). In the second case, by believing that "digitalization can promote a way out of the crisis from 

the top" in Africa, Franck Kié encourages close cooperation between African states (2020), in view of 

the weakness of the multilateral ideal. Benin and Burkina Faso responded by signing a framework 

agreement on 11 November 2020 to strengthen their cybersecurity culture, the weaknesses of which 

were exposed by Covid-19. Individually, each state is seeking to impose its own digital health security 

solution. In Tunisia, the E7mi application, available in three languages (Arabic, French and English), 

allowed the Ministry of Health to follow the itinerary of passengers arriving in Tunisia and to identify 

the contact cases of infected people. In Algeria, the State introduced a vaccination pass in January 

2021 by means of QR containing information on the nature of the vaccine administered and patient 

information. This same process was applicable in Morocco where, from the first administration of 

Sinopharm, Pfizer or AstraZeneca, the QR code is activated for 28 or 21 days. It is immediately 

deactivated beyond that, unless the second dose is received, which reactivates it for an additional 6 

months (Badr Kidiss, 2021). This Moroccan QR code also made it possible, if necessary, to regularize 
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their vaccination status in the TousAntiCovid application in France. However, this practice was not 

common to the entire continent and each state went on its own, with some using non-digital passes. 

 It emerges from this quest for digital sovereignty that bilateralism precedes the pandemic 

and currently tends to preserve its gains while the crisis vacillates between paroxysm and collapse. 

Yet, it is difficult to converge on a commonly accepted multilateral digital health security solution. In 

countries with high infection rates, the digital sesame becomes a state affair, which is reinforced by 

the private sector. The rationality of political choice in bilateralism makes it possible to better defend 

national interests in relation to the anarchic tendency that prevails in international multilateralism. 

Even more extreme, the form of expression of this digital sovereignty is the unilateralism of the 

powers in their digital health security policies. 

 The unilateralism of the great powers is fostered not only by the failure of the prophecy of 

collectivism benevolent to all, but also by a divergence in public policies on human and information 

security. Depending on the interests of the major players, the powers that be participate in the 

construction of a field of rivalry for the strategic exploitation of digital health data in the international 

system. Indeed, the explosion of collaborative and educational solutions, at the same time as they 

constitute palliatives for social distancing and imperatives for the continuity of services, was based on 

the sensitive question of the territoriality of the data collected and the nationality of service providers. 

In this context, which is a corollary of the ubiquity of cyber, unilateralism manifests itself through the 

power of surveillance shared between states and Bigtech according to the capacity of each other. 

While this surveillance may appear to be a health security imperative in the context of Covid-19, it 

takes very little to transform it into a commercial opportunity for data. Thus, digital health security 

policies that integrate companies, and therefore economic logics, "produce and maintain various forms 

of informational asymmetry relating to military, commercial and social affairs" (Rivard, 2017). Covid-

19 seems to have opened the Pandora's Box for states by providing the ingredients for de-globalization 

and the consolidation of a strategy for cyberspace. Hence, the opacity of the sovereignty of the 

Chinese information system has, in its intransigence, reduced the spectrum of possibilities to be taken 

into account by the international health system at the beginning of the pandemic. However, the new 

International Health Regulations of 2005, by integrating the public health emergency of international 

concern, make the notification of serious or unusual health events an obligation for States and 

strengthen the monitoring, alert and coordination function of international health institutions (Roy, 

2020). The nebulosity of Chinese information "on the evolution of the situation in Hubei province, at 

the beginning of the crisis, undoubtedly led to a delay in the way the rest of the world reacted" (Roy, 

2020). This is not only a mistrust of the international system and therefore a divide in health security 

information policies (Van Puyvelde, Cormac, Walton, 2021), but also a threat to multilateralism 

tending towards utopia. 

c. Towards a multilateral totalitarianism of health cybersecurity? 

 The divide in digital health security policies in the international system almost faithfully 

reflects the debates on the structuring of the international system. Indeed, freedoms, the 

democratization of platforms, coupled with the inviolability of personal data from the "Western 

states", are being asked in the face of an increasingly increased centralization of data and rigorous 
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surveillance of the "Eastern states" in the name of health security. However, it seems difficult to 

evaluate with precision an African doctrine, which always follows the international course. Between 

the two, a hybridization of behaviors brings out structural categories and intermediary actors that 

orient the international digital health security system rather towards a transnational order as proposed 

by the socio-political scientist Karl Wolfgang Deutch in "Transnational Relations and world politics" 

(1971). In this new upheaval context where the interconnection of risks is gradually erasing borders, 

the prioritization of the fight against Covid-19 by digital tools at all costs is put to the test. As long as 

it remains a question of national policy for the intermediate states and strategic issues for the Powers, 

the divisions will be continually fuelled, to the great displeasure of health security. However, caution 

is required, since questions are now less and less distinguishing between political regimes in the face 

of a pandemic that is more seen as a gateway to global surveillance (Suber, 2020). 

 Despite the relative success and challenges of the EU Digital covid Certificate or the 

European Union's Digital COVID Certificate, he inspired the WHO's Global Digital Health 

Certification Network based on his legacy. Its official purpose is to "develop a wide range of digital 

products to improve the health of all" by offering Member States "access to an open-source digital 

health tool, based on the principles of fairness, innovation, transparency, data protection and privacy", 

says Dr. Tedros Adhanom Ghebreyesus, then Director-General of the WHO (WHO, 2023). The 

convergence sought by this global interoperability of digital health certificates will be established on 

standards for the validation of digital signatures and security against fraud in the disclosure of health 

data. Indeed, this policy, a legacy of the EU Global Health Strategy, reshapes the WHO's Global 

Strategy for Digital Health, following the strategic agreement of 2 December 2022 between 

Commissioner Stella Kyriakides and Dr. Tedros Adhanom Gheberyesus. This is why some see this 

multilateralism attempt as a subservience of global health cybersecurity policy to European doctrine. 

It raises concerns that the creation of a global repository of health records data and the integration of 

international digitized vaccination certificates, routine immunization records and international medical 

records, constitute a means of international health cybersurveillance for anyone who holds the access 

keys. As a result, even if membership of the WHO's global digital health certification network remains 

voluntary; the lack of guarantees of the security of health documents and related electronic data raises 

fears of a multilateral totalitarianism of health cybersecurity. 

Conclusion:  

To sump-up, the cleavage on digital health security that the multilateral system went through 

during the pandemic period should not be surprising, as it is inherent to the structure of the 

international system.  According to Raymond Aron,  this international system is "the whole made up 

of political units that maintain regular relations with each other and that are likely to be involved in a 

general war" (Aron, 2004). It is therefore agreed that, "at first glance, the emergence of Covid-19 in 

an already tense international climate has only accentuated the divergences between states" (Roy, 

2020). Moreover, these cleavages within the interactivity of digital security policies could be 

distinguished into three sequences: the pre-covid-19, the Covid-19 context and the post-Covid-19. 

There will be the upheavals introduced by Covid-19 on the international scene from March 2020 

onwards, in the political, economic, strategic, regulatory and technological systems of States (OECD, 

2021). This crisis seems to have catalysed the adoption of digital tools, the security of information and 
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digital infrastructures, at the same time as it weakened the harmonization efforts introduced in 

multilateral digital impulses (EIB, 2020).  
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