260 -231 (m ((2025) 02 smmell -04: sulpull Rgigell gglelly Galall laa

hitps.//www.asjp.cerist.dz/en/PresentationRevue/908 e ISSN 0744 — 2992 _ ISSN2830-9804.

w130 o a1y 9 fSIY S o BB G s gy (k) SLYI 195
MU dmslr Al e die e ddlies Lslanr) Llys
The Role of Psychological Counseling and Educational Guidance in

Preventing and Reducing the Effects of Cyber Blackmail
A Social Field Study on a Sample of University of Babylon Students

8 P Aot g
(B,1) At aLLBYI Og3 gund ¢ ol daslor
M. Mohammed Shkhair Hamzah / University of Babylon / Department of
Internal Departments Affairs

Pre815 mohammed.shkhyr@uobablon
2025/08/01 : 2t gt 2025/ 06 /25 Jpih 7 2025/05/08 :pdzl 5

AL SN SNl e BB 3 il SV a3 e Lo iV oVl 3 o]l dlSian 0SS
S oYl ode e 2l Wy S SOV Y S e A (3 g O ) el (S ST il
oAV Y psgde Bme U] BLOYL lialy )l amsdly dd) DY) psgde Bae (1 Cond
Gy . olaalhl (3 3 SIY) Y1 bl n 2550 3 sl amstly i) DLV o> oy ailily caslsily
T 2l e fdee ipa ylas) @ due 3y bl ol mel) e ol dazel Laps Sy ol
Gl il 2l SOV A nidly B pslall) medl Ll madky L daelr (3 3L kel
o Bt e Sl eose Gy Blan¥ s V) codl 8T e 2] (115) e sad @5 (LiLad
e ol fas JWy (BUy s alll Wbuo WL g ly deidly dslanr V1 aolall (3 Gnanasdly ol
Blall s sa (39 Y Oli LaeS (80%) 5 315N 5ol BuasS (Bsp L 86%0) ey BLis) s
Wil oy il e Bgezt U] U o oLl
dpenll 2l OIS BN 35 ((38%0) ik & SUY s jslnze (6290) (ST B O] 1

(498) e St 31 (e 35-30) tgyue) 2l 318" 5 ((81%) gy Yetf S (3 23-18)

This work is licensed under Creative Commons Attribution-NonCommercial 4.0 International License
BY NC

Available online online at https://www.asjp.cerist.dz/en/Articles/908


https://www.asjp.cerist.dz/en/PresentationRevue/908

A lar) dulys AJ'\JQ'E o NESD) @jf\g:ﬂ\ )\J:J‘}I\ o :\g.@jj\ L} S argilly wﬂ\ 3Ly 493

oo bl BdST 3 (15 amsly (o S e Vo (8T (o) Il T i)l il e ST ) 2
Bty DoV N k) @ (se5 Ool2) g5 sl BN 3y (70%0) By 9SOy Y1 bl

(55%).
BGL 3y il 3 g s 9 (Slele 5=7) e i) pasans 2l 0 (59%) 0 3

s 3 ass” B Uad oSy 1t (lele 2-4) (o o p¥l asuns il e (%014)

3y (lems¥l o n (6490) Gy Y (G Jededll (sl (S o) @350 0 4
ez V) om0 (9%0) dtg 13Vl osld) G M el () @dsn ol BN

L) BV el BN (39 ((10090) ayy JoW M Jdodll el () 6T ) 5
DoV G Sl (2 s S Dlall) sl 5 (3090) By 15 Vg ) (S okl (il 221
(48%6) 3pwsy 15Vl ool A ool el 3 (Bl QL) el Al 35 o(100%) 2ty

L}ig Lod d\.i':—\.)\ P C?L:J\ ol $4a2 L})

Js Bl Slasll o Ogladly ge g5 Lol Sladiy foe g oS Slaald) Jo (2 1
AU G by ane Joladl 2455 397V SN
MW sz Al sladll Losasy  slanVly  wdd) el j3gd dmasine S1e oLa) 2

s (3 By 43 £ maxdt) (3 pgrles) Sole) Wglty b o adl Sl (3 Al BN s gl
Gy 3afSIY Yl o aolye Jaid deachad) galdl bt 2esS Slaald) e (4 3
axs falad)
A5V Cpgliall Ol Ul 580 Dl gl ol s (39
oSV Y Eall e a3 Y e g Rl l] i 1
LAY SRV e BB (3 ) s e Bulys elx) i 2
L 3ASIY Y Gl Yl nl amsd) ¢ dd) 3Ly Y) tde-lde SlalS
Abstract:
The research problem lies in the following questions: What is the role of psychological
counseling in preventing cyber blackmail? In addition, how can educational guidance
contribute to reducing the effects of cyber blackmail? To answer these questions, the
research aimed to understand the concept and objectives of psychological counseling

and educational guidance, as well as the concept of cyber blackmail, its types, and its
causes. It also aimed to study the role of psychological counseling and educational

guidance in preventing the risks of cyber blackmail in universities. In accordance with
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these and other objectives, the research relied on the descriptive analytical approach,
using a sample deliberately selected from students of the College of Education and

Humanities at the University of Babylon, from all five departments (Educational and
Psychological Sciences, English Language, Arabic Language, History, Geography).
(115) responses were obtained to the research tool, which was the questionnaire, which
the researchers presented to a group of experts and specialists in the social,
psychological, and educational sciences to measure its apparent validity and reliability.
Consequently, the researchers obtained an agreement rate of (86% or more) as the
apparent validity of the tool, and (80%) as the standard for the tool's reliability.

In light of this validity and reliability, the researcher reached a set of results, the most
prominent of which are:

1.The percentage of males (62%) exceeds the percentage of females, which amounted to
(38%). In contrast, the age group (18-23 years) was the most represented, with a
percentage of (81%), while the age group (30-35 years) was the least represented, with a
percentage of (4%).

2.More than half of the sample answered "yes" that they had received psychological
counseling and educational guidance on how to deal with the risks of cyber-extortion, at
a rate of (70%). Conversely, awareness lectures ranked first, at a rate of (55%).

3.(59%) of the sample use the internet for (5-7) hours, which is the most represented in
the sample. In contrast, (14%) of the sample use the internet for (2-4) hours, reflecting a
less intensive pattern of usage.

4.Facebook ranked first, at a rate of (64%), while Twitter ranked sixth and last, at a rate
of (9%) The effects of (anxiety) ranked first, at a rate of (100%), while the effects of
(low self-confidence) ranked fourth and last, at a rate of (30%).

5. Technological reasons came first, with a percentage of 100%, while religious reasons
came sixth and last, with a percentage of (48%).

In light of these results, the researchers recommend the following:

1.Universities should organize awareness workshops, seminars, and lectures, in
cooperation with security agencies, on cyber-extortion, how to deal with it, and methods
of prevention.

2.Establish specialized centers to provide psychological and social support, especially
for women who are subjected to extortion, and attempt to mitigate the repercussions of
such extortion. They should also work to reintegrate them into society and instill
confidence and optimism in them.

3.Public universities should develop educational curricula to include topics on cyber-
extortion and methods of dealing with it.

In light of these recommendations, the researchers proposed the following topics:

1.We propose conducting a study on the role of the media in reducing the phenomenon
of cyber-extortion.

2.We propose conducting a field study on the role of religion in preventing cyber-
extortion.

Keywords: psychological counseling, educational guidance, extortion, cyber-extortion.
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