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Security challenges of Internet of Things

MEGRANI GADOUR‘*, ATAITE ELLAH ELRABIEZ, CHERBI MOHAMED ELAMINE®
Received: 01/07/2021 ;Accepted: 30/08/2021

Summary: the accelerated development of information and communication technologies led
to the release of new concepts in our world, since the proliferation of the Internet at the end of the
last century, another notion was appeared, based on Internet Infrastructure, Internet of Thing
permit connexion between two or more objects with/out humans , it shares collected information
for different uses.

Internet of things composed of many heterogeneous components in terms of hardware or
software interact with each other to provide services in different fields, Information security is one
of the basic requirements of this network in order to maintain the privacy of the individuals
connected through it.This research deals with the concept of this network and explores the most
important challenges faced by proposing some solutions in this area.

Keywords : Internet of Things (lIoT), security, sensors , privacy
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- GPS . Global Positioning System ;
- http . Hypertext Transfer Protocol ;
- loT . Internet of Things ;
- IPV4 . Internet Protocol version 4 ;
- IPV6 . Internet Protocol version 6 ;
- LOoRA :  Long Range Protocole ;
- M2M : Machine to Machine ;
- NFC . Nearfield communication ;
- P2M . Person to Machine ;
- P2P . Person to Person ;
- RFID . Radio Frequency ldentification ;
- WIFI . Wireless Fidelity.
el 4

'Ibrar Ahmed et al., Internet Of Things(loT), Meanning , Application and challenges, IJSTRD Journal, V2, 156, 2018.
“Mahmoud Elkhodr et al, The Internet of Things: Vision & Challenges, IEEE Tencon conference — Spring, 2013, P 218.
*Keyur K Patel and Sunil M Patel, Internet of Things-10T: Definition, Characteristics, Architecture, Enabling
Technologies, Application & Future Challenges, IJESC, Volume 6 Issue No. 5, 2016, P 6123.

*Yusuf Perwej et al., The Internet of Things (I0T) and its Application Domains, International Journal of Computer
Applications, Volume 182 — No. 49, April 2019.

*https://www.cisco.com/c/dam/en_us/solutions/industries/docs/gov/everything-for-cities.pdf, visited Sept, 19 nd 2019
at 17 :47.
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