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Cyber attacks in light of the provisions of the rules of international humanitarian law

and international conventions
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Abstract:

This research paper aims to address the problems related to wars and electronic attacks
carried out by states, or those carried out by non-state actors, as well as the concept of armed
conflict within the framework of electronic warfare, in addition to the concept of electronic
attacks and how to manage electronic warfare, by addressing the rules Electronic engagement
as well as the character of the electronic combatant, and finally the need to observe the
principles of international humanitarian law and international conventions, and the issue of
the electronic combatant by electronic military means.Among the most important results of
the research: that electronic warfare involves acts of violence, and these acts fall within the
definition of international humanitarian law. Electronic warfare is one of the contemporary
means of warfare, which states have begun to resort to in modern conflicts, and is therefore
subject to Article 36 of Additional Protocol I. People who participate in electronic warfare
are considered unprotected civilians as long as they participate in these attacks, and electronic
warfare remains open to many legal debates.

Keywords : cyber attacks; International humanitarian law; electronic fighter;
international agreements; modern conflicts
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