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Criminal Responsibility of Internet Service Providers for the
crime of Cyberbullying.

Summary:

Bullying i1s considered an ancient social phenomenon that has existed in all
societies for a long time, whether the society was industrialized or developing.
Recently, bullying was recognized as a form of violence. Additionally, the interest in
studying bullying began in the seventies of the last century and became a topic of
interest in many countries around the world. nowadays, the criminal phenomenon has
developed remarkably, both in the way it is committed or its perpetrators, and all this
is due to the rapid progress In the information and communication revolution,
cybercrimes appeared, including the cyber-bullying crime In addition, Jurisprudence
and the judiciary have differed in determining responsibility of the internet service
provider according to the nature of its work, which is the extent of control it performs
on the illegal content that is carried out through the service it provides in cybercrime,
including the cyberbullying crime.

Key words:
Cyberbullying, Forms of cyberbullying, Internet service provider (ISP).

Responsabilité Pénale des Fournisseurs De services Internet

Pour le Crime de Cyberintimidation.

Résumé

Le harcelement est un phénomene social ancien présent dans toutes les
sociéteés, qu'elles soient industrielles ou en développement. Il est également considéré
comme un concept relativement moderne en raison de sa reconnaissance récente en
tant que forme de violence, ainsi que de la rareté¢ des études qui l'ont abordé et de
I'absence du critére spécifique pour déterminer quel comportement est considéré
comme du harcelement ou toléré. L'intérét, pour 1'é¢tude du harcélement a commencé
dans les années 70 du siecle dernier et est devenu un sujet d'intérét pour de
nombreuses personnes dans différents pays. De nos jours, le phénomene criminel
s'est sensiblement développé, que ce soit dans sa manicre de se produire ou chez ses
auteurs, et cela est dii aux progres rapides de la révolution de l'information et de la
communication. Les crimes ¢€lectroniques, y compris le harcélement électronique, ont
émergé dans le cadre de la cybercriminalité. Dans ce contexte, les juges et les
autorités judiciaires ont divergé dans I'établissement de la responsabilité du
fournisseur d'acces internet en fonction de la nature de son travail, qui consiste en
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I'étendue de son contrdle sur les contenus illégaux qui se produisent par le biais du
service qu'ill fournit dans les crimes ¢électroniques, y compris le harcelement
¢lectronique.

Mots-clés :
cyberintimidation, formes de cyberintimidation, fournisseur d'acces a Internet (FAI).
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3 Georgia anti-bullying laws include the following definitions of bullying and cyberbullying: The
term "bullying" means an act that is............ "O.C.G.A. § 20-2-751.4 (2016)
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European Parliament, CYBERBULLYING AMONG YOUNG PEOPLE, DIRECTORATE
GENERAL FOR INTERNAL POLICIES POLICY DEPARTMENT C: CITIZENS' RIGHTS AND
CONSTITUTIONAL AFFAIRS CIVIL LIBERTIES, JUSTICE AND HOME AFFAIRS, 2016. 24.
See the Official definitions of cyberbullying in 14 Member
Country Definition:
Bulgaria Cyberbullying is ‘a specific type of bullying consisting in harassing children by means of
new electronic technologies, primarily mobile phones and the internet’ 1188 .
Cyprus Cyberbullying occurs when someone ‘sends through public electronic means of
communication a message or any other communication whose content is blatantly offensive and/or
obscene or disgraceful or threatening or which may cause annoyance, harassment and/or unjustified
stress, knowing... behavior in which the victim is attacked by an attacker or attackers. The nature
and the way it is carried determine the severity of the attacks’1192.
Germany Cyber-mobbing is ‘the deliberate insulting, embarrassing or harassing people through
new communication media such as social networks, websites or chat’1195
Hungary
‘Cyberbullying means the transfer or publication of text or visual content via the internet, mobile
phones or other information technologies, which might be humiliating or could cause shame. The
harassment targets a victim, who cannot protect him/herself on a regular basis’1196
Ireland
‘Cyberbullying occurs when bullying behaviour is carried out through the use of ICT systems such
as e-mail, mobile phones, instant messaging, social networking websites, apps and other online
technologies’1197
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European Parliament, “CYBERBULLYING AMONG YOUNG PEOPLE”, DIRECTORATE
GENERAL FOR INTERNAL POLICIES POLICY DEPARTMENT C: CITIZENS' RIGHTS AND
CONSTITUTIONAL AFFAIRS CIVIL LIBERTIES, JUSTICE AND HOME AFFAIRS, 2016. 24.
See the Official definitions of cyberbullying in 14
6 See Rachel A. Yuen, Beyond the Schoolyard,” Workplace Bullying and Moral Harassment Law in
France and Quebec”, Cornell International Law Journal, volume 38, number 1, January 2005, p. 23.

and see https://inews.co.uk/news/world/bullies-jailed-france-new-law-criminal-offence-fines-
1332166 last seen 2-9-2022.
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