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Abstract:

This study aimed to examine the teacher’s role in promoting
cybersecurity and educational values within smart learning environments, using
a descriptive-analytical approach. The researcher designed a questionnaire
consisting of 18 items distributed across six dimensions, administered to a
random sample of 190 high school teachers. Results indicated a high overall
score of 76.2%, reflecting strong awareness and engagement among teachers.
The dimensions ranked in descending order were: proposals to enhance
teachers’ roles in ethically and digitally protecting students, educational
concepts related to cybersecurity, teachers’ use of smart environments to instill
ethical and educational values, teachers’ awareness of digital risks in the age
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of artificial intelligence, the necessary skills to strengthen students’ cyber
awareness, and challenges faced by teachers in this context. The findings
highlight the teacher’s essential role in fostering a responsible digital culture
that safeguards students’ security and moral values within smart educational
environments.

Keywords: Cybersecurity;, Educational Values; Smart Learning Environments.
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