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Abstract  
In the contemporary digital landscape, social media platforms have emerged as 

prolific environments for the proliferation of misinformation and fake news. The swift 
and expansive dissemination of inaccurate information presents profound challenges 
to individuals, communities, and the integrity of democratic processes. Addressing 
this issue necessitates a robust enhancement of communicative strategies to 
effectively counteract the spread of false information on social media. This research 
underscores the critical role of effective communication in mitigating the impact of 
misinformation on these platforms. It examines a range of strategies and tools 
designed to enhance digital literacy and bolster the credibility of online information. 
Furthermore, the study delves into the obstacles encountered in the fight against 
misinformation, emphasizing the pivotal importance of coordinated communicative 
efforts. The research culminates in practical insights and recommendations aimed at 
strengthening these efforts and fostering critical thinking among social media users. 

 Keywords: Misinformation; Social media; Communicative strategies; Digital 

literacy; Information credibility. 

  :ملخص
في المشهه ا اقمي ا المصر،ههمب ت،ههصات التههرل اقتما،ههب ئةتخربي لانتش رتههصش ماتشههر  المص مارل 
المضهههههههههههه  ش ة.رصر  المشارشا سر ئاتشههههههههههههر  اقيههههههههههههمل  ةاقما هههههههههههه  ق خص مارل     اقاي  ش  خ ب  اا رل  خ  ش 

ئ ههههههههههههه  ا  ج رل قلأفماد ةالمجتخصرل ةقنزاهش اقصخ  رل اقا خ ماط شا اصرلجش هذه اق ضههههههههههههه ش  ت     صشاش 
رر لمماة ش ااتشهههههههر  المص مارل الصرطتش  اع ة هههههههر ب اقتما،هههههههب ئةتخربيا  م ش هذا  اقتما،ههههههه  ش ّشهههههههةب فصش
رر في الحا اي  الم   المص مارل المضههههه  ش  اع هذه الملتهههههرلا  خر  اقصاث  اع اقاة  الح مي ق تما،هههههب اقرصش

اقمبي اقمي ا ةزاههردم اتهههههههههههههههااي ههش ييهههههههههههههتصمس اجخم ههش اي ئ ههههههههههههه  ا  ج ههرل ة.دةال المتهههههههههههههخخههش قتصشاش 
المص مارل المتااةقش  ب  الإا  اتا لارلإضهههههههههههههرفش سلع لقحب  تلرةر اقصاث اقص صرل اق ا  ماة  ة مد اةرفاش 
المص مارل المضههههههههههه  شب ا  اق    ز  اع تهخ ش اقتهيههههههههههه   في الج مد اقتما،ههههههههههه  شا ةا تت  اقصاث لات ا       

ة شههههج   اقترا   اقل اي لا ر ايههههت ااا ة ههههر ب اقتما،ههههب  ة م،هههه رل  خ  ش  إاى سلع  صشاش هذه الج مد
 .ئةتخربي

 ؛ ي اةبي ؛  ما،هههههه  شا هههههه  ا  ج رل  ؛ةتخربيئاتما،ههههههب اقة ههههههر ب  ؛ضهههههه  شاص مارل ا :مفتاحيةكلمات  

 .ص مارلااتااي ش 
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1. Introduction 
The internet has undoubtedly altered the way we interact and live, 

influencing many facets of our life. The proliferation of misleading 

information, sometimes referred to as "fake news," has been one of its notable 

results. Since 2016, this idea has drawn more attention, particularly in the wake 

of efforts to influence and spread false information during the US presidential 

elections. Fake news, however, has been around for decades and has not 

recently emerged. (Andrea & Liam, 2021, p. 25) What has changed is how 

quickly and widely such misinformation can be spread online  

It is crucial to do research on the issue of fake news in general and its 

management in the virtual world in particular, especially currently. Fake news 

is a globally serious issue given its unanticipated consequences, even for those 

who make and transmit it. On a global scale, false information has a negative 

impact on a wide variety of things, including cultural norms, political 

participation, economic and social freedoms, freedom of expression, and 

human rights. The authors (Deependra , Chetan , & Himanshu, 2020, p. 355) 

have all emphasized this occurrence. It undermines confidence in democratic 

institutions by distorting the truth and manipulating opinions, and probably 

inciting real-world violence and repression through creating a hostile online 

environment. 

It is crucial to strike a fine balance between efficiently combating false 

news and safeguarding democratic principles and human rights. Finding 

comprehensive solutions that uphold democracy without compromising 

individual rights requires cooperation among stakeholders. (Hilda & Gunilla , 

2020, p. 135) The difficult aspect, however, is spotting this kind of news since 

it may be difficult for internet users to do so. Our present study, which tries to 

assess efficient ways for regulating this sort of content on social media 

platforms, requires an understanding of how false news spread and influences 

the different attitudes in the online world. 

This viewpoint prompts us to talk about the core function of 

communication officers inside institutions and organizations and their tools of 

identifying, tracing, and categorizing false news. This duty is often placed in 

the hands of communication officers and page administrators in local 

authorities in Algeria. It remains unclear; however, whether they are able to 

show more skepticism about the content they see on social media and 

subsequently identify and confront false news. Due to the lack of information 

on proactive techniques and strategies to accomplish this aim, the argument 

over the most effective ways to counteract the damaging consequences of false 

news persists. This brings up one of the most important continuing 

conversations over how communication officers in Algerian regional 

directorates may monitor, follow, and subsequently prevent and defy false 

news as a new and essential competence. 
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2. Literature review 
We can say that while there have been serious discussions and analyses 

of fake news for a long time, they only started to become more common around 

2015, when the negative effects of geopolitical propaganda, artificial 

intelligence (AI), and contemporary globalization trends became apparent 

(ayson , 2018, p. 25). The use of fake news to damage the reputation of adverse 

news coverage or criticism from rivals has grown widespread. ( Burkhardt J. , 

2017, p. 19) In late 2016, Oxford Dictionaries chose “post-truth” as the word 

of the year, describing it as situations in which appeals to emotion and personal 

convictions have more power to shape public opinion than objective facts. 

Events like the US presidential election and the UK's referendum on Brexit 

provide insight on the effects the digital era has on news and cultural narratives. 

The emergence of new social media platforms fuels people’s intrinsic need to 

learn, making them more prone to believing and acting based on erroneous 

information. (Joseph & Roy , 2019, p. 253) . 

The issue of fake news is not original; it has existed since the surge of 

social media platforms., thus the idea does not only apply to the problem of 

false news. This is particularly true when dealing with different types of 

misinformation, where there are important distinctions between inaccurate 

information (unintentional dissemination of false or misleading information, 

not intended to harm anyone) and misleading information (stories, images, or 

tricks intentionally created and disseminated to influence or cause harm). 

Therefore, we must comprehend them as components of the global "ecosystem 

of fake news" and information disorder. (Pontus , Joakim , & Marcus, 2020, p. 

4)  

We must comprehend two critical junctures in the history of media to follow 

the emergence of this information landscape. Inscribed letters originally 

appeared on materials including stone, clay, and papyrus thousands of years 

before the invention of the printing press. These works often only addressed 

local authorities, including emperors, pharaohs, Incas, military and religious 

figures, etc. (Perloff, 2015, p. 11).This command over knowledge gave certain 

people authority over others and may have influenced the hierarchical 

civilizations that are still prevalent today. Many communities still display the 

remains of this luxury in the form of pyramids, castles, and opulent furnishings. 

Some information was written in stone, etched on tablets, or represented via 

pictures; it largely served as a reminder to the populace that leaders had 

extraordinary power over their lives and talents. However, without a way to 

independently confirm the assertions made in these records, it was difficult to 

tell whether the material was accurate or whether it was false news that had 

been disseminated to the public during that time, often known as the “malleable 

era” 
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The primary historian of Byzantium in the sixth century AD, Procopius of 

Caesarea (500–554 AD), tarnishes the image of Emperor Justinian by 

spreading false information. In his book "Secret History," he attempts to 

damage the emperor's and his wife's reputations. There could be no reprisals, 

questioning, or investigations into the allegations made since the emperor had 

already passed away. Therefore, false news has existed for a very long time 

and has mostly been used for political ends. (Andreas , Valérie , Sean, & 

Gerben , 2021, pp. 12-15). 

"In the second phase, which followed the era of printing, a great 

advance happened with the introduction of the printing press. This 

corresponded with a considerable rise in literacy rates, enabling knowledge to 

be distributed on a far greater scale. Therefore, people who could read and 

write found it simpler to connect with this richness of knowledge. (Eisenstein 

, 1968, pp. 1-56). As people's reading abilities continued to develop, it became 

harder to alter or distort written text. This tendency led to a better capacity to 

write persuasively and to create trustworthy information on numerous issues. 

However, despite these beneficial achievements the issue of misleading news 

continued and even exacerbated itself. The manufacturing of fake news and 

semi-false news tidbits reached its height in 18th-century London, when 

newspapers started to acquire prominence. By 1788, London alone featured 10 

daily publications and 9 weekly newspapers. Interestingly, these publications 

often included stories consisting of only a single paragraph. During this period, 

a group known as the “Paragraph Men” played a key role. They would 

eavesdrop on café discussions and collect gossip, scribbling down a few 

sentences on scraps of paper. These excerpts were then supplied to publications 

whose main purpose was publishing rather than fact-checking. Unfortunately, 

this lack of verification led to the manipulation of public opinion. ( Darnton, 

2017, p. 162) 

These methods gave rise to a kind of journalism that subsequently became 

known as yellow journalism. Yellow journalism has had a profound influence 

on society for millennia. With yellow journalism, the truth is frequently 

skewed or suppressed. The bad part is that individuals tend to trust anything 

that is written or broadcast, notwithstanding the damage it may bring to 

society. Due to the culture of sensationalism, racial prejudice camouflaged in 

comedy, and concerns of violence, yellow journalism may stimulate erroneous 

feelings in the brain, leading to subsequent disputes that might potentially grow 

into numerous difficulties, as was the case in the Spanish-American War. 

Many feel that this conflict was the first to be sparked by severe yellow 

journalism. For this reason, yellow journalism may provoke cultural and 

political confrontations. This is one of the detrimental outcomes of this 

worrisome kind of writing and practice. (Sangeeta , 2023, p. 16)  
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With the advent of a new era, the era of mass media, or what is known as 

traditional media, it has become evident that the power of false news to instill 

fear in the minds of the public has taken on new dimensions. The broadcast of 

one of the episodes of the radio series “The Mercury Theatre on the Air”, 

directed and narrated by Orson Welles, which was adapted from H.G. Wells's 

novel “War of the Worlds,” serves as a striking example of this phenomenon. 

(Pooley & Michael , 2013) . 

Though there were few indicators suggesting that the stories of a Martian 

invasion of Earth were imaginary, this broadcast was not designed to be false 

news. However, those who missed the introduction were ignorant of that 

reality. Furthermore, the method in which the radio drama was delivered, 

purposely involving well-known government officials and notable academics, 

was persuasive to many in the audience. This illustrates the power of media 

and the art of radio. It illustrates that conventional media forms may establish 

a continuous communication presence that makes the listener an intrinsic part 

of it. Even though many individuals were terrified and saddened by the 

broadcast, this fake news had an instant influence on the public's reaction now. 

Today, we might question the potency of such news in the digital era, 

particularly via current social networks. (Hayes & Kathleen , 2011, pp. 51-62) 

In the last decade of the 20th century, the internet enabled new and broad 

techniques to distribute fake news on a massive scale. As the internet became 

available to the public, anybody with a computer could access information and 

data, and with the capacity to manufacture or repost it, numerous fake accounts 

and websites were formed with the intention of fooling others or propagating 

biased or false news. Detecting these websites and accounts was 

straightforward at first, but now it has become much more difficult owing to 

the enormous flow of information and data. (Burkhardt J. , 2017., p. 22)  

The cyber environment now brings a broad variety of new benefits, 

problems, and threats, especially for end-users. These difficulties are fully 

reliant on information and communication technology, with the internet 

becoming a fundamental component of everyday life. False news, historically 

linked with a sort of biased journalism or yellow journalism that consisted of 

purposeful disinformation or deceit, has now shifted to the virtual realm, 

notably on social media platforms. On these platforms, rumors and inaccurate 

information may spread more than ever before, attempting to engender 

suspicion and negative attitudes among minorities, undermine government 

legitimacy cause fear and instability, and even heighten hostilities between 

states. (Pavel, 2019, p. 1). 
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3. Types of Fake News 
3.1. Satirical News: 

The most prevalent kind of false news in research is satire or mocking, 

referring to satirical news shows that they often employ comedy or 

exaggeration to provide viewers with news updates. Examples of such shows 

include "The Daily Show on Comedy Central" in the United States. These 

shows mainly concentrate on current topics and frequently mimic the format 

of television news programming (a 'talking puppet' behind a desk, with 

illustrative graphics and modified films), comparable to a conventional news 

program. However, the key distinction is that they position themselves as 

giving entertainment rather than information, with presenters referring to 

themselves as comedians or artists rather than journalists or news anchors. The 

shows are made with a lighthearted mood and purposely communicate themes 

to keep viewer attention by engaging younger audiences via visuals and 

employing sarcastic or exaggerated comments. Satire is commonly used to 

attack political, economic, or social events. In essence, they are equal portions 

of both media and entertainment. It is known that persons who watch satirical 

shows are well-informed about current issues, much like those who consume 

other types of news media. It is also accepted that satirical shows have 

substantially affected public dialogue, attitudes, and politics in recent years. 

(Edson , Zheng , & Richard, 2018, p. 138). 

3.2. Satirical Simulation: 

 The second type of fake news is satirical simulation. It resembles satirical 

news in many ways because both rely on humor to draw in readers. Satirical 

simulation, on the other hand, differs from satire in that it uses fictitious data 

to produce ridiculousness. Satirical simulation plays on the absurdity of 

matters and accentuates them by producing wholly fictitious news stories, as 

opposed to offering direct criticism of current events through humor. The 

satirical simulation website "The Onion," which is occasionally mistaken for a 

legitimate news source, is one of the more prevalent examples. Viewers may 

be led astray its content because it blurs the boundary between the realistic and 

the absurd. Like satire, satirical news is a component of the "Fifth Estate," 

along with independent journalists like columnists and bloggers. By allowing 

criticism of individuals in authority and conventional news organizations, the 

Fifth Estate sets new boundaries in the fight against mainstream media. 

Satirical websites and satirical simulations help to preserve journalistic 

professionalism by serving as a guardian of the press, boosting the 

trustworthiness of the news media. (Edson , Zheng , & Richard, 2018, p. 141)  

3.3.Fabricated News: 

In traditional media, fake news has not been so prevalent. One popular 

type of manufactured news is fake news. It can take some time to identify fake 

news. A variety of fake news is frequently presented by yellow journalism in 
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the name of sensationalism. These news articles frequently exaggerate, push 

scandals, or create excitement for financial gain. They also frequently lack 

verification. Popular tabloids concentrate on news about fast food, astrology, 

intriguing crime stories, and other subjects. In circumstances of forgery, 

fabrication, or exaggeration, yellow journalism, which is closely related to 

fabrication, can be a reliable source of fake news. (Victoria , Yimin , & Nadia 

, 2015, pp. 1-4)  

3.4.Information Manipulation: 

One technique to make false communications is by manipulating the 

information owned by the interactants inside the messages they produce. This 

manipulation has a strong theoretical basis in information manipulation theory, 

where deceptive communications act falsely by breaching the principles 

controlling conversational exchange. Since participants in a conversation have 

expectations about the quantity, quality, method, and relevance of the 

information to be presented, speakers might exploit these assumptions to 

mislead listeners. Researchers have lately claimed that deception is a message 

quality that shows an adaptation to the complex communicative requirements 

of certain contexts. Individuals need to reconcile opposing interests in 

delivering information to their conversational partners while reducing potential 

harm. One technique for attaining this balance is by providing updated 

information. Consequently, many academics have oversimplified the design of 

false messages, concentrating less on their content. This is owing to their major 

focus on areas, other than message design, such as nonverbal indicators 

associated with deceit and factors impacting the accuracy of deception 

detection. ( McCornack, 1992, pp. 1-16)  

3.5. Information Propaganda 

Often, the phrases "propaganda," "misinformation," and "false news" 

overlap in connotation. It is used to refer to a spectrum of ways in which the 

sharing of knowledge causes harm, intentionally or accidentally, usually 

concerning the support of a specific ethical or political purpose. It is feasible 

to differentiate three different applications of information within this category: 

fake information: erroneous information shared without the purpose of causing 

harm; false information intentionally shared to cause harm; real information 

intentionally shared to cause harm. Although none of these phenomena are 

new, they have gained prominence recently with the broad availability of 

advanced information and communication technology. Sharing texts, 

photographs, videos, or links online, for example, allows the widespread of 

information. (Wardle & Hossein , 2017, p. 64). 
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False News in the News Environment: 
3.6.False News in Traditional Media: 

The purposeful spreading of fake news by any media company or internet 

network is against the ethics of journalistic practice. Such ill intents and the 

propagation of lies via virtual media, social media, and conventional media 

encourage moral corruption, damage, dissension, and different crises be it 

racial, religious or political. This represents a complete repudiation of 

journalism's ideals and journalistic standards. Therefore, in this study, we will 

investigate the notion of fake news in conventional media, which normally 

functions based on a set of characteristics such as clarity, correctness, 

consistency, education, impartiality, and credibility. We shall try to examine 

the situation of conventional media after being affected by the phenomenon of 

fake news, becoming a major element of its transmission. 

Traditional media is undoubtedly responsible for the distribution of 

erroneous information from harmful foreign organizations as shown by the 

Berkman Klein Center’s research, which studied a sample of 5,000 news 

pieces, 5 million tweets, and 75,000 Facebook postings. The research 

concludes that certain American media outlets and political elites are the major 

carriers of Trump's false media campaign against mail-in voting during the 

U.S. election. In particular, Fox News is the target of criticism for 

disseminating false information on issues such as climate change and the 

COVID-19 vaccine. However, it seems that social media platforms (in terms 

of their function) and Russian actors (in terms of players) have only a minor 

part in disseminating this specific hoax. (The Role of ‘Media’ in Producing 

and Spreading Disinformation Campaigns, 2023) Party-affiliated media outlets 

plays a crucial role in aggressively propagating incorrect information. In the 

age of alternative facts, political media frequently propagate false information. 

Many are familiar with the incorrect and misleading content published by 

Breitbart, especially after the cancellation of the video advertisement by 

American Frontline Doctors advocating the use of hydroxychloroquine to treat 

COVID-19 or by state-owned Russian news agencies like Sputnik (for 

example, to support the Sputnik V vaccine). However, this tendency applies to 

other nations as well. For example, the Institute for Strategic Dialogue points 

out that during the 2018 Swedish elections, "nationalist media, politicians in 

Poland, and populist and political figures in Poland disseminate misleading 

information about the Swedish government and society in Sweden itself and in 

media in both English and Polish. (Krafft & Joan , 2020, pp. 194-214). 

The distribution of false news on social media platforms is a worldwide 

problem, and research has offered minimal insights into the underlying motives 

for such sharing. Study findings reveal that quick news sharing to increase 

awareness has have a favorable influence on the propagation of fake news on 

social media platforms. The proliferation of false news on digital platforms is 
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a huge cause of concern for society, including governments, politicians, 

organizations, corporations, and people. Fake news is purposely meant to sow 

seeds of doubt and intensify existing social and cultural dynamics via the 

manipulation of political, regional, and religious currents. Researcher Shu and 

others note that fake news has a harmful influence on people and society 

because it purposefully induces consumers to adopt false views that are spread 

to achieve certain agendas. (Shalini , Amandeep , Dilraj , Gurnam , & Jari , 

2020, pp. 2-11) . 

Opinion surveys demonstrate that public confidence in conventional media 

has dramatically eroded. However, social media networks enable new methods 

to acquire news material, and poll findings suggest that social media is 

becoming a confident source of information, causing individuals to be more 

eager to follow news via this specific media channel in the future. Furthermore, 

it is well known that the present human predisposition to disseminate and trust 

bogus news has its origins in old cultural practices. Still, social media 

platforms have strengthened this trend since they have robbed individuals of 

the time required to verify news owing to the quick flow and quantity of 

information on the internet. The invention and spread of bogus and 

manufactured news have followed human history for thousands of years. In the 

past, exaggeration and narrative evolved slowly, influencing only tiny, 

geographically constrained groups of individuals. However, in today's era of 

social media, we live in a different media environment where news circulates 

more quickly from many and varied sources. It indicates that people's desire 

for false news has greatly expanded in the past several years. Psychologist 

Keith Ablow thinks that "the sharing and believing of fake news is a 

phenomenon with ancient cultural roots, but social media platforms have made 

us easier targets and have deprived us of the time needed to verify news due to 

the density and speed of social networks. In the past, the manufacturing of 

news and fictitious tales happened at a slower speed, and their diffusion took 

years to reach the point of influencing huge groups of people, modifying 

historical events, or inventing new ones”. ( Swartz & Marco , 2016). 

4. Research Methodology: 
4.1.Data collection:  

In the discipline of humanities numerous methodologies are utilized to study 

reality. After describing the issue, researchers must start with planning the data 

collecting method essential for verification. Success in any study greatly relies 

on the correctness of the obtained data; therefore, researchers need to have a 

solid command of the fieldwork instruments necessary for collecting 

information and data, picking the most exact and relevant ones depending on 

the study technique. This research relies on interviews which are one of the 

most extensively utilized qualitative tools in research. (Romelaer ) An 
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interview may take the form of oral, individual, or group interviews with the 

objective of acquiring information on experiences, facts, or representations. 

The degree of appropriateness, correctness, and reliability of the acquired data 

is examined in relation with the study objectives and the purpose of acquiring 

information. ( Azioun & Derguin , 2018, p. 31)  

4.2.Sample:  
Saturation is the most common guiding principle for assessing the adequacy 

of purposive samples in qualitative research (Monique & Bonnie N, 2022, p. 

01). In this study, we employed theoretical sampling with a purposeful 

approach, intentionally selecting participants based on their specific 

knowledge and experience relevant to the research topic. This targeted strategy 

allowed us to gather rich and in-depth data, even with a smaller sample size. 

Given the homogeneity of the group—comprising 10 directorates (sidi bel 

abbes) from the research population, with interviews held with personnel 

responsible for communication—we argue that this smaller sample effectively 

captures the shared experiences and perspectives within this group. 

The concept of information power further supports this approach, 

emphasizing that the quality and depth of data, rather than the sheer number of 

participants, are crucial for meaningful analysis. Additionally, resource 

constraints, including time and funding, made it necessary to focus on a smaller 

sample, enabling a more in-depth exploration of the phenomenon under study. 

The selection of this number was based on the strength of the available 

information and the degree of saturation reached, ensuring that the sample is 

adequate to meet the study's requirements. To strengthen our justification, we 

reference existing research that has yielded similar findings with small 

samples. 

 

5. Data Analysis 
5.1. General Attitudes towards Fake News. 

6.1.1. Perceptions of Fake News: 

Numerous interviewees show a high degree of familiarity with and 

awareness of the idea of false news. They notice that fake news centers on the 

manipulation and distortion of information with the objective of baffling 

people and establishing a collective illusion. Moreover, it creates distrust for 

any local efforts made by the government. From a calculative perspective, 

these people regard false news as a targeted type of propaganda, disconnected 

from truth and accuracy. Often, it either enhances or lessens reality. 

Researchers claim that false news acts as a tool to alter public opinion and 

mislead the people. When individuals depend on such news and think it is real, 

it may have a tremendous influence on their actions and views. 

Additionally, these interviewees consider false news a possible danger to 

democracy when it undermines decision-making and the freedom to access and 
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get true information. This detrimental influence extends to the participation 

and democratic representation processes. Official actions taken by authorities 

are recorded on official channels and aired via conventional media. 

Consequently, the sources of innovative information, especially on social 

media platforms, have produced perplexity among communication 

practitioners. the majority of the interviewees underline that false news is news 

that deviates from reality. As one man remarked, "Fake news is news that has 

no connection to reality. Others perceive it as "a practice aimed at diverting 

public attention away from important political issues." 

In this sense, David Lazer defines "fake news" as "manufactured material 

that resembles the structure of journalistic content but lacks the editing 

procedures and aim. Fake news sites lack the editorial guidelines and 

procedures of the news media to assure the accuracy and trustworthiness of 

their content. Fake news intertwines with other information diseases, such as 

misleading information and purposely incorrect information broadcast to fool 

people." (LAZER, BAUM , BENKLER, & and al, 2018, pp. 1094-1096)  

6.1.2 Managing the Concept Professionally: 
Based on the data gathered, dealing with fake news starts with the surge and 

growth of fraudulent digital communications on social media platforms, 

especially as defined by four distinguishing attributes: editability, openness, 

engagement, and diffusion. These features allow the generation and simple 

modification of erroneous information, which may either be wholly generated 

or a combination of existing material. Frequently, such material includes the 

alteration of data and information easily gathered from many web sources. The 

networking capabilities of social media platforms go hand in hand with the 

propagation of fraudulent content. For instance, people might like, comment 

on, or repost erroneous remarks, making them more common on social 

networks. 

It is underlined that the creation of virtual spaces is seen by academics as a 

fruitful and favorable setting for the growth and dissemination of false news. 

One researcher remark that "In the workplace, fake news is encountered 

frequently, and it exists at all levels, but the virtual space has given it another 

dimension. Another researcher stated, "Fake news has always been with us. 

Propaganda has always existed as long as humans have been communicating. 

What is occurring now is that social media has permitted its usage on a much 

larger scale. This permits it to be sent out to a broad audience." 

Numerous studies have shown that the introduction of inaccurate material 

on social media platforms follows the U.S. presidential elections in 2016 and 

the United Kingdom's EU membership vote in 2016 ("Brexit"). Biased news, 

overemphasis on certain themes, and obvious lies broadcast and shared on 

social media imped many voters from making sound judgments. Consequently, 
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social media networks have played a crucial role in the development and 

visibility of this form of news. (Allcott & Matthew , 2017, pp. 36-211) 

6.1.3 Dissemination of Fake News by Websites: 

The proliferation of unreliable websites crafting misleading headlines has 

accentuated the prevalence of deceptive news sources in the digital era. The 

consensus among many in a recent study is that these sites pose a serious threat, 

potentially damaging the reputations of individuals and organizations through 

false narratives. (Wesner, 2017, pp. 459-495) The general view is that such 

pages may even breach legal boundaries. Fake news stands in stark contrast to 

global standards that champion the right to genuine information, which is 

foundational for forming accurate perceptions of the world and making 

informed decisions on various matters. 

These websites, by flouting established norms, essentially fuel chaos 

through deliberate or inadvertent disinformation and fraudulence. As 

highlighted by an individual in the study, legal action against such entities is 

warranted due to their role in fostering confusion. 

In essence, the surge of fictitious content disseminated by such outlets 

presents a complex challenge, undermining not only personal reputations but 

also the overall veracity of information exchange. Tackling this issue demands 

a multifaceted approach that includes legal intervention, education in media 

literacy, and a commitment to ethical practices online to curb the spread of 

false content. 

The issue of fake news dissemination by websites has been exacerbated by 

social media platforms, which facilitate the rapid sharing of both information 

and opinion. This ease of dissemination, while beneficial for connectivity and 

communication, has simultaneously enabled the unchecked spread of 

misinformation, fake news, and baseless rumors. (Akrati , Pratishtha , & Harita 

, 2022, pp. 355-386) 

5.2.  Levels and Characteristics of Fake News on Social Media 

6.2.1 Mechanisms for Classifying Fake and Authentic News 

From the interviews performed with the interviewees, it seems that most 

institutions do not have substantial concerns linked to false news. This is due 

to their extensive control over the media material they publish before diffusion. 

Due to their ties with trustworthy media source, most firms are not worried 

about false news. Those who are responsible for communications at these 

organizations guarantee the successful dissemination of their operations to the 

public. As one interviewee remarks that "We are not frightened of media 

appearances because we realize the significance of the media for the public, 

and we are always ready to react to media queries. Those who worry about 

false news in the media are those without excellent media relations or a 

dedicated media department to create a favorable connection with the media." 
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Therefore, most of interviewees focus on developing long-term ties with the 

community and having a solid rapport with the media. One of interviewee 

stresses the significance of these media outlets and key communication 

channels by noting, "They know how to reach out to us if they have any 

questions or concerns about us or our activities." 

6.2.2 Verifying the credibility and accuracy of news 

Many study sample participants feel that spotting certain false news can be 

done quickly, but in many circumstances, even with examination, it may be 

tough to tell whether anything is fake or genuine. Thus, it is not merely about 

identifying anything as "fake" or "authentic. It also covers how people support 

and communicate things that do not provide value. Comparing information 

from numerous sources may be valuable, as may following the trends of news 

diffusion. Accounts and papers may be arranged, or useful indicators can be 

made to comprehend things. One of the study participants said, "There are 

several ways to track and uncover fake news." 

Therefore, despite the availability of advanced tools for detection, critical 

thinking remains vital. Media literacy is frequently referenced in this regard. 

The capacity to think critically about what we read and, more significantly, 

what we pass on, paired with education that may begin in schools, is key. One 

of the interviewees notes that " encouraging the development of critical 

thinking in using social media—how we take responsibility for its use and what 

its risks are—is also necessary."  

6.2.3 Reasons for the Spread of Fake News 

 Most respondents indicate that the organizations they work for do not 

face significant issues with false news, appreciating the proactive stance of 

media outlets in addressing this issue. However, false news about institutions 

can spread for various reasons, such as the lack of professionalism among some 

social media users. These individuals often seek to build an online reputation 

and, as a result, spread false information about organizations through these 

platforms. Experts suggest that these individuals are primarily motivated by 

creating web traffic, increasing comments and likes, and securing advertising 

sponsorships. Unlike traditional media, which is managed by responsible 

professionals, social media operates with fewer constraints. As a result, anyone 

can create a fake identity and publish harmful content about an organization, 

either to blackmail authorities or to serve competitive interests. 

6.2.4 Dissemination of Fake News through Electronic Websites 

Most respondents in the sample predominantly attribute the sources of false 

news concerning the operations of the local government to bloggers on social 

media and citizen journalists. These sources often lack the professional 

knowledge and skills necessary for appropriate news research and reporting. 

They typically lack supervision and do not conform to accepted professional 
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norms in journalism. These people, frequently young and inexperienced, prefer 

to eschew fact-checking and verification, instead turning to social media to 

distribute unsubstantiated material. This lack of professionalism and respect 

for journalistic ethics contribute greatly to the growth of false news. 

Moreover, these sources are viewed as a danger, not only to people's 

reputations but also to the organizations targeted by these false news 

broadcasts. Many people consider that these sources are in violation of the law. 

Fake news, by its very nature, undermines existing rules intended to defend the 

public's access to accurate information and the capacity to develop reasoned 

judgments based on facts. Therefore, when these sources engage in actions 

contradictory to these principles, they contribute to spreading uncertainty via 

purposeful or inadvertent deceit. 

In summary, tackling the propagation of false news via electronic websites 

involves a multidimensional strategy incorporating legislative measures, 

media literacy, and responsible online activities to counteract the spread of 

misleading information. 

6.2.5 The Spread of Fake News as a Threat to the Directorate 

The overwhelming view among all the sample is that the impact of the 

dissemination of false news on the everyday operations of the Directorate 

constitutes a substantial issue with short-term, medium-term, and long-term 

ramifications. Reputation is highlighted as one of the most susceptible factors 

in this context, since it takes years to be created and maintained but may be 

ruined by a single misleading and erroneous news item. The pandemonium 

produced by false news is beyond conception, as harmful ramifications 

multiply in our communities. 

Consequently, all scholars believe that the prevalence of false news 

necessarily undermines the smooth working of the Directorate and creates a 

substantial separation from its external environment. One interviewee 

emphasizes this point by noting that “false news is incredibly destructive to 

any department over time. It tarnishes the directorate's credibility and gives it 

a negative reputation. This, in turn, influences the general impression of the 

directorate over time. When false news spreads, many individuals may be 

aware of it, but not everyone bothers to find out the truth." 

In summary, false news has a significant influence on the Directorate, and 

it is necessary to handle this problem proactively to defend the integrity and 

reputation of the organization. 

6.2.6 Responding to Fake News 

All comments from the researchers about this subject converge towards the 

importance of adopting scientifically determined and timely measures if the 

Directorate is exposed to this sort of news. They underline that they do not 

experience comparable issues in their own directorates owing to previous 
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planning. However, if the necessity arises, they suggest different strategies to 

minimize the spread of bogus news. 

One of the relevant measures is to develop good public relations or media 

relations department. Having an authoritative and accessible source that replies 

to all sorts of queries may considerably prevent the spread of false news. As 

one researcher puts it, "Fake news will have less impact if you have an official 

source that responds to all kinds of questions and is accessible." 

When people cannot reach out to you and cannot access official 

information, false news becomes their only choice. Consequently, directorates 

should guarantee the existence of information management departments that 

prepare press releases and other materials, giving correct information to the 

public while reducing the spread of false news. 

Another way is to include the mainstream media in all defense cases. 

Professional journalists guarantee that the information they present to the 

public is accurate and factual. Journalists are specialists in handling delicate 

topics, and they will not break from their professional standards. Therefore, it 

is vital to involve the mainstream media in all defense situations. 

6.2.7 Impact of Fake News on Internal Directorate Relations 

Most of the sample's replies underline that one of the primary repercussions 

of false news is that it may destroy internal confidence inside institutions. 

Misleading information is directly connected to a reduction of internal trust. 

As one researcher observes that "Malicious people may exploit false news to 

intensify internal disputes and diminish trust levels. Fake news offers a 

professional challenge for communication workers, making accountability 

tough. 

Furthermore, an unanticipated twist in this respect is the integration and 

deployment of false news as a strategic instrument inside certain directorates. 

Some directorates may have an incentive to create inaccurate information, 

particularly internally, as a method to fulfill the demands of specific parties 

engaged in internal disputes. Interest determines the character of the standards 

used internally and the integrity of the practitioner, particularly when dealing 

with news. Often, these interests remain opaque within the framework of the 

continuing war. 

In summary, false news has far-reaching ramifications, including its 

influence on internal trust, and tackling it needs careful study and expert ways 

to reduce its effects on directorate operations. 

6.2.8 The Impact of Fake News Published on social media  

Based on the data obtained, it is hard to offer an accurate appraisal of the 

impacts of false news and disinformation for two primary reasons. Firstly, 

there is a rising consumption of bogus news online. Secondly, there is no 

unique source of data; the sources are numerous and frequently difficult to 
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measure. Analyzing the consequences of bogus news after ingestion is a 

challenging task. Fake news may have disproportionate or concentrated 

impacts on smaller subpopulations. As of the time of writing, full 

measurements detailing the real effect of fake news are unavailable, save for 

what has been emphasized in various studies, notably in the context of public 

opinion manipulation and the 2016 U.S. elections. 

Indeed, the exact degree of the power of false news in influencing change 

remains uncertain. This is due to the existence of additional factors that may 

possess equal or even higher capabilities in some cases. Fake news, although 

a substantial threat, occurs within a wider framework impacted by various 

causes, making it hard to isolate its exact effect. 

In summary, knowing the entire extent of the implications of false news 

disseminated on social media is a hard endeavor, and it remains an ongoing 

topic of study and discussion. It incorporates many concerns, including the 

growing nature of digital media consumption and its interplay with diverse 

sociopolitical circumstances. As such, continued study is important to gain a 

more thorough knowledge of the repercussions of false news in the digital era. 

6.3 Strategies for Combating Fake News: Communication Approaches 

6.3.1 Specific Strategy to Limit the Spread of Fake News 

Based on interviews conducted with academics, it is determined that most 

institutions lack a defined plan to counteract the spread of false news. 

However, some interviewees mention some of the strategies employed by their 

respective organizations, including verifying information through 

correspondence and field investigations to ensure the accuracy of published 

information, with one participant emphasizing that "providing accurate 

information" is the suitable strategy in their view. They claim that correct 

information is vital to preventing any possible damage to the institution. 

6.3.2 Methods for Tracking and Monitoring Fake News 

The majority of study participants report that there are no obvious means 

for tracking and monitoring false or misleading news since these items 

typically lack specified sources. One reply claim that specialized authorities in 

this subject are responsible for monitoring such fake news. Another participant 

proposes that monitoring all information published on social media networks 

to detect sources that promote false news. This proactive strategy is viewed as 

vital to avoiding the spread of lies that may damage both internal and external 

parts of any company. 

6.3.3 Effective Approaches to Counter Fake News 

Responses to this question differ across the researchers. One speaker 

advises that "implementing strict laws for all websites disseminating fake 

news" and underlines the significance of continual monitoring and researching 

the origins of such disinformation. Another recommended technique is 

"debunking and fact-checking" these news items, stating that they should not 
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be accepted at face value since they are inaccurate and detrimental to the 

institution's image. Yet another researcher highlights that there is an argent 

need for developing a specific entity to tackle fake news, given its ability to 

propagate incorrect information that tarnishes an organization's reputation. 

In contrast, another participant stresses the significance of maintaining an 

open and responsive mentality inside the business. He adds that inviting the 

thoughts, concerns, and questions of the audience, whether unfavorable or 

positive, leaves a brilliant impression on the institution’s varied audience, 

whether they are critical or supportive. 

6.3.4 Appropriate Strategy for Protecting the Institution's Image 

Many studies show there is no one technique that can successfully safeguard 

an institution's reputation against false news, considering the broad appeal of 

such websites among numerous people and groups. However, one researcher 

advises that efforts should be made to reduce the effect of these websites. This 

means that giving detailed information about the institution and creating 

official social media profiles to guarantee there is always an option for reacting 

to and protecting the institution's interests in the face of such websites which 

promotes misleading information. 

6.3.5 Providing Open Doors and Media Sessions to Highlight Strategies 

for Dealing with Fake News 

Most of the study participants support awareness campaigns, educational 

days, and open-door events. These activities would serve as venues for the 

institution to disseminate accurate information to its audience. Additionally, 

one researcher stresses that these events are crucial for orienting people toward 

the activities and services given by the institution, therefore increasing its 

public reputation. However, other academics reveal that, in the present context, 

such activities are not being performed by every institution to promote its 

genuine image to the public. 

6.3.6 Programs Addressing the Electronic Challenge 

Many of the participants confirm that, at present, there are no distinct and 

prominent initiatives addressing the electronic problem that has become a 

worry for every well-managed and structured organization. It is advised that 

universities develop clear and specific strategies to fight this frequent sort of 

electronic issue. In a similar vein, one researcher said that their university had 

media spaces devoted to addressing these sorts of concerns, which are 

considered part of the institution's strategy for dealing with such difficulties. 

6.4 The Fourth Axis: Approved Solutions to Combat the Spread of Fake 

News 

6.4.1 Vigilance Cell 

Most of the study participants uniformly state that their individual 

institutions lacked a vigilance cell. They underline the need for creating such 
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cells inside their institutions as a critical part of handling any concerns that 

may taint the organization's reputation. According to them, a vigilance cell 

should constantly be attentive and prepared for any occurrences that can 

damage institutions and administrative bodies. Some respondents claim that 

their businesses already had a vigilance cell in place, which is vital for 

maintaining the organization's image. Accordingly, these cells should be well 

informed about all problems and occurrences facing the institution. 

6.4.2 Specific Means to Control the Spread of Fake News 

Most of the interviewees admit that their organizations lacked specialized 

measures to control the spread of false news, highlighting that websites 

spreading fake news frequently remain undetected, leading to the fast and 

irregular diffusion of such material via people and organizations. One 

participant state that developing official sites for the institution to 

communicate factual and genuine occurrences is a necessary countermeasure. 

This will help prevent any ambiguity and disinformation conveyed by phony 

sites. 

6.4.3 Dealing with Unexpected News 

Most study participants agree that coping with abrupt, unplanned news 

requires a deliberate and methodical response. They emphasize the need to 

abstain from making hasty judgments that may lead to internal problems inside 

the organization and public criticism. Instead, they urge patience and thought 

until a full grasp of the issue. Some responses advocate posting public remarks 

on the institution's official sites to avert management and organizational 

upheaval.  

6.4.4 Specialized Cells for Electronic Problems 

All respondents complain about the lack of specialized cells which manage 

electronic concerns and the proliferation of bogus news. They emphasize that 

developing such cells is a top priority for every institution, as they are vital 

when dealing with these sorts of electronic difficulties and avoiding their 

escalation. These cells are regarded as crucial aspects in the war against bogus 

news and its unrestrained propagation. 

Appropriate Solutions to Preserve the Institution's Reputation 

All participants unanimously agree that developing official websites and 

pages for each institution is a suitable option to safeguard the organization's 

reputation against false news. These official channels are considered as tools 

to showcase factual and exact information about the organization, addressing 

the falsehoods created by bogus websites. Moreover, countering this sort of 

cybercrime, which may badly harm the organization's legitimacy and status, is 

also regarded as extremely crucial. Some participants compare these fake news 

websites to malignant cancer owing to their quick growth and damage to 

people, organizations, and communities. 

6.4.5 Available countrywide solutions to combat fake news 
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Responses to this topic generally center on strong punishment for 

individuals who develop and distribute fake news and holding responsible 

parties accountable for the inaccurate information they propagate. Participants 

ask authorities to take actions immediately toward developing specific 

electronic platforms to fight false news. One participant symbolically 

compares these websites to a dangerous, fast-spreading disease that presents 

major harm to people, organizations, and communities. 

7. Discussion: 
This study investigates the role of communication managers in the 

provincial directorates in Sidi Bel Abbes in combating fake news disseminated 

on social media platforms about the directorates they operate in while assessing 

their ability to identify this fake news or misleading information. The findings 

gathered demonstrate that many people can differentiate between what is true 

and what is phony due to their regular exposure to this sort of news. The 

absence of digital literacy or media and information education, together with 

the lack of monitoring, contribute to the proliferation of incorrect information 

and fake news. 

This research offers evidence that media and information literacy may help 

restrict the spread of erroneous information and false news, as well as enable 

information users and consumers to assess the authenticity of such content. 

Some interviewees in the research can determine that the material supplied to 

them was erroneous, even though they have not had any previous training in 

media and information education. Apparently, they have relied on non-

technical reasoning to judge the veracity of the news and information offered 

to them. Conversely, several respondents in the sample, despite their expertise 

and experience with detection procedures, are unable to discern whether the 

information supplied to them was false and were filled with uncertainty. 

The study's results show that the techniques applied to identify fake news 

include comparing news sources in addition to training to judge the 

authenticity or correctness of information and news. Since the poll was done 

immediately after the training, some respondents may not have been able to 

absorb all the content in one session. Therefore, ongoing training or reminders 

on how to recognize false news and misleading information are important. 

Continuous reminders may enhance awareness of bogus news and give media 

and information education suggestions. This may be equated to active training, 

which promotes long-term memory and productivity. 

While most of the responsibility for the propagation of fake news and 

misleading information is put on social media platforms, corporations, and 

political players, certain journalists and media organizations are also regarded 

as providers of inaccurate or misleading information. Therefore, those working 

in media and information must themselves be aware of media and information 
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literacy to avoid becoming conduits for disinformation. However, social media 

corporations may have a larger obligation to ensure that their users are aware 

of media and information literacy, given how their platforms encourage the 

development, spread, and consumption of false news and misleading 

information. 

In this environment, information and media will make consumers aware of 

the catastrophic implications of disseminating false news and misleading 

information, urging them to check the veracity of information before 

consumption, usage, or sharing. This research has indicated that the installation 

of monitoring cells consisting of skilled personnel educated in media and 

information education is the best approach to tackling these challenges and has 

also stressed the link between giving technical tools and reducing the problem. 

From this data, it becomes evident that there are varied amounts and features 

of false news across social media platforms, as evaluated by communication 

managers. Most of the sample’s replies imply that spotting false news and 

misleading information is varied and varies from one person to another, as 

proven by the study's data. Most of the sample participants are not able to 

define a single notion for false news and misleading information, and so we 

can state that the credibility of the hypothesis offered is accepted and proven 

by the gathered data. Identifying false news and comprehending it requires 

substantial effort, which varies from person to person and is tied to training, 

intuition, and the capacity to swiftly and properly absorb information. 

The second aspect that is highlighted is that the more suitable 

communication tactics are implemented, the more successful the battle against 

false news on social media platforms becomes. Most of the sample participants 

point out that one of the crucial techniques is acquiring training in media and 

information education. This is a confirmation that the more relevant tactics are 

utilized, the greater the proportion of knowledge and countering false news 

gets, and so we can infer that this hypothesis is confirmed for its reliability. 

Finally, the requirement of creating monitoring cells for different sorts of 

news is clear; therefore, keeping and defending the reputation and image linked 

with these cells has become crucial. Most of the sample participants also 

consider it advantageous to employ more than one strategy with different 

approaches to assess the accuracy of information. This is because utilizing a 

single technique is not a viable way to identify false news and misleading 

information. Media education alone cannot remove these challenges; other 

strategies must be utilized simultaneously. The data obtained also reinforce the 

necessity to develop these sorts of cells to monitor false news and battle it, and 

therefore we can corroborate the veracity of this hypothesis, which is the final 

one. Information is largely disseminated on social media and does not appear 

in respected news outlets; reverse image search, among other things, is one of 

the arguments supplied by most of the respondents in the experimental group. 
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They show the usefulness of employing these approaches to assess the 

accuracy of information. 

8. Conclusion 
In conclusion, it can be claimed that the growth of contemporary 

communication technologies has made our world more linked and involved 

than ever before. Despite the benefits of this advancement in information 

distribution and communication, users of these media must be vigilant and 

aware of their negatives, such as the propagation of false news and incorrect 

information. 

Therefore, both organizations and people alike must depend on the usage of 

these technologies with prudence and understanding and endeavor to 

strengthen their research and information verification abilities. Those who 

participate in communication must act as trustworthy and guiding mediators of 

correct and reliable information, therefore contributing to the creation of an 

educated society that benefits from new technologies without falling into their 

dangers. 

In this context, we must also take measures to fight false news and assure 

the trustworthiness of information distributed via social media and 

contemporary technology. Striking a balance between freedom of speech and 

social responsibility in the use of modern media poses a key challenge for the 

future. 

 This result underlines the necessity of careful and informed use of new 

communication technologies in establishing a more knowledgeable and 

resilient society. 
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