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Abstract:

In light of the rapid development of digital technology, digital surveillance and
information security have become essential elements of data management and
protection. While these technologies offer great potential for enhancing
administrative efficiency and monitoring activities in the public and private spheres,
they also raise increasing legal issues, especially those related to the protection of
personal data and the safeguarding of fundamental rights and freedoms. In this
context, the administrative judiciary plays a vital role in regulating digital

L..QJJA K|
59


mailto:a.titraoui@univ-chlef.dz
mailto:k.madoui@univ-chlef.dz

ISSN 2602-7321/ EISSN 2773- 2649 4;alaidy) g 4. o318l ciluad jal) dlaa

80-59 :ua -ua 01 zaxd) 08 :alaal) 2025 A

dalal) cilially (@ ghal) dolaat dilauaS daad ) Ad)yal) ducg yiia Ao ()Y sladl) L8,

surveillance practices by verifying their compatibility with national and international
legal frameworks and ensuring that the administration respects individual rights.
This study aims to analyze the theoretical and legal underpinnings of the
administrative judiciary's oversight of the legality of digital surveillance, focusing
on the mechanisms and limits of its intervention, and its effectiveness in ensuring
the protection of the rights and freedoms guaranteed to individuals in the
contemporary digital environment.

Key words: Administrative judge, digital surveillance, Judicial control, public
freedoms.
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! Dan Kaminski, La surveillance électronique des justiciables : légitimité publique et livraison privée ?
Archives de politique criminelle 2013/1 (n° 35), p 109.

2 Dahmouche Faiza, The impact of the Fourth Industrial Revolution on the right to privacy, Jurisprudence
Journal, Vol 61, (N°: 01- S N 33) Mars 0202, p276.
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! Electronic Communications Privacy Act of 1986, H.R.4952 — 99th Congress (1985-1986), The ECPA
was significantly amended by the Communications Assistance to Law Enforcement Act (CALEA) in 1994,
the USA PATRIOT Act in 2001, the USA PATRIOT reauthorization acts in 2006, and the FISA
Amendments Act of 2008.

2Ol n° 2016-1321 du 7 octobre 2016 pour une République numérique, JORF n°0235 du 8 octobre 2016.
% Investigatory Powers Act 2016, UK Public General Acts2016 c. 25.
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2020 rasy2
¥ Mantelero, Alessandro, The Future of Data Protection: Digital Surveillance and Administrative Law,
Springer, 2018, p 98.
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! Nolte, Georg, Federal Administrative Courts and Digital Surveillance in Germany, European Public Law,
2021, p 45.

2 Lenaerts, Koen. Digital Rights and Administrative Oversight, CMLR, Vol. 58, 2021, p. 367.

3 Mantelero, Alessandro, Op.cit, p 132.
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! Oreste Pollicino, The Transatlantic Dimension of the Judicial Protection of Fundamental Rights Online,
the Italian review of international and comparative law 1 (2021), p 284.
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! Electronic Surveillance and Civil Liberties, Federal Government Information Technology: (Washington,
DC: U.S. Congress, Office of Technology Assessment, OTACIT-293, October 1985), p18.

2 Johan Wolswinkel, Intelligence artificielle et droit administratif, édition du conseil de I’Europe, décembre,
2022, p24.

3European Court of Human Rights, Cengiz and others v. Turkey (applications No. 48226/10 and No.
14027/11), judgment of 1 December 2015; and Ahmet Yikdirim v. Turkey (application No. 3111/10).
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! European Court of Human Rights, Vladimir Kharitonov v. Russia (Application No. 10795/14), Judgment
of 23 June 2020, para. 46
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1 Conseil d'Etat (Assemblée), 21 avril 2021, n°393099, Association Quadrature du Net et autres, publié au
Recueil Lebon. Texte intégral disponible sur : https://www.legifrance.gouv.fr .
2 Federal Administrative Court 27.03.2019. 6 C 2/18. Full text available on: https://www.bverwg.de/en
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sy drasall @bl Llead Jald (5il8 e gad adall W)yl cdage EigilE cVoad ) oSal) 12a
Plealas gl (8 L)) Adhally drageadl) WLl 8 Lud Lanye

LGyl G sladl) :luald

Clelyall 43y Laaall call 2017 il 15 by blad) 41 &Sl e jalea A0 s 8
o VL) alanl casll Slgall Lgsds s clasbeal) LaslsiSis cNLalVl s e 8ol
ALl Galaas aoyil) aed e Lgiage pand VLVl @l b Jaalls L) Gt el cilgal

5o Agall Gulaa il il o wilsllly cilandll Gaje o leSs ciliin B LeSaal) @ g
daale o ) LSl ol edlday ) (535 ddae axe ol ¢ gl Gl G sa el
perial cdlpall Cudaa Jlay (o paadilly 8al) dal V) gl s adde 538 Y 38 e il

1 VVumacam (Pty) Ltd v Johannesburg Roads Agency and Others (14867/20) [2020] ZAGPJHC 186 (20
August 2020). https://www1.saflii.org/za/cases/ZAGPJHC/2020/186.html?utm

2 K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1 — Supreme Court of India, Judgment dated 24
August 2017.
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(93 dga (e 8285 ClelaY) Gan L cign (o Ahall il Bkl daslal

oY) e 8 lealyll (S Al Gluagill ey

D) Ggin dnls ) saawiall Hlaliall Llana) Luedanlly Logilally Al Jslall JolSs 89 yuam
)l ddhall Jla B agibing
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Sl Culga (il @igialy Lodla ada la Gyl die Gueaidall il 8Ll
Apaa) 4l il ladiuls Ll doleal Aaiadl)

el aladind dae ) madagiy dumlsiSall clyshail) ASlpal dpibagll Cilagydill Cpaal 8y e
DI ) gl Ales Gpaay Ly g ST

Ll i @bl deale 4 (@Y ealdl Glhle g DS e Asloadl) LB e
Adgally duidagll cpilgills Aududal) e Al (ye Sl dig FSIY)

:aabally jiladl) daild

A gildl) agall) oYyl

2020 & (55l Jaaail) anaiall 2020 spacws 20 b & 55a0 442-20 o) ol pgensall -1
2020 jeewn 30 A 435 82 22 2

il wihall e L5l dalal) selgill Gacaiy 2009 @il 05 8 #5506 04-09 o8, (pslall -2
2009 gl 16 & sysbiall 14 230 am) Baa lginilSay JlaiVly DoY) cilaglyiSs,

dallen Jlae A Cpumndal) (alad¥) Llesy Glay 2018 suis 10 8 Fo3al) 07-18 ) o3
2018 590 12 A Bjala 34 220 dnewy Bays ¢ oaddl) aollall @ld ibidaes)

Al bl elimely Gadty Coaand Gansty 2022 (sbe 18 & 255l 18722 o) (aliyl) psuspall—4
2022 5k 20 & paball (34 e Gpawy Bua ¢ el il ollall @b Glanall dleal

Byabeall S 3300all doac)l) sajall ¢ jeme (B QlajY) Adla slaiall 2015 281 94 3, ¢ 9El-5
2015 o 15 3

ChleY) b A S aihally cilailall Aa8l<e ola 32021 2 (34) o) (solad) (sl pgesra—6
2022 W 02 e Dliel damll s J2a cdual)

& g ¢ (BGBI. 1 p. 2097) 2017 5115 30 & saleall Alal¥) ol i) dlas (55567
.(BGBI. 2024 I No. 149) 2024 sl 6 ()56 (e 7 53lall g 530 AT abinas

1-Electronic Communications Privacy Act of 1986, H.R.4952 — 99th Congress
(1985-1986), The ECPA was significantly amended by the Communications
Assistance to Law Enforcement Act (CALEA) in 1994, the USA PATRIOT Act in
2001, the USA PATRIOT reauthorization acts in 2006, and the FISA Amendments
Act of 2008.

2-PL103-359 H.R.4299 - Intelligence Authorization Act for Fiscal Year 1995,
FISA has been significantly amended by the Intelligence Authorization Act of 1995

78



ISSN 2602-7321/ EISSN 2773- 2649 4;alaidy) g 4. o318l ciluad jal) dlaa

80-59 :ua -ua 01 zaxd) 08 :alaal) 2025 A
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(Pub. L. 103-359; 10/14/94), by the Intelligence Authorization Act of 1999, (Pub. L.
105-272; 10/5/98), by the USA PATRIOT Act (Pub. L. 107-56; 10/26/01), by the
USA PATRIOT Additional Reauthorization Amendments Act of 2006 (Pub. L. 109-
178; (3/9/06), the FISA (Foreign Intelligence Surveillance Act) Amendments Act of
2008 (Pub. L.110-261; 7/10/2008).

3- LOI n°® 2016-1321 du 7 octobre 2016 pour une République numérique, JORF
n°0235 du 8 octobre 2016.

4- Investigatory Powers Act 2016, UK Public General Acts2016 c. 25.

sl < Ll
caisilly sdall Adpaal)l gy cadde TGN angly oA @Y LA (aleY) aldy aeas]
2023 ¢ yema cdyuSay)
O3 (Alhe dadyy) AblinaY) Cagylall Q8 dalall 53 Jleel o dbeadll LB by 32
2008 ¢ yms A€l cuaalall Cile gl
2021 sanal) Zaalall h cdanled) Glpall ey @)Y eladll caeal Jila -3
Al el 35Ca (0 Amadall ¢y Javiall B dac gy o slialll A8 (g paa DLl Le—4
2016¢ yma ciyuSay)
C)Sially Jileal) : GG
Aalall B3 il 8 ¢ piiale Aoy calall Clall e Gaadyll Adhall (s dane i
2017-2016 ¢ ubialy (s daals cdasbacdl aglally (3ganl) 44S
N al) by
G (oald) e3s Asall Arinall A ghenall Jlae 8 rmrgaill Cangal) ) peall Guladl ¢duayg oayal) — 1
2023 02 23201 (06 Aaall dpuladd) aslally Goall (8 Cigand) Aae 4y aldll (asganll joais
Alaa ¢ S9SN Ghall cildanal L) Axlladl) Jleal o By Al (el (dakald degje=2
2021 <03 2321l 04 alaall cdualaid¥ g i gilal) byl
daig pislY) adlgall tluld

1-https://arabi21.com/story/984298

2-https: //www.techtarget.com/whatis /definition /Great-Firewall-of-China

3-https://www.un.org/ar/ga/77 resolutions.shtml
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4-https://www.ohchr.org/ar/stories/2(22 /06 /switching—internet-causes—

incalculable-damage—un-report

5-https://www.ohchr.org/ar/documents /thematic—reports/ahrc51 1 7-right—privacy—

digital-age
Luia¥) aalal) :ludlu

1- Dan Kaminski, La surveillance électronique des justiciables : légitimité publique
et livraison privée ? Archives de politique criminelle 2013/1 (n° 35).
2- Dahmouche Faiza, The impact of the Fourth Industrial Revolution on the right to
privacy, Jurisprudence Journal, Vol 61, (N°: 01- S N 33) Mars 2020.
3- Mark D. Young, ELECTRONIC SURVEILLANCE IN AN ERA OF MODERN
TECHNOLOGY AND EVOLVING THREATS TO NATIONAL SECURITY,
STANFORD LAW & POLICY REVIEW (vol22.1),2011.
4- Electronic Surveillance and Civil Liberties, Federal Government Information
Technology: (Washington, DC: U.S. Congress, Office of Technology Assessment,
OTACIT-293, October 1985).
5- Lenaerts, Koen. Digital Rights and Administrative Oversight, CMLR, Vol 58,
2021.
6- Mantelero, Alessandro, The Future of Data Protection: Digital Surveillance and
Administrative Law, Springer, 2018.

7-Nolte, Georg, Federal Administrative Courts and Digital Surveillance in
Germany, European Public Law, 2021.
8- Johan Wolswinkel, Intelligence artificielle et droit administratif, édition du
conseil de I’Europe, décembre, 2022.
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