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Artificial intelligence and national security challenges: Technical approach

m.ben.nedjma82@gmail.com ((;41) JlasYly sMeP aSaal) Llal) syl

2023/12/13 :Jydh gt 2023/T1/13 :pdeu¥l 5

gL 1Y)

OV Gaggs oY) biadly denid) g b1 e Lled s g coleally p b e T Ly psdl W) Com

Lad (e ol @) o (Grasl) xlly )l OS2 sl 5 oY AT k) oLl S e e

Slahlly ayladl G3bly bt w3l 35 U] Gl STy crasilly shdb i G cdlad) Jgsg sas il Lol

Lol oda e aaldl bl e Wad) 1Sy cobiodl sl dgarles AlaSUl LIV LY dadal) il

Q) BLAYL (absll W) e Gl ol SLiB Ly g bt Gl e cpial) lades ) a5l ods 03

Al bl oW e Labler e Jadly Sl ads Bgarlge WA e K6 & OV oo Sloosdll e Al 260

sie il LS

c)L;'-&)“ ;JL;JUJ cWW\ QM\ gaﬁ,&ua_.p\ s C)L{MQ (oS V’L‘: cg.scua.,a\ S cW\ g}\ gu...au-\ Jé\ 9,

aseall SUL  gbell ey

Abstract: Today’s world knows a new kind of war, that relies mainly on psychological warfare

and deepfakes, and this is done through modern techniques of artificial intelligence and deep

learning, which has become a security challenge for various peoples and countries of the world,

which has prompted experts and specialists and research centers to sound the alarm and launch

studies and scientific workshops to find mechanisms to confront these challenges and reduce the
risks resulting from these technologies.

This research paper aims to shed light on various challenges posed by deep learning techniques to

national security, In addition to formulating a set of recommendations about the mechanisms
through which they can be confronted, and their risks to the national security of the state reduced.

Keywords:
fifth generation warfare, psychological war, Al, Deep Learning, Artificial Neural Networks,
Convolutional Neural Networks, Fake news, National Security, Big Data.
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