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Abstract:

The study of cyber-attacks on the Israeli
occupation and their impact on the
Palestinian cause from the perspective of
international law aims to study .The main
objectives of the study can be summarized
as follows :studying and analyzing
international humanitarian law and the
possibility of having laws dealing with
cyber-attacks and how to deal with them ,
presenting 3 cases of cyber-attacks and how
to deal with them ,the Convention on
Cybercrime of the Council of Europe in
2001and the possibility of adopting it as a
basis for international humanitarian law ,
reviewing and analyzing the Tallinn Manual
and examining its applicability and
effectiveness in  dealing with this
phenomenon ,Expanding the circle of
specialists in this field due to the increasing
demand for experts in this field ,The study
also specialized in talking about the
relationship of tension between the
occupation state and the Palestinian
resistance ,especially after the first cyber-
attack carried out by the Palestinian
resistance in Gaza against lIsraeli targets .
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This study seeks to answer the main
problem :What are the criteria for
identifying cyber-attacks as an armed
conflict or not and subjecting them to the
law of war ?The study will also delve into
three important principles that must be taken
into account through cyber-attacks or self-
defense .

The study showed many results ,the most
important of which is international
humanitarian law is insufficient to deal with
cyber-attacks and the United Nations lacks a
comprehensive agreement between countries
in this field ,but there is an agreement in this
regard in the Council of Europe so that it is
considered an effective and purposeful
agreement ,while the Tallinn guide remained
as a scientific paper without officially
adopting it.

Keywords: International humanitarian law,

cyberattacks, Palestinian cause.
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