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Abstract:

This study aims to analyze the legal nature of cyberattacks as an emerging means in
armed conflicts, while assessing the extent to which Russia and Ukraine comply
with relevant international legal rules, particularly the principles of distinction,
proportionality, and military necessity. It concludes that the current international
legal framework remains inadequate to regulate cyberattacks as hostile acts,
especially given the difficulties of legal qualification and attribution, which calls for
the development of more flexible international legal mechanisms capable of
ensuring respect for the rules protecting civilians during armed conflicts.

Keywords: Cyberattacks, Russia, Ukraine, Armed Conflicts, International Law.
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