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Key words: Abstract

Artificial Intelligence; This study addresses the most important problems raised by the various uses of artificial
Artificial Intelligence intelligence programs and applications, as a highly advanced technological innovation
Crimes; known to the present era and used in wide and diverse fields—educational, medical,

security, and economic—through various machines programmed to perform tasks and
Legal Challenges; services comparable to human intelligence. It examines crimes committed through it,
whether due to programming errors, as in the case of self-driving vehicles incorrectly
programmed, leading to collisions that cause deaths, or its use as a tool for crime, such as
Prospects of Confrontation ; in deepfake crimes involving falsified voices and videos of targeted individuals intended for
unlawful purposes—for instance, fake videos used as tools for acquittal or conviction in a
criminal case. Artificial intelligence can also itself be the object of crime, as in the hacking
and sabotage of its systems and the introduction of corrupted or false data that alter the
outputs of smart technology, resulting in poisoning crimes, such as hacked programming
in medical machines used to administer drug doses, where the victims are patients due to
irregular or deliberately increased amounts. This situation requires an understanding of the
nature of these crimes, the role of artificial intelligence in combating them, the challenges
that accompany it, and the means of confronting them.

Security Challenges;

Ways To Confront.
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