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Abstract: Cyber wars are considered hostile actions as they involve electronic attacks targeting
information systems and digital infrastructure, which affects the ability of states to manage and
protect their data and digital information from external threats, thus undermining their digital
sovereignty. The violations of digital sovereignty during wars occur in various forms, such as
data espionage and attacks on government networks. This situation necessitates exploring
mechanisms to preserve digital sovereignty, which include enhancing international legal
protections to achieve cybersecurity, the need for intervention by the United Nations to maintain
cybersecurity, international cooperation for information sharing, and raising awareness among
citizens about cyber risks.

Keywords: Digital Sovereignty; Cyber Wars; Cybersecurity; Internet; International
Cooperation.
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