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Abstract:

The digital revolution has triggered rapid transformations across
social, economic, administrative, security, and legal domains. Central to
this change is the growing reliance on intelligent systems, robots, and
artificial intelligence to perform tasks once reserved for human cognition.

This shift has introduced new challenges, particularly regarding
the social and legal implications of Al and its impact on crime. Advanced
digital environments have become fertile ground for cybercrimes that
exploit computers, software, and intelligent information systems.

Cyber offenses such as hacking, cyber espionage, and cyberterrorism now
pose serious threats to national security and digital sovereignty. As a
result, cyberspace is increasingly saturated with complex and evolving

criminal activities.
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This paper examines the relationship between artificial intelligence
and the rise of cybercrime. It explores the concept and features of Al its
role in transforming traditional crimes, and the influence of digital actors
in intensifying their severity. It also considers whether Al can be
employed as a tool to track and combat cybercrime, given the growing
scale of cybersecurity threats at national and regional levels.

Keywords: Artificial ; Intelligence ; Cybercrime ; Cyberspace ;
Countermeasures : Digital Sovereignty.
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International Islamic University Malaysia, Kuala Lumpur, February 18-19, 2025, p.112.
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