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Reengineering Accounting Information Systems in Light of Blockchain Technology
Adoption: An Integrated Normative Study for Implementing ISO 27032 and ISO 31000 to
Enhance Cybersecurity and Enterprise Risk Management.
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Abstract:

The study aims to develop a normative model for the re-engineering of accounting
information systems using blockchain technology to address challenges related to cybersecurity
and enterprise risk management. It starts from the problem of insufficient integration between
modern accounting information systems and cybersecurity requirements according to
international standards, which threaten the reliability and integrity of accounting data. A
descriptive-analytical methodwas adopted, where a comprehensive review of scientific literature
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and analysis of ISO 27032 and ISO 31000 standards were proceeded to propose practical
strategies that enhance data security and reduce operational risks. The proposed model focuses on
integrating security and risk management standards to ensure cybersecurity and foster trust in
accounting systems while maintaining compliance with international standards. The study
recommends institutions to adopt this model for enhancing their accounting systems’efficiency
and investblockchain technology in a secure and sustainable manner.

Keywords: Re-engineering of accounting information systems, blockchain technology,
cybersecurity, risk management, ISO 27032, ISO 31000.

JEL ClassificationCodes: M15, G32, 033, L86.
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