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Abstract:

Cybersecurity and health security are modern concepts in contemporary political and
security literature, due to their emergence as a result of the transformations that took place in
the environment and structure of the international system after the Cold War, which led to the
emergence of asymmetric threats that threatened the security of countries and societies,
including health and cyber threats, as these new threats affected the national security system of
countries.This study aims to highlight the theoretical framework of the concepts of
cybersecurity and health security, as well as their status within the national security system of
countries, while highlighting the relationship between them and referring to the role of
cybersecurity in enhancing health security of countries, in addition to addressing the most
important challenges and solutions facing the application of cybersecurity in the health sector.
The study concluded that cybersecurity is an essential pillar to repel threats that affect the health
security system of countries to ensure its functioning, and cybersecurity has a significant impact

on the health sector.
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2 RAINA MACINTYRE, C., ENGELLS, Thomas Edward, SCOTCH, Matthew, et al. Converging
and emerging threats to health security. Environment Systems and Decisions, vol. 38, no 2, 2018,
p199 .

3 JIN, Andrew et LINKOV, Igor. Synthetic Biology Brings New Challenges to Managing
Biosecurity and Biosafety. Emerging Threats of Synthetic Biology and Biotechnology, 2021, p.124
* RAINA MACINTYRE,op ,cit, p.199

> JEFFERSON, Catherine, LENTZOS, Filippa, et MARRIS, Claire. Synthetic Biology and
Biosecurity: How scared should we be?. 2014., p25.



Joull Sadl QAM}.;}N. 3 Sl ¥l 95

omall Ble Jl ciluwe dis 2ol Builaad] Slaz ! sie cadsy) LgsS amile muas 39
Slucpll ad b gl gl 3 Bmaall @lucesll o]t Jid (63 (e Alia S S
oo ooy llall Amiall dadsie oyl < Bludly (LgysS wand alel lasg> Lol
dilaie Gloglae e lomy Adlite Aplaw Dlozay GlAS 1 Luoyal Audall Bluwslly ol ddudl
Luolpall (£3) Euo Ao bl jgumg SLIT CiaaT uBy (LigyeS wgmal wlslaly llasly @l
el Gaslisal Auang oyl gy yidy Ogasds ol Allall Axsall dalate LS Clogums gl calludlly
ddall 3lAs ] @5 LS. bl Zmall Aalail clbad el Crediiue lbl Leall ddite culs
45 9 A4S slaoy e Buzmiadl Ble I lucsll (§ olalally eLsY Chualy cAmsall oyl sg adlge (1o
Lolell ol diad| Aalast Lyl codugal WS« JLas¥l apall (o3 5)Ls mely Lasay Joms 2uang
poma clyx Ly dy Blag > Jizmad 2020 ale (o setie b dd s Aaall Silaze LSl
Aaalm addadl @ Sloglall Liogleis Aalsil @ Jboe oo @il "2uall" Lo AT ey pall
Lelelad e 3uhuw claxd Joudl Lany cas,ai LS ¢alial 3lagl ol Lo 2l "8 y9uluss”
Jid oy LigysS a3l I Ahpad! Sl @l (e stall Gy 1 1S 5152 e 2umall LSLag
g laat sl wlas™! el dusge Jd oo Slpdas des @bl U] ol b (glxiad! lajl
Lol el s D 8 Aala)l Zmiall Slucslly wlasiall Glagal Jlas! oliy dxall
i e 8yadill Alall claglall HLansl olay clblasy 3Ll 35,40 wlyass
axd gl allas e 459 AS0) Slezxa 5% (2 LAl & ogen S Bleadl I3 39
& LoysS eand pamd Slpine 8T dal Judaad @ cad b "sin" ae @ Aasladl clia sl
Sloghall BylaY asiadl Zalall Zouall allas Jidaad 3 "2uall" Gesad Lol caudy (o gend!
S, Bzl LYl $eid] Aablics "onselad "W 3 s ysS Axiloy dalazl
Cadlyl LgysS dajl puas @ wld (Enisa) 9 0¥ sleid il ilpad! (0¥ WISy s
Lo AV Slamll wdss (H4A7 Auds Lmiall Ble Il Bl il atull e 29 ASIY Silox]!
Bagall gyl cymall orlaladl o dampd "Orglus ygs” <" il paled" s " uSTa" cilia s LIS (e

« hteps://rb.gy/ujen14:285ll (Je ~Lia « (Covid-19)Lig 58 w9 pé jac § Ay ASIY Clazdl csls dama Sgama

2022/03/22: it s
* Stéphanie carvin, National Security and pandemics the limits of early warning,available at :
https://rb.qy/Oxnumé6 ,acceccaed at:12/03/2022.

&b https://shorturl.at/b6Dsh:adsll e 7l dplad! Al Slazdl Ladily LossS cgun el 52 7
2022/05/22: iyl



https://rb.gy/ujen14
https://rb.gy/0xnum6
https://rb.gy/0xnum6
https://shorturl.at/b6Dsh

Grags b3 - Uubogy 4l e

Lz 19385 A et J] 53T Go A poma saul LS e 39l @lall Jie dpadantl Jilugll alaseral I
Wizard $45 Lo ,8 45,8 (L8 o0 " 408" o9 pd dhaulgy Luid ¥ Lmall ciloased) Al ciloglall
o9 SI] Cneyme Aegaze (B9 (Spider

oo yai G alelball dade 3 O Liall Gleyl) plhad o J) Glad! ¥ elns sdag
Jlsa¥! a8 J st dmall Sluesl] G068 Luall” el Slaza s 0 49 ASIY Slem U
Oslatuy sl (e 508 Taloel T Hnd oo pall Ladl Aalgo 3 Lele dazad 31 Laalast 5alazu
Slelesl ;ads s> ool Sluasd Jlawls sl uadl Sloa¥l aed LisysS (o nd )l
P o) ey Luads Burde Sl g Ally g ysS o9 pdl Bpie wldle J] ol
doiall il Gl Gles (EIUIN ¢ ya11

gzl Lamdll Gl § Lals puely Bl e Lalaseiwly Sloslasdd Bl gdaall Jbs 3
Gl @ soaaill dnbad! Slex ) Calizs oo SlKadly Slaglall ol Lle> (§r9,mall (10 gual
Lols Llee 89 s ol dus I Ll Lles cimg U cAwlad! ciloasedl Jlanig o880 5p0n
orme Jud (e Llagal clelhall AST laylael 3,81 slees 34y blay) L (&) diall lidl)
i dS oo cdllaad A>3 uall ads @ plasll Sl pllally cloglall 3,89 Cag iyl
Slezdl iy BN 848 Jsbo (93859 < Liegunl pgma 1463 3529 e 2022 Liwd el (an
Aady Sl8eadl dagll dndal) 5529 Jhaad Jis daiss lse JI miall lellaall (e 4l
Jslie 5,08 2308 285 LK 2019 i Alpse Slazmd 1S Slid ddue Cubyal Coo celaadu) 558
o Ogule 15 g iy Balare

oo 3 cLdas B39 e plasad Ailpuadl Slazdl (10 sl Aileydl 90 les gy U
26408 Slaglall Lz gleiSay Lols Bl plas duats il B L sleiSs § sledia¥l s
o @aSU dabatie ahlasl el JI Wls! Laplasy aKa Ll 5eradl 281l bl

onabs sl cxlelall Coytige i) pymme Jud (o LdMaul ping caniall bolas iy 4l ol yadll

BdlSe claalyld (98 ¥ 3L m gl ity Loke¥) Julladdl el ezl lobie - Gl ol Cile”
.2022/05/12 raaddl &l https://shorturl.at/HdHrz :C_Egl\ ezl el y olayy)

il e 7l LgyeS Ayl muasx @ LAY clexdl b dclar BU cedl W aes 2
.2022/03/02: zasadll ol https://shorturl.at/16Lap

3 Elena Canorea, Protecting critical infrastructure from cyber-attacks,available at
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! Nate Lord, Healthcare Cybersecurity: Tips for Securing Private Health Data,available at :
https://shorturl.at/fHXul ,accessed at:17/10/2024.
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