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Abstract:

This study examines blockchain’s role in strengthening energy security through
transparency, supply chain stability, and cybersecurity. Limited transparency fosters
corruption and inefficiency, whereas blockchain offers decentralized and reliable
records that increase trust among investors and regulators. It further ensures accurate
traceability across complex supply chains, reducing disputes and disruptions. In
cybersecurity, energy infrastructures face severe digital threats, but blockchain acts as
an advanced defense due to its decentralized and encrypted structure. The study
concludes that blockchain is no longer just a financial tool but a strategic mechanism
reshaping the concept of energy security in the digital era.
key words: Energy Security; Blockchai ; Transparenc; Supply Chains.
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Introduction:

Energy security constitutes one of the essential pillars of state stability and
sustained economic growth, given its direct connection to national security,
sustainable development objectives, and global geopolitical balances.
Traditionally, the concept has been framed through two main dimensions: security
and economics; it has been associated with securing energy supplies at affordable
prices and ensuring their stable flow, shielded from international crises or market
volatility. However, the structural transformations experienced by the
international system over the past two decades—from the intensification of the
climate crisis and the imperatives of the energy transition to the accelerated
digitization of economic sectors—have contributed to a redefinition of this
concept in light of contemporary dynamics.

Within this framework, digital technologies have emerged as central actors
in reshaping the organizational and operational structures of the energy sector.
Acrtificial intelligence, the Internet of Things, and big data have become
indispensable tools for enhancing energy network management, forecasting
demand, and minimizing losses. Among these technological innovations,
blockchain technology stands out as one of the most debated yet promising, given
its potential to foster transparency, decentralization, and trust in energy
transactions.

Nevertheless, despite notable progress achieved through digitization and
technological integration, the energy sector continues to face profound structural
challenges, including limited transparency, vulnerabilities in cybersecurity
systems, the persistence of corruption, and ongoing reliance on traditional models
of resource management. In this regard, blockchain appears as a promising tool
for rebuilding trust in energy transactions, strengthening decentralization, and
facilitating the development of more flexible and equitable energy markets,
particularly with the growing reliance on renewable resources. Yet, the central
question that arises is: To what extent can blockchain technology effectively
contribute to enhancing energy security within the context of the accelerating
global digital transformation?

Objectives of the Study This research aims to:
1. Analyze the evolving concept of energy security in light of digital
transformation.
2. Assess the strategic role of blockchain in addressing key vulnerabilities in
the energy sector.



Energy Security in the Era of Digital Transformation:
A Study on the Strategic Dimensions of “Blockchain” Technology|

3. Explore the opportunities and limitations of blockchain applications in
promoting decentralized and transparent energy
Theoretical and Conceptual Framework
Energy security constitutes a fundamental pillar of state stability and
growth, yet its challenges have intensified with the digital transformation and the
opportunities and risks it entails. In this context, blockchain technology emerges
as an innovative tool capable of redefining the concept of energy security. It goes
beyond its role as a financial mechanism to become a strategic instrument that
enhances transparency and reduces corruption, supports the stability of supply
chains, and safeguards infrastructures against cyberattacks. Accordingly, this
chapter seeks to conceptualize blockchain within the framework of energy
security, highlighting how this innovation can contribute to building more
efficient and secure energy systems in the digital age.
The first requirement: Energy Security: Concept and Dimensions
Energy security is considered a central concept in the literature of
international relations and economic policy, as it constitutes a fundamental
condition for ensuring state stability and growth. Historically, the definition of
energy security has evolved from focusing on ensuring stable and affordable oll
and gas supplies to a more comprehensive concept that includes economic,
environmental, and political dimensions. According to the International Energy
Agency (IEA), energy security can be defined as “the continuous availability of
energy sources at an affordable cost at all times,” reflecting that energy is not only
linked to production but also to transportation, distribution, and infrastructure.!
The main dimensions of energy security can be summarized as follows:
« Economic Dimension: Ensures price stability and protects national
economies from energy shocks.?
« Geopolitical Dimension: Involves control over supply routes and energy
sources, especially amid competition among major powers.?
« Environmental Dimension: Gains importance with the shift toward
renewable energy and the reduction of carbon emissions.*

! International Energy Agency (IEA), World Energy Outlook (Paris: IEA, 2022),p .45.

2 Daniel Yergin, The Quest: Energy, Security, and the Remaking of the Modern World (New
York: Penguin, 2011), p.112.

3 Michael T. Klare, The Race for What’s Left: The Global Scramble for the World’s Last
Resources (New York: Picador, 2012), p.87.

* Benjamin K. Sovacool, “Energy Security and Sustainability: A Critical Review,” Energy
Policy 69 (2014): pp. 9-10.
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Technological Dimension: Emerges today as a new dimension, as the
reliability of energy security depends on the security of its governing digital
infrastructures.?

The second requirement: Digital Transformation in the Energy Sector
Enter the content here, The energy sector is undergoing a radical

transformation due to the digital revolution, where modern technologies such as
Atrtificial Intelligence (Al), the Internet of Things (loT), and Big Data have
become essential in managing energy networks.?

Artificial Intelligence (Al): Helps predict demand, optimize operational
efficiency, and reduce losses.®

Internet of Things (1oT): Enables the connection of energy devices and
equipment to facilitate remote monitoring and control.*

Big Data: Provides a foundation for analyzing consumer behavior and
improving pricing and distribution policies.®

This digital transformation has made cybersecurity an inseparable part of

energy security, as any breach of digital infrastructures could lead to supply
disruptions or the paralysis of electricity and gas networks.®
The third requirement: Blockchain Technology:Concept and Characteristics

Blockchain is one of the most prominent digital innovations in the last two

decades. It is a decentralized and distributed ledger that allows storing and
recording transactions in an encrypted and transparent manner that cannot be
tampered with’. Its key characteristics include:

Decentralization: No central intermediary, reducing risks of corruption
and manipulation.®

Transparency: All participating parties can verify the validity of
transactions.®

Security: Difficulty of breaching records due to advanced encryption.

! Fatih Birol, Energy Technology Perspectives 2020 (Paris: IEA, 2020), p. 34.

2 |bid ,p. 25

% Ibid, p. 26.

4 lbid, p. 28.

® International Energy Agency (IEA), Digitalization and Energy Security (Paris: IEA, 2021), p.

12.

® Don Tapscott and Alex Tapscott, Blockchain Revolution: How the Technology Behind Bitcoin
Is Changing Money, Business, and the World (New York: Penguin, 2016), p. 35.

" 1bid, p .40.

8 Ibid. p.42.

% Melanie Swan, Blockchain: Blueprint for a New Economy (Sebastopol, CA: O’Reilly, 2015),

p.67.
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Traceability: Ability to track every transaction across the blockchain with
high accuracy.?

Figure 1: Global Distribution of Blockchain Applications by Sector
(%)™
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Source: Deloitte & World Economic Forum. “Rebuilding the Blockchain
"Trust Machine’.” Deloitte Insights, March 11, 2024.

In the energy sector, these features allow the development of decentralized
energy markets, where consumers can directly exchange their surplus renewable
energy through secure digital systems. They also enhance international trust
between producers and consumers, particularly in oil and gas markets, which have
long been associated with transparency and monopoly issues.?

Firstly: Blockchain Mechanism and Its Application in the Energy
Sector

Blockchain consists of a chain of blocks, where each block contains:

a) - Data: Transaction details, such as energy amounts, timestamps, and
parties involved.

1 bid, p. 70.
2 |EA, Digitalization and Energy Security, op.cit. p.15.
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b) - Hash: A unique digital fingerprint that links it to the previous block,
ensuring integrity.

c) - Previous Block Hash: Confirms the connection between consecutive
blocks, forming a continuous chain.

When a new transaction is submitted, it is verified by multiple nodes in the
network using cryptographic algorithms. Once verified, the transaction is added
to the blockchain in a way that is immutable—meaning it cannot be altered or
deleted without consensus from the network. This decentralized verification
mechanism ensures transparency, security, and trust among all participants.!

Secondly: Practical Example in the Energy Sector

In the Power Ledger platform in Australia, each block records energy
transactions between households and local producers. For instance, when a
household sells surplus solar energy to a neighbor, the transaction is verified by
network nodes and recorded in a block. The hash of this block links it to the
previous block in the chain, preventing tampering. This process ensures that
energy supply, consumption, and billing data are accurate, transparent, and
auditable.?

o Indicators of effectiveness:
a)-Number of verified transactions recorded on the blockchain.
b)-Accuracy of energy generation and consumption records.
c)-Reduction in billing disputes and errors.®

By applying blockchain to energy markets, decentralized peer-to-peer
trading becomes possible, allowing consumers to exchange energy directly while
ensuring trust, reducing fraud, and improving operational efficiency.*

1 Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System (2008),
https://bitcoin.org/bitcoin.pdf.

2 Power Ledger, “How It Works,” Power Ledger, accessed September 15, 2025,
https://www.powerledger.io/how-it-works.

8 Christina Zuber, “Blockchain for Energy: Transparency and Efficiency,” Journal of
Renewable Energy Research 10, no. 2 (2022), pp. 45-58.

4 David A. Wood, Blockchain in the Energy Sector: Opportunities and Challenges (London:
Energy Research Institute, 2021), pp. 112-115.
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Table N°1 :Comparison of Traditional vs. Digital Energy Systems

Feature Traditional Energy Digital Energy Systems
Systems
Organizational | Highly centralized Decentralized(smart grids,
Structure (monopoly by large community energy sharing)
companies)
Transparency | Limited, difficult to trace | High transparency thanks to smart
energy and data flows meters & blockchain
Energy Flow | Unidirectional (producer Bidirectional (consumers can also
— consumer) become producers/prosumers)
Flexibility Weak against demand High  flexibility = with  smart
changes or failures algorithms and real-time control
Efficiency Moderate, with significant | Higher efficiency via monitoring and
transmission and data-driven optimization
distribution losses
Innovation | Slow, requires heavy Fast, scalable with advanced digital
investments to evolve solutions
Information | Minimal reliance on data | Strong reliance on data, with
Security cybersecurity challenges
Consumer Passive role (consumer Active  role  (consumer,
Participation | only) producer, and market participant)
Data Very limited Intensive, real-time analytics (Big
Management Data, Al)
Long-term High due to losses and Lower due to smart optimization and
Costs maintenance efficiency

Source: Prepared by the author based on data from International Energy
Agencies, 2023, p. 47. International Energy Agency (IEA). Digitalization and
Energy. Paris: IEA Publications, 2017, p. 45.

The table highlights the transformative impact of digitalization on energy
systems. Traditional centralized and opaque models have shifted toward
decentralized, transparent, and interactive structures supported by smart grids and
blockchain. Energy flows are now bidirectional, enabling consumers to act as
prosumers. Efficiency and flexibility have significantly improved, though reliance
on data has increased, making cybersecurity a critical pillar of energy security.
Overall, digitization and blockchain have redefined energy security beyond
physical supply, framing it as a multidimensional concept that combines
economic stability, technological reliability, and digital resilience.
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Chapter Two: Blockchain as a Mechanism to Enhance Energy Security

Energy security constitutes one of the fundamental pillars of state stability
and growth, and its challenges have intensified amid rapid digital transformations.
In this context, blockchain technology emerges as an innovative mechanism that
can contribute to addressing issues of corruption and transparency, enhancing the
stability of supply chains, and safeguarding energy infrastructures against
cyberattacks. This chapter examines the role of blockchain as a strategic
instrument for strengthening energy security, focusing on three key dimensions:
transparency and anti-corruption, supply chain stability, and cybersecurity in
energy infrastructures.

Table N° 2: Indicators of the Blockchain Market in the Energy Sector
(2024-2034)

Topic Current or Expected Source
Value
Blockchain About USD 1,765.7 million | IMARC Report, Blockchain in

market size in Energy Market Report 2025-2033

energy in 2024

(=1.77 billion)

Market size About USD 636.87 billion | Precedence Research, Blockchain
forecast by 2034 in Energy Market
Compound Approximately 77.34% Precedence Research, Blockchain

Annual Growth

in Energy Market

Rate (CAGR) for
2025-2034

About USD 2.8 billion Mordor Intelligence Report,
Global Blockchain Market in the

Energy Sector

Blockchain
market size in
energy in 2025

Energy supply | Shows a gradual increase in | International Energy Agency

diversification | diversification, indicatinga | (IEA), Total Energy Supply
(IEA Index) wider mix of energy Diversification Index
1973-2023 sources.

The first requirement: Transparency and Anti-Corruption in the Energy
Sector

The lack of transparency is considered one of the most prominent challenges
facing the energy sector, particularly in developing countries or those relying on oil and
gas exports as a primary source of income. This situation often leads to corruption,
misallocation, and manipulation of contracts and prices. Here, blockchain technology
emerges as an innovative mechanism to address this issue, as it enables the creation of
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decentralized and reliable digital records that document all energy transactions in real
time and publicly.!

Adopting blockchain limits the potential for manipulation in buying and selling
operations and allows regulatory bodies to monitor every step in the energy value chain.
A study by the World Energy Council (WEC) showed that integrating blockchain into
the energy sector enhances resource management efficiency and increases investor
confidence.?

For example, Vattenfall in Sweden implemented a blockchain-based system to
track electricity trading among decentralized producers. The system enabled regulators
and consumers to verify transactions in real time, reducing opportunities for
manipulation and increasing market trust. The impact of this technology can be
measured through indicators such as the number of verified transactions per month, the
reduction in contract disputes, and the auditability of transactions?

The second requirement: Enhancing Supply Chain Stability

Energy supply chains are complex and intertwined, passing through multiple
stages, including production, transportation, storage, and distribution. Given this
complexity, the risk of disruptions or data tampering increases. Blockchain provides
precise traceability for each operation within these chains, strengthening their stability
and reducing the likelihood of fraud or sudden interruptions*

Its use in natural gas contracts or crude oil shipments allows for a reduction in
disputes between producers and consumers through immediate verification of contract
and shipment validity.> This highlights blockchain’s role as a strategic tool for
establishing trust in international markets, especially during crises.

As a practical example, the Power Ledger platform in Australia allows
households to trade surplus solar energy directly with neighbors, while tracking energy
generation and consumption to ensure accurate billing and reduce disputes.
Additionally, Shell and IBM tested blockchain in crude oil shipments, enabling instant
verification of contract compliance and shipment status across multiple ports. Indicators
used to measure stability include the percentage of supply chain transactions recorded

1 World Energy Council, Blockchain in the Energy Sector: Enhancing Transparency and
Efficiency (London: WEC Publications, 2021), p. 12.

2 1bid, p. 15.

3 Vattenfall, Blockchain Pilot Project for Decentralized Energy Trading (Stockholm: Vattenfall
Research Department, 2020). p.25.

4 David A. Wood, Blockchain in the Energy Sector: Opportunities and Challenges (London:
Energy Research Institute, 2021), pp. 118-120.

® David A. Wood, Blockchain in the Energy Sector: Opportunities and Challenges (London: Energy
Research Institute, 2021), pp. 123-125.
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on blockchain, the frequency of supply disruptions, and the accuracy of shipment and
contract data.’

The third requirement: Cybersecurity in Energy Infrastructure

With digital transformation, the energy sector has become increasingly
vulnerable to cyberattacks targeting industrial control systems or smart electricity grids.
Reports from the International Energy Agency indicate that cyber threats could lead to
widespread supply disruptions, posing a direct risk to national security.

In this context, blockchain represents an advanced line of defense due to its
decentralized and encrypted nature. It prevents comprehensive system breaches, as such
an attack would require control over all nodes in the network—a practically impossible
task. It also provides self-verification mechanisms that ensure the integrity of digital
transactions, reducing the success rate of cyberattacks.?

The Enerchain study in Europe demonstrated how the project contributed to
creating a decentralized energy trading platform for European utilities, resilient to
failures and cyberattacks. In the United States, Grid+ uses blockchain to secure smart
electricity meters and energy transactions, preventing tampering and unauthorized
access. Key indicators for measuring cybersecurity effectiveness include the number of
detected cyber incidents, system downtime, and response time to attacks.®

The analysis demonstrates that blockchain is not merely a financial technology
but has become a strategic tool capable of driving profound transformation in energy
security. It enhances transparency and combats corruption, supports the stability of
supply chains, and provides an advanced layer of protection against cyber threats. Thus,
blockchain constitutes a qualitative addition to the concept of energy security in the era
of digital transformation, opening the way for new models of safer and more efficient
energy resource management.

Blockchain in Energy Security: Challenges and Prospects

This chapter presents the challenges and future prospects of applying blockchain
in the energy sector. It highlights technical difficulties such as scalability and energy
consumption, as well as legal and regulatory challenges related to the legal framework
and data protection. The chapter also explores blockchain’s potential to enhance energy

1 Power Ledger, Decentralized Energy Trading Platform: Pilot Report (Perth: Power Ledger,
2019), 12-15; Shell and IBM, Blockchain for Oil Shipment Verification: Case Study (London:
Shell Research Department, 2020), pp. 7-1

2 Meri Andoni et al., "Blockchain Technology in the Energy Sector: A Systematic Review of
Challenges and Opportunities,” Renewable and Sustainable Energy Reviews 100 (2019):pp
143-174.

% Enerchain, Decentralized Energy Trading Pilot: European Utilities Case Study (Frankfurt:
Enerchain Project Report, 2019), 8-12; Grid+, Blockchain Security in Smart Energy Systems
(Austin: Grid+ Research Department, 2020), 5-9.
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security, improve transparency and operational efficiency, and its strategic role in
ensuring market reliability during crises.
The first requirement: Key Challenges in Blockchain Implementation

Blockchain offers significant potential to enhance energy security, but its
implementation faces technical, legal, and regulatory challenges that must be addressed.
First section: Technical Challenges

Despite the advantages offered by blockchain, it faces significant technical
difficulties, including:
Firstly: Scalability:

Traditional blockchain networks such as Ethereum suffer from slow processing
when handling a large number of energy transactions in a short time.!
Secondly: Energy Consumption

A technical paradox arises because blockchain itself (particularly Proof-of-Work
mechanisms) requires large amounts of electricity, which may conflict with energy
sustainability goals.?
Thirdly: Integration with Existing Networks

Difficulty in integrating blockchain with legacy energy infrastructure built
decades ago.
The Second section: Legal and Regulatory Challenges

The adoption of blockchain in the energy sector is significantly influenced by
legal and regulatory factors. Despite its potential to enhance transparency and efficiency,
blockchain implementation faces challenges related to the absence of unified
regulations, protection of sensitive data, and conflicting national and regional laws.
Addressing these issues is essential to ensure secure, reliable, and cross-border energy
markets.
Firstly: Lack of a unified global legal framework regulating blockchain use in energy
markets.
Secondly: Data protection and consumer privacy issues, especially with sensitive
energy consumption information.
Thirdly: Conflicts among national and regional regulations, complicating the creation
of cross-border energy markets.®

The Second section: Political and Geopolitical Challenges

Blockchain adoption in the energy sector also raises political and geopolitical
concerns. While it can increase transparency and efficiency, some states perceive it as a
potential threat to national control over markets and digital sovereignty. Additionally,

! vitalik Buterin, "On Scaling Decentralized Blockchains," Ethereum Foundation Blog, 2020.
2 Alex de Vries, "Bitcoin’s Growing Energy Problem," Joule 2, no. 5 (2018), pp. 801-805.

% David A. Wood, Blockchain in the Energy Sector: Opportunities and Challenges (London:
Energy Research Institute, 2021), 130-135.
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the technology may be exploited to bypass international regulations, posing strategic
risks.
Firstly: Some states fear that widespread blockchain adoption could reduce the role of
governments and national companies in market control.
Secondly: The technology is linked to digital sovereignty conflicts among major powers
(the United States, China, the European Union).
Thirdly: Risks of using blockchain to circumvent international sanctions, as observed
in some financial sectors.!
The Second requirement: Future Prospects of Blockchain in the Energy Sector

The future of the energy sector is likely to be transformed by blockchain
technology, especially when combined with emerging digital tools such as Artificial
Intelligence (Al). These innovations have the potential to enhance efficiency,
transparency, and sustainability in energy management. This section explores three main
areas: integration with Al, support for renewable energy transition, and the future vision
of energy markets.
First section. Integration of Blockchain and Artificial Intelligence

Combining Avrtificial Intelligence (Al) with blockchain may represent a paradigm
shift in energy management:
Firstly: Al contributes to predicting demand and efficiently distributing resources.
Secondly: Blockchain ensures transparency and reliability in transactions.
Thirdly: Together, they can create smart energy markets characterized by autonomy
and efficiency.?
The Second section: Supporting the Transition to Renewable Energy
Firstly: Enable local communities to exchange solar and wind energy easily.
Secondly Facilitates the creation of digital carbon certificates for emission monitoring.®
Thirdly: Promotes green hydrogen projects through smart contracts.

The Third section: Envisioning the Future of Energy Markets

Envisioning the future of energy markets involves understanding how blockchain
technology can reshape the structure, governance, and interactions within the sector. As
energy systems evolve toward decentralization and digitalization, blockchain is
expected to play a strategic role in creating more resilient, transparent, and efficient
markets.
Firstly: Blockchain is expected to become part of strategic energy infrastructure by
2035.

! Ibid, 138-140.

2 Christoph Burger and Jens Striilker, Decentralized Energy: Blockchain, Al and the Future of
the Energy Sector (Cham: Springer, 2021). P. 102.

3 World Bank, Blockchain for Climate Action: Harnessing Technology for Carbon Markets
(Washington, DC: World Bank, 2022), p.54.
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Secondly:Shift from centralized markets to decentralized systems managed by smart
grids.

Thirdly :Potential emergence of new energy alliances based on digital foundations
rather than traditional geopolitical considerations.

Table N°3: Regional Blockchain Market Size in the Energy Sector (2024—

2033)

Region Market Size in Expected Market Size

2024 (Billion USD) in 2033 (Billion USD)
North America 1.28 18.72
Europe 0.96 14.04
Asia-Pacific 0.80 11.70
Latin America 0.11 1.64
Middle East & Africa 0.05 0.70

Source: Data Horizzon Research, Blockchain in the Energy Sector Market Size,
Growth & Forecast Report — 2033 (Pune: DataHorizzon Research, 2023),p. 47.

The table reveals clear regional disparities in the adoption of blockchain
technology in the energy sector. North America and Europe are expected to dominate
the market by 2033, reflecting the strength of digital infrastructure and regulatory
support in these regions. In contrast, the Asia-Pacific region shows promising growth
driven by rapid digitalization and renewable energy initiatives. Meanwhile, Latin
America and the Middle East & Africa remain at lower levels, reflecting structural and
investment challenges that may delay large-scale adoption of blockchain technologies
In their energy systems .

The future of blockchain in the energy sector presents substantial potential for
enhancing energy security. However, its realization depends critically on the capacity
of states and institutions to effectively address technical, regulatory, and political
challenges. Achieving integration between blockchain and artificial intelligence could
catalyze a digital energy revolution, fundamentally transforming the modalities of
production, consumption, and governance on a global scale. Consequently, the adoption
of these technologies represents not only a technological advancement but also a
strategic imperative for building resilient, transparent, and efficient energy systems in
the 21st century.

Conclusion:
The This research examined the role of blockchain technology in enhancing
energy security in the context of digital transformation. The study began by
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conceptualizing energy security, highlighting its multidimensional nature—economic,
geopolitical, environmental, and technological—and emphasizing how digitalization
reshapes traditional understandings of energy stability.

The analysis demonstrated that blockchain offers significant advantages for the
energy sector. It enhances transparency and combats corruption, facilitates stable and
traceable supply chains, and strengthens cybersecurity in critical energy infrastructures.
Moreover, the integration of blockchain with Artificial Intelligence can create smart,
autonomous, and efficient energy markets, while supporting the transition to renewable
energy sources and promoting sustainability initiatives such as digital carbon tracking
and green hydrogen projects.

The research also highlighted several challenges that could limit the widespread
adoption of blockchain in energy systems. Technical issues like scalability, high energy
consumption, and integration with existing infrastructure must be addressed. Legal,
regulatory, and geopolitical challenges—including inconsistent legislation, data privacy
concerns, and potential shifts in state control—also require careful attention.

In light of these findings, the study recommends:

1. Investing in technological solutions that enhance blockchain scalability and
energy efficiency.

2. Developing coherent legal and regulatory frameworks at national and
international levels to enable secure, cross-border energy markets.

3. Encouraging integration with Al and other digital technologies to optimize
resource management and energy distribution.

4. Promoting decentralized renewable energy initiatives to empower local
communities and increase resilience.

5. Fostering international cooperation to ensure blockchain deployment
contributes to energy security without exacerbating geopolitical tensions.

In conclusion, blockchain technology represents a transformative tool for the
energy sector, capable of enhancing transparency, reliability, and sustainability. If
challenges are effectively managed, it could underpin a digital energy revolution,
redefining production, distribution, and governance in the global energy landscape.
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