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Abstract:This study analyzes the most important concepts related to the field of
cyberspace, focusing on defining cyber power as a new concept in international
relations, and the competition between countries to develop and gain power in the
cyberspace, as this space has become linked to aspects of life in all areas, whether
financial, economic, social or military, which is the gateway to cyber-attacks and their
role in destroying and disabling infrastructure, servers and computers, and ways to
strive to build strategies in the field of cyber deterrence, in addition to the problems
raised about the effectiveness of deterrence in the cyberspace, similar to effective

nuclear deterrence.

The study also focused on some models of deterrence strategies and the technical
and legal obstacles that hinder cyber deterrence and the extent of its achievement,
through the multiplicity of cyber actors, the expansion of cyberspace, and its sharing
between civilians and the military, as well as the difficulty of identifying the enemy and
the source of aggression, in addition to legal restrictions, which focus on the extent of
the application of international law and the law of war in the cyberspace.

Key words: Cyber deterrence, cyber-attacks, cyberspace, deterrence by
accommodation, international Law.
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