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Abstract:   

The evolution of cyberspace has redefined freedom, producing new forms of 

digital freedoms shaped by legal regulation and algorithmic governance. This paper 

investigates the tension between these forces, arguing that the liberal concept of non-

interference fails to capture the realities of algorithmic domination. Adopting a 

qualitative comparative approach, the study examines European and Algerian 

regulatory frameworks. Findings reveal a structural gap between rapid technological 

innovation and slower legal adaptation, alongside a growing shift of power toward 

digital platforms. The paper proposes an “Algorithmic Dialectical Model” to 

conceptualize digital freedom as a dynamic interaction between legal, technological, 

and social dimensions. 
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Introduction  

In the last thirty years, cyberspace has changed a lot in terms of its structure. It has 

gone from being a relatively minor communication network to a central and necessary 

part of almost every aspect of modern life. What started out as a decentralized network 

for sharing information has grown into a complicated socio-technical ecosystem that 

affects how people interact with each other, do business, vote, and make art. This 

evolution has not only broadened the functional scope of digital technologies but has 

also fundamentally reshaped the conceptual underpinnings of essential normative 

categories, particularly the concept of freedom.In this context, the notion of freedom 

has evolved from its traditional definition-anchored in geographically confined legal 

and institutional structures-to the emerging understanding of digital freedoms. Digital 

freedoms are different from traditional freedoms in that they are not guaranteed or 

enforced by nation-states. Instead, they are used in fluid, transnational, and 

technology-mediated spaces. These environments are organized by platforms that are 

linked together, algorithmic systems, and large-scale data infrastructures that actively 
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shape how people can express themselves, get information, and take part in public 

discourse (Floridi, 2020; Hintz et al., 2022). So, freedom in cyberspace can no longer 

be thought of as just a legal right. Instead, it must be seen as a relational and 

infrastructural condition that is built into the digital architectures of power.  The quick 

growth of digital spaces has been matched by a big increase in the number of legal, 

normative, and regulatory frameworks meant to control cyberspace and lessen the risks 

that come with it. Policymakers at the national and supranational levels have tried to 

deal with new problems like data abuse, privacy violations, fake news, and platform 

monopolization. The European Union's General Data Protection Regulation (GDPR) 

and Digital Services Act (DSA) are two of the most important regulatory tools. 

Together, they mark a shift toward more comprehensive and rights-based approaches 

to digital governance (European Commission, 2022; Veale & Borgesius, 2021). These 

frameworks seek to improve data protection and transparency while also increasing the 

accountability of digital platforms that serve as intermediaries for public 

communication. 

Nonetheless, despite their normative aspirations and legal complexity, the efficacy of 

these regulatory frameworks continues to be a topic of persistent academic discourse. 

One of the main problems is that legal systems are based on territories, while digital 

networks are not. Law works through jurisdictions that are limited by geography and 

slow institutional processes. Digital platforms, on the other hand, work across many 

legal environments at the same time, often taking advantage of regulatory 

fragmentation. Furthermore, the rapid advancement of technology-especially in fields 

like AI, machine learning, and real-time data analytics—constantly outstrips the ability 

of legislative systems to keep up, creating ongoing gaps in governance that make it 

harder to enforce regulations. 

A key characteristic of modern cyberspace is the growing importance of algorithmic 

governance as a primary way to organize digital interactions. Algorithms are no longer 

just technical tools that help platforms work; they are now active mediators of social 

reality. They decide what content is visible or hidden, give some types of information 

more weight than others, and use predictive modeling and recommendation systems to 

constantly change how users act. These processes work in real time and on a large 

scale, creating spaces where automated decision-making systems systematically 

organize visibility, attention, and participation.  A key feature of algorithmic systems is 

that they are very hard to understand. In the literature, they are often called "black 

box" mechanisms. This lack of transparency makes it hard for users to understand 

what's going on and for regulators to keep an eye on things. This is because the rules 

that guide algorithmic decisions are often private, changeable, and not open to outside 

review. Consequently, algorithmic governance engenders significant apprehensions 

pertaining to accountability, transparency, and informational asymmetry, as authority 

increasingly consolidates among a restricted cadre of platform operators who oversee 
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the foundational computational infrastructures of digital existence (Yeung, 2020; 

Kitchin, 2021). 

The examination of digital freedoms in this study is contextualized within two 

conflicting normative traditions. The liberal view of freedom, which has long been the 

main idea in both political theory and early internet governance, sees freedom as the 

lack of outside interference, especially by the state. This viewpoint played a role in the 

early idealization of cyberspace as an open, decentralized, and self-regulating space 

where minimal government involvement would encourage innovation and personal 

freedom (DeNardis, 2020). However, this model is becoming less and less useful for 

understanding how complicated modern digital ecosystems are. In these ecosystems, 

limits on freedom are often not caused by direct coercion, but by structural conditions 

built into technological systems. 

On the other hand, the republican idea of freedom as non-domination gives us a better 

way to think about what it means to be constrained in environments that are run by 

algorithms. From this viewpoint, freedom is not solely the lack of interference, but the 

absence of capricious power dynamics that can limit individual autonomy even in the 

absence of direct intervention. Consequently, individuals may be deemed unfree when 

subjected to power systems that are opaque, unaccountable, and asymmetrically 

organized, even in the absence of direct coercion. This theoretical framework is 

especially pertinent in the realm of algorithmic governance, where authority is exerted 

via data-driven systems that subtly influence preferences, behaviors, and perceptions 

(Pettit, 2021). 

Consequently, informed by this theoretical and empirical framework, this article 

examines the following principal research question: 

How well can modern legal systems protect digital freedoms as algorithmic 

governance grows? 

This question is based on the idea that to understand digital freedoms today, we need 

to look beyond traditional legalistic interpretations and think about how law, 

technology, and power work together in the digital age. 

I. Literature Review 

Over the past decade, scholarly research on digital freedoms in cyberspace has 

undergone a significant conceptual transformation, moving from early optimistic 

narratives that framed the internet as an inherently liberating space toward more 

critical perspectives that emphasize control, surveillance, and structural inequalities. 

Early studies highlighted the emancipatory potential of digital technologies, portraying 

cyberspace as a decentralized environment capable of enhancing freedom of 

expression and reducing institutional control. However, subsequent research has 
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challenged this assumption, arguing that digital environments are complex socio-

technical systems shaped by power relations embedded within platforms, data 

infrastructures, and algorithmic processes (Balkin, 2021; DeNardis, 2020). 

A central development in this literature has been the emergence of the concept of 

algorithmic power, which refers to the capacity of computational systems to structure 

information flows, influence decision-making, and regulate behaviour. Scholars argue 

that algorithms have evolved into instruments of governance that operate through 

ranking, filtering, and predictive modelling mechanisms, thereby shaping visibility and 

access to information (Kitchin, 2021; Yeung, 2020). These systems introduce new 

forms of control that are often indirect, continuous, and difficult to detect, 

fundamentally altering the conditions under which digital freedoms are exercised. 

One of the most influential contributions to this debate is the concept of surveillance 

capitalism, which explains how behavioural data is extracted, analysed, and monetised 

to predict and influence user behaviour. This process generates asymmetrical power 

relations between users and platforms, where individuals have limited control over 

their data and digital environments (Zuboff, 2019). Consequently, digital freedoms are 

increasingly constrained not through direct coercion but through subtle forms of 

behavioural modulation embedded within algorithmic infrastructures. 

Parallel to these developments, a growing body of literature has examined the 

transformation of governance mechanisms in digital environments, particularly the 

shift from traditional legal regulation toward algorithmic governance. In this model, 

regulatory functions are embedded within technological systems themselves, meaning 

that rules are enforced not only through law but also through code and platform 

architecture (Lessig, 2006; Gillespie, 2020). This transformation reflects a broader 

shift in power, where control is exercised through the design of digital infrastructures 

rather than solely through formal legal institutions. 

Despite the rise of algorithmic governance, legal scholarship has focused extensively 

on developing regulatory frameworks aimed at protecting digital rights and ensuring 

accountability. The European Union, in particular, has introduced major regulatory 

instruments such as the General Data Protection Regulation (GDPR) and the Digital 

Services Act (DSA), which aim to enhance transparency, data protection, and platform 

accountability (European Commission, 2022; Veale & Borgesius, 2021). However, 

these frameworks face significant challenges due to the rapid pace of technological 

innovation and the transnational nature of digital platforms. 

Scholars have also emphasized the problem of algorithmic opacity, often referred to as 

the “black box” nature of artificial intelligence systems. This opacity limits the ability 

of users and regulators to understand how decisions are made, thereby complicating 

efforts to ensure accountability and fairness. As a result, traditional legal principles 
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such as transparency and due process become increasingly difficult to apply in 

algorithmically mediated environments (Kitchin, 2021; Yeung, 2020). 

Another important strand of the literature focuses on the implications of algorithmic 

governance for social inequality and digital rights. Research has shown that 

algorithmic systems can reproduce and amplify existing biases, leading to 

discriminatory outcomes across various domains. This has contributed to the 

emergence of the field of algorithmic fairness, which seeks to address ethical and 

social concerns associated with automated decision-making (Floridi, 2020). 

Furthermore, the literature highlights significant differences in regulatory approaches 

across regions. The European model emphasizes rights-based governance and data 

protection, while other contexts rely more on market-driven or state-centric 

approaches. This divergence results in a fragmented global digital governance 

landscape, where digital freedoms are unevenly protected (Van Dijck et al., 2021; 

Napoli, 2021). 

Taken together, the existing literature reveals a fundamental tension between legal 

regulation and algorithmic governance. While legal frameworks remain essential for 

protecting rights, they are increasingly challenged by the structural and dynamic nature 

of algorithmic systems. At the same time, technological infrastructures are not merely 

passive tools but active sites of governance that shape social reality. 

In light of these developments, the literature also reveals several critical gaps, 

including the absence of integrative theoretical frameworks that bridge law and 

technology, limited attention to Global South perspectives, and insufficient analysis of 

the dynamic nature of digital freedoms. Addressing these gaps requires a shift toward 

more holistic and interdisciplinary approaches that consider the interaction between 

legal, technological, and social dimensions. 

II. Methodology 

This study adopts a qualitative research design grounded in an integrative and 

systematic analytical approach to investigate the complex relationship between digital 

freedoms, algorithmic governance, and legal regulation. The choice of a qualitative 

methodology is justified by the inherently interdisciplinary and abstract nature of the 

research problem, which involves legal theory, technological systems, and socio-

political dynamics. Qualitative inquiry is particularly suited for exploring such 

multifaceted phenomena, as it allows for in-depth interpretation, conceptual synthesis, 

and contextual understanding beyond the limitations of purely quantitative approaches 

(Creswell & Poth, 2018). 

The research is primarily based on a Systematic Literature Review (SLR), which 

provides a structured and transparent method for identifying, evaluating, and 
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synthesising existing scholarly work. The SLR approach is widely recognised for its 

ability to reduce bias and enhance the reliability of academic reviews, especially in 

fields characterised by rapid knowledge expansion and interdisciplinary overlap 

(Tranfield et al., 2003; Kitchenham et al., 2009). By employing this method, the study 

aims to construct a comprehensive understanding of how digital freedoms are 

conceptualised and regulated within algorithmically mediated environments. 

To ensure methodological rigor, the study follows the PRISMA (Preferred Reporting 

Items for Systematic Reviews and Meta-Analyses) framework, which offers a 

standardised protocol for conducting systematic reviews. The PRISMA approach 

enhances transparency and replicability by clearly documenting each stage of the 

review process, including identification, screening, eligibility assessment, and final 

inclusion of studies (Page et al., 2021). Academic sources were systematically 

retrieved from major databases such as Scopus, Web of Science, ScienceDirect, and 

Google Scholar using carefully selected keywords, including “digital freedoms,” 

“algorithmic governance,” “cyber law,” “platform regulation,” and “artificial 

intelligence and law.” The search was restricted to publications between 2015 and 

2026 in order to capture the most relevant and recent developments in the field. 

The selection of studies was guided by clearly defined inclusion and exclusion criteria 

to ensure both relevance and quality. Included sources comprised peer-reviewed 

journal articles, academic books, and institutional reports published in English and 

directly addressing issues related to digital freedoms, algorithmic governance, or legal 

regulation. In contrast, non-academic materials, opinion pieces, and studies lacking 

methodological rigor were excluded. This systematic filtering process is consistent 

with established best practices in literature review methodology and contributes to the 

robustness and credibility of the research findings (Snyder, 2019). 

Following the selection process, the study employed thematic analysis as the primary 

method for data interpretation. Thematic analysis is a flexible and widely used 

qualitative technique that enables the identification, analysis, and interpretation of 

recurring patterns across a dataset (Braun & Clarke, 2006). The analytical process 

involved several stages, beginning with familiarisation with the selected studies, 

followed by initial coding of key concepts, and the identification of broader thematic 

categories. Through iterative analysis, the study developed a set of core themes that 

structure the findings, including algorithmic power, legal limitations, platform 

governance, and the transformation of digital freedom. This approach allows for a 

systematic yet interpretive synthesis of complex interdisciplinary material. 

In addition to thematic analysis, the study incorporates a comparative legal analysis to 

examine how different regulatory frameworks respond to the challenges posed by 

algorithmic governance. Particular attention is given to the European regulatory 

model, especially the General Data Protection Regulation (GDPR) and the Digital 
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Services Act (DSA), as well as selected national contexts. Comparative legal analysis 

provides valuable insights into regulatory diversity, enabling the identification of 

similarities, differences, and structural gaps across legal systems (Siems, 2018). This 

dimension of the study enhances its analytical depth by linking theoretical insights 

with concrete legal practices. 

Furthermore, the research includes a conceptual framework development phase, aimed 

at advancing theoretical understanding in the field. Based on the synthesis of the 

reviewed literature and the results of the comparative analysis, the study proposes the 

Algorithmic Dialectical Model of Digital Freedom. Conceptual framework building is 

a recognised methodological strategy in qualitative research, particularly in emerging 

fields where existing theories are insufficient or fragmented (Jabareen, 2009). The 

model was developed through an iterative process of abstraction, integrating key 

theoretical perspectives—particularly liberal and republican conceptions of freedom—

with empirical insights from the literature. 

To ensure the validity and reliability of the study, several methodological strategies 

were employed. First, triangulation was achieved by combining multiple analytical 

approaches, including systematic review, thematic analysis, and comparative legal 

examination. Second, transparency was maintained through the clear documentation of 

search strategies, selection criteria, and analytical procedures. Third, the use of the 

PRISMA framework enhances the replicability of the study, allowing other researchers 

to reproduce or extend the analysis. These measures align with established standards of 

qualitative research rigor and contribute to the credibility of the findings (Lincoln & 

Guba, 1985). 

Finally, ethical considerations were carefully observed throughout the research 

process. As the study relies exclusively on secondary data, it does not involve human 

participants or sensitive personal information. Nevertheless, academic integrity was 

ensured through accurate citation of all sources, adherence to referencing standards, 

and the use of credible, peer-reviewed materials. This commitment to ethical 

scholarship reinforces the reliability and scholarly value of the study. 

III. Results 

3.1 Overview of the Selected Studies 

The systematic review yielded a corpus of studies published between 2015 and 2026, 

covering interdisciplinary contributions from law, media studies, political theory, and 

information systems. The selected literature reflects a growing scholarly convergence 

around the central role of algorithmic systems in reshaping digital environments and 

redefining the conditions under which digital freedoms are exercised. The analysis 

reveals a clear temporal evolution in research focus. Early studies (2015–2018) 

predominantly examined the transformative potential of digital technologies and the 
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emergence of platform economies. In contrast, more recent contributions (2019–2026) 

increasingly emphasize issues of algorithmic governance, platform power, and 

regulatory limitations, indicating a shift toward more critical and structural analyses of 

digital systems. 

3.2 Emergence of Algorithmic Governance as a Dominant Paradigm 

One of the most significant findings of the review is the consolidation of algorithmic 

governance as a dominant paradigm in contemporary digital studies. The literature 

consistently demonstrates that algorithms now function as key regulatory mechanisms 

that structure visibility, filter information, and influence user behaviour in real time. 

Rather than operating as neutral tools, algorithmic systems actively shape the digital 

environment by prioritising certain types of content and marginalising others. This 

process produces what can be described as “hierarchies of visibility,” where access to 

information and participation in public discourse are mediated through computational 

logics. 

3.3 Structural Limitations of Legal Regulation 

A second major finding concerns the limitations of legal frameworks in addressing 

algorithmic power. The analysis highlights a persistent regulatory gap resulting from 

the mismatch between the rapid evolution of technological systems and the 

comparatively slow adaptation of legal institutions. 

Legal frameworks such as the GDPR and the Digital Services Act represent significant 

regulatory advancements; however, their effectiveness is constrained by several 

factors: 

• The transnational nature of digital platforms. 

• The opacity of algorithmic systems. 

• The difficulty of enforcing compliance across jurisdictions. 

As a result, law often operates reactively rather than proactively, responding to 

technological developments after they have already reshaped digital environments. 

3.4 Platform Power and Privatized Governance 

The findings further indicate the rise of platform power as a form of privatized 

governance. Digital platforms increasingly perform regulatory functions traditionally 

associated with public institutions, including content moderation, rule enforcement, 

and dispute resolution. This shift represents a reconfiguration of authority, where 

governance is partially transferred from state institutions to private actors. Platforms 
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establish their own rules, often referred to as “terms of service,” which effectively 

function as quasi-legal frameworks governing user behaviour. 

3.5 Algorithmic Opacity and Accountability Gaps 

Another key finding concerns the problem of algorithmic opacity, which limits 

transparency and accountability in digital environments. The reviewed literature 

consistently highlights the difficulty of understanding how algorithmic decisions are 

made, particularly in complex machine learning systems. This opacity creates 

significant challenges for both users and regulators, as it undermines the ability to 

assess fairness, detect bias, or contest decisions. Consequently, accountability becomes 

diffused across multiple actors, leading to what scholars describe as an “accountability 

gap.” 

3.6 Reconfiguration of Digital Freedom 

Across the reviewed studies, a central conclusion emerges: digital freedom is 

undergoing a fundamental transformation. Rather than being a fixed legal condition, 

digital freedom is increasingly shaped by the interaction between legal norms, 

technological systems, and social practices. This transformation reflects a shift from a 

rights-based understanding of freedom toward a more relational and dynamic 

perspective, in which freedom is continuously negotiated within algorithmically 

mediated environments. 

IV. Discussion 

4.1 Rethinking Digital Freedom Beyond Legal Formalism 

The findings suggest that traditional legal conceptions of freedom are no longer 

sufficient to capture the complexities of digital environments. While legal frameworks 

remain essential for establishing normative standards, they are increasingly challenged 

by the structural power of algorithmic systems. 

This calls for a reconceptualisation of digital freedom as a multidimensional construct 

that extends beyond formal rights to include infrastructural and technological 

conditions. 

4.2 Algorithmic Governance as a Form of Structural Power 

The analysis highlights that algorithmic governance operates as a form of structural 

power, embedded within the design and operation of digital systems. Unlike traditional 

forms of power, which are often visible and institutionally defined, algorithmic power 

is diffuse, continuous, and often invisible. This form of governance shapes behaviour 

indirectly, through the structuring of choices and the modulation of information flows. 
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As such, it challenges existing regulatory frameworks that are primarily designed to 

address explicit forms of control. 

4.3 The Limits of Current Regulatory Approaches 

The discussion confirms that existing regulatory frameworks, while necessary, remain 

insufficient in addressing the systemic nature of algorithmic governance. Legal 

instruments tend to focus on issues such as data protection and transparency but often 

fail to address deeper structural dynamics, such as platform monopolisation and 

algorithmic influence on public discourse. 

This limitation suggests the need for more adaptive and interdisciplinary regulatory 

approaches that integrate legal, technological, and social dimensions. 

4.4 Toward a Dialectical Understanding of Digital Freedom 

The findings support the development of a dialectical approach to digital freedom, as 

proposed in the Algorithmic Dialectical Model. Within this framework, freedom is 

understood as the outcome of ongoing interactions between law, technology, and 

society. This perspective emphasizes that: 

• Law seeks to regulate technology.  

• Technology reshapes legal effectiveness. 

• Society mediates both. 

As a result, digital freedom emerges as a dynamic and evolving condition rather 

than a static legal guarantee. 

4.5 Implications for Policy and Research 

From a policy perspective, the study highlights the need for: 

• Greater algorithmic transparency and accountability. 

• Stronger regulatory oversight of digital platforms. 

• International cooperation in digital governance. 

From a research perspective, the findings point to the importance of: 

• Interdisciplinary approaches  

• Comparative studies across regions  
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• Empirical investigations of algorithmic systems. 

V. CONCLUSION  

This article has analyzed the progressively intricate and multifaceted relationship 

among digital liberties, algorithmic governance, and legal regulation in modern 

cyberspace. The study has shown that while legal frameworks are still an important 

part of protecting rights in digital spaces, they are not enough on their own to fully 

understand or control the structural forms of power that are built into algorithmic 

systems. This limitation arises not only from regulatory delays or jurisdictional 

constraints but also from the inherent architecture of algorithmic infrastructures, which 

function through dynamic, adaptive, and frequently opaque processes that perpetually 

alter the conditions under which digital freedoms are exercise  The analysis has 

demonstrated that modern manifestations of digital power are no longer predominantly 

exerted through direct coercion or overt institutional control; instead, they operate 

through integrated computational mechanisms that regulate visibility, shape decision-

making, and prearrange user behavior. In this way, algorithmic systems act as 

"environmental regulators" of digital life, subtly deciding what is seen, what is hidden, 

and what is important in social and political life. Consequently, the conventional 

perception of legal regulation as an external corrective mechanism seems increasingly 

insufficient in tackling these distributed and infrastructural modalities of governance.  

As a result, digital freedom can no longer be thought of as a fixed legal right that is 

only protected by formal rights frameworks. It should be redefined as a dynamic, 

relational, and perpetually negotiated construct arising from the interplay among three 

interdependent domains: legal frameworks, technological infrastructures, and social 

practices. Each of these dimensions exerts unique yet interrelated influences on 

individual autonomy, and only through their collective analysis can a more thorough 

comprehension of digital freedom be attained.  In this analytical framework, the 

proposed Algorithmic Dialectical Model of Digital Freedom presents a conceptual 

advancement intended to reconcile the disparity between legal theory and 

technological reality. The model defines digital freedom not as a static state, but as the 

result of a continuous dialectical interplay among regulatory frameworks, algorithmic 

systems, and user agency. It stresses that the law tries to organize and limit the growth 

of technology, while technological systems change the effectiveness, scope, and time 

relevance of legal actions at the same time. Simultaneously, social actors perpetually 

negotiate, resist, and adapt to legal and technological constraints, thereby infusing an 

additional layer of dynamism into the governance of cyberspace. 
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The Algorithmic Dialectical Model offers a more complex basis for future research by 

combining these dimensions into one analytical framework. This is especially true for 

questions about platform accountability, algorithmic transparency, and the protection 

of digital rights. It also has important effects on policymakers. It suggests that to 

effectively govern digital freedoms, we need to move away from purely legalistic or 

technocratic approaches and toward more flexible and adaptable regulatory 

frameworks that can respond to the changing nature of algorithmic power.  This study 

contends that protecting digital freedoms in the modern era necessitates a redefinition 

of freedom—not merely as a negative state characterized by the absence of 

interference, but as a continuous structural equilibrium among competing power 

systems within the digital ecosystem. By doing this, it opens up new ways for people 

from different fields to work together on research that combines media studies, legal 

theory, and computational governance. 
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