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Abstract:

This study highlights the major threats to digital sovereignty in the
context of rapid digital transformation and the widespread use of information
and communication technologies, which have transformed cyberspace into a
strategic domain where states’ security, economic, and political interests
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increasingly intersect. It also analyzes the legal and institutional mechanisms
adopted to protect digital sovereignty and strengthen national security.

The study concludes that cybercrime, cyberattacks, and technological
dependence represent the most significant threats to digital sovereignty.
Addressing these challenges requires a comprehensive approach that
integrates legal, technical, and institutional measures, along with the
enhancement of international cooperation and the development of effective
national strategies to safeguard cyberspace and ensure security and stability.
Keywords: Digital sovereignty; national security; cybersecurity;
cybercrime; personal data protection; cyberattacks.
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