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Proposed actions for the possibility of an auditor contributing to reducing cyber
risks
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Abstract:

The research addressed the concept of cyber risks and their importance in the work of the
auditor, clarifying the auditor's role in mitigating cyber risks. It then identified a set of procedures
necessary for auditing cyber risks, which the auditor can use as a guide when working in a cyber-
security environment. It became clear that cyber risks pose a significant challenge that threatens
both individuals and entities, reflecting the complexity of cybersecurity in the modern era. The
classification of cyber risks focuses on different motives such as financial gains, espionage, or
terrorism, reflecting the diversity of cyber-attacks and their varying nature based on objectives.
Moreover, cyber risks are no longer merely technical threats confined to the scope of information
systems, but have become one of the most prominent determinants of the financial and operational
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stability of economic units, especially with the increasing reliance on the digital environment. The
effects of these risks extend beyond direct losses, threatening institutional trust and undermining
internal governance. This necessitates that economic entities enhance their investments in cyber
security not only as a defensive measure but also as part of a comprehensive risk management
strategy. This is crucial for ensuring sustainability and fostering competitiveness in a rapidly
changing business environment characterized by evolving threats.

Given the international cyber security frameworks and standards, which serve as reference
tools to assist countries and entities in building integrated systems to protect their data and critical
infrastructure, and which unify concepts and practices while providing comprehensive guidance
for assessing and improving security performance—thus ensuring the protection of digital assets
and compliance with legal and regulatory requirements—a set of general and practical procedures
has been identified. These procedures can guide auditors in their work within the cyber security
environment and contribute to mitigating cyber risks in the organizations they audit
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