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Abstract:

This study examines the potential threat posed by
cyberterrorism to the security and future of the European Union,
as well as the Union’s perspective on this threat. It aims to analyse
the frameworks and policies that the EU has progressively
adopted as mechanisms to address this emerging risk, seeking to
understand how the Union has enhanced cybersecurity for its
Member States and established effective protection for critical
infrastructure against cyberattacks, despite the challenges
encountered.

The research relies on two methodologies: the descriptive
approach and content analysis. Its objective is to examine the
concept of cyberterrorism within the European context, explore
its various forms of threats, analyze relevant documents and
policies on combating it, and assess their effectiveness. The study
concludes with a set of findings, most notably that the European
Union has responded to the continuous escalation of cyber threats
of a terrorist nature by activating a range of mechanisms within a
comprehensive strategic vision that operates on multiple levels
and across different dimensions.

Keywords: Cyber terrorism; Cyber threats; European Union;
Response; Frameworks.
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