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Abstract :
While the rules and principles of international humanitarian law are
comprehensive and general, their application to cyberattacks presents
significant challenges. This is due to the virtual nature of cyberattacks and
their close connection to civilian infrastructure, which poses a challenge
to the accurate and effective application of the principles of distinction and
proportionality. Furthermore, the Tallinn Manual represents an important
step towards regulating cyberattacks within the framework of international
law, but it is non-binding and does not cover all relevant aspects.
Therefore, there is an urgent need to establish a specific international legal
framework to regulate cyber warfare and its negative impacts in light of
increasing reliance on technology.

Keywords: International humanitarian law,; cyberattacks, virtualisation;
infrastructure; distinction.
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