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Abstract:  

Artificial Intelligence (AI) is transforming modern auditing by automating data-intensive processes, 

boosting fraud detection, and enhancing risk assessments with advanced technologies such as machine 

learning and natural language processing, Major audit firms increasingly leverage AI to improve audit 

accuracy, efficiency, and data analysis, resulting in more reliable and timely financial reporting. Despite 

these advances, challenges persist-including data quality requirements, the complexity of algorithmic 

interpretability, and evolving ethical as well as regulatory concerns, Critical issues also include the need 

for workforce reskilling and the development of robust governance frameworks to guide responsible AI 

integration in audit practices, Successful adoption hinges on interdisciplinary collaboration and policy 

innovation to balance technological advancement with professional standards and public 
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Introduction to AI in Auditing: 

The integration of Artificial Intelligence (AI) into auditing marks a significant evolution in the 

accounting and auditing profession, transforming practices that historically depended on manual, 

labor-intensive processes into more automated, data-driven methodologies. The historical 

development of AI technologies in auditing reflects the broader trend in digital transformation 

where automation, machine learning, and data analytics have disrupted conventional workflows. 

Early implementations of AI focused on automating routine tasks, but increasingly, AI has been 

employed to enhance fraud detection, risk assessment, anomaly identification, and compliance 

monitoring, thereby augmenting auditor capabilities (Prabin Adhikari, 2025). 

The significance of AI in auditing stems from its ability to process vast volumes of data with 

superior accuracy and speed compared to human auditors alone. Technology enablers such as machine 

learning algorithms, natural language processing (NLP), blockchain technology, and robotic process 

automation (RPA) have collectively redefined traditional auditing approaches by improving financial 

accuracy, reducing fraud, and streamlining audit workflows. For example, blockchain allows immutable 

recording of transactions providing tamper-proof audit trails, while machine learning algorithms can 

identify transactional anomalies that might indicate fraud or errors (Ivakhnenkov, 2023). Furthermore, 

top auditing firms have actively adopted AI to meet growing regulatory demands and client expectations 

for rapid, high-quality audits (Dr. M. Sumathy, 2025). Such adoption underscores AI’s pivotal role in 

transitioning auditing from periodic sampling towards continuous assurance and real-time monitoring, 

which is vital in today’s complex financial environments. 

Scope and Methodology of Review : 

This review employs a systematic approach combining literature surveys with thematic and meta-

literature analyses to explore AI’s applications, benefits, and challenges in auditing. Systematic review 

methodologies ensure that the selection of literature is comprehensive and unbiased, encompassing 

empirical research, industry reports, and peer-reviewed studies primarily from recent years to capture the 

state-of-the-art advancements (Windy Permata Suyono, 2025). Key AI technologies central to auditing, 

such as machine learning, NLP, RPA, and blockchain, were identified using clearly defined inclusion 

criteria to focus on innovations directly impacting audit tasks and quality. 

The thematic analysis approach synthesizes findings across diverse studies to uncover patterns, 

trends, and recurring issues in AI adoption. This synthesis emphasizes the interplay between technical 

capabilities, ethical considerations, workforce adaptations, and regulatory frameworks (Ghayah 

Almufadda, 2021). Moreover, the methods highlight knowledge gaps in areas such as AI-powered audit 

tool explainability and the social implications of AI in audit work. The integration of quantitative 

bibliometric techniques further aids in mapping the development trajectory and regional adoption 

tendencies of AI in auditing (Maher Kassar, 2025). Collectively, this methodological rigor ensures a 

holistic understanding that supports both academic inquiry and practical applications. 

Objectives and Structure of the Paper: 

The principal aim of this paper is to offer a comprehensive and balanced review of AI 

integration in auditing that includes practical applications, tangible benefits, and extant challenges. 

By doing so, it also addresses critical ethical, regulatory, and workforce-related dimensions that 

shape AI’s current and future impact on the profession. This paper is structured logically to first 

introduce AI technologies applied in auditing, followed by their practical use cases, the associated 

advantages, and then an exploration of the multifaceted challenges inhibiting adoption. 

Subsequently, the paper examines workforce implications—such as upskilling and shifting 

roles—before focusing on the critical role of explainable AI (XAI) to enhance transparency and 

trust. It further delves into industry-specific trends and concludes with future research directions 

and policy recommendations. This organizational flow facilitates a progressive deepening of 
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understanding, underscoring the imperative that AI complements human judgment while fostering 

accountability and ethical standards in audit practice (Fobellah, 2025). The adoption of AI is 

recognized as both an opportunity and a responsibility, necessitating collaborative stakeholder 

engagement to navigate the complexity of technological and socio-legal factors (Jain, 2025). 

Moreover, assessing AI’s future requires awareness of how automation may displace or augment 

the human workforce (Du, 2024). 

I-AI Technologies Applied in Auditing: 

The Global AI in Audit Market size is expected to be worth around USD 11.7 Billion By 2033, from 

USD 1.0 Billion in 2023, growing at a CAGR of 27.9% during the forecast period from 2024 to 2033. 

The AI in Audit Market encompasses the integration of artificial intelligence technologies to 

enhance the auditing process, focusing on automation, data analysis, and fraud detection. This market 

leverages AI capabilities to improve accuracy, efficiency, and insights, catering to the needs of financial 

institutions and corporate clients aiming to optimize their audit functions and compliance measures. 

The AI in Audit Market involves utilizing artificial intelligence to revolutionize traditional 

auditing processes. This integration enhances accuracy, increases efficiency, and aids in complex data 

analysis and fraud detection. The market is poised for significant growth, driven by the increasing 

demand for automation and advanced analytics in financial compliance. This evolution presents 

substantial opportunities for innovation and improved risk management in auditing practices. 

Figure n°1: Global AI in Audit Market. 

 

Source: https://market.us/report/ai-in-audit-market/. 

I-1- Machine Learning and Predictive Analytics: 

Machine learning (ML) has become a foundational technology in auditing, enabling 

sophisticated pattern recognition capable of detecting fraudulent activities, assessing risk levels, and 

identifying anomalies within large datasets that would overwhelm human auditors. Its application 

extends beyond mere detection to predictive analytics, where ML algorithms forecast potential audit 

outcomes and financial irregularities by learning from historical data (Prabin Adhikari, 2025). 

Predictive models assist auditors in prioritizing high-risk areas and allocating resources efficiently. 
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Additionally, the use of continuous auditing techniques leverages real-time data analysis powered 

by ML, transforming periodic financial reviews into ongoing oversight processes. This transition allows 

auditors to detect risks earlier and respond promptly, thereby mitigating potential losses (Windy Permata 

Suyono, 2025). Predictive analytics not only supports anomaly detection but also enhances decision 

quality by generating forward-looking insights that improve financial forecasts and audit planning. The 

capacity of ML to dynamically adapt to changing data patterns reinforces its role in elevating audit 

accuracy and responsiveness, which improves overall audit quality (Tauhidul Islam Zisan, 2024). 

I-2- Natural Language Processing (NLP) and Automation: 

Natural Language Processing (NLP) has emerged as an indispensable AI technology in 

auditing by facilitating the review and analysis of vast quantities of unstructured textual data such 

as contracts, financial statements, and regulatory documents. NLP algorithms extract relevant audit 

evidence, classify documents, and identify inconsistencies or discrepancies that warrant auditor 

attention (Dr. M. Sumathy, 2025). These capabilities greatly reduce the time spent on labor-

intensive document review, enhancing the productivity of audit teams. 

Complementing NLP, Robotic Process Automation (RPA) automates repetitive and rule-

based tasks like data entry, reconciliations, and compliance checks. The integration of NLP and 

RPA creates synergistic effects that boost audit efficiency through intelligent automation workflows 

capable of handling complex information processing with minimal human intervention (Maher 

Kassar, 2025). Together, these technologies not only accelerate audit processes but also improve the 

accuracy of routine work by minimizing human error (Ivakhnenkov, 2023). Their combined 

application supports auditors by freeing them to focus on higher-order tasks such as interpretive 

analysis, judgment-based assessments, and strategic decision-making. 

I-3- Blockchain and Smart Contract Audits: 

Blockchain technology offers transformative potential for auditing by providing decentralized, 

immutable ledgers which underpin transparent and secure recording of financial transactions. This 

technology enhances trust and accountability in audit trail verification by ensuring that transaction data 

cannot be retroactively altered without detection (Ganapathy, 2025). Smart contracts, self-executing 

computer programs embedded in blockchain networks, further automate verification and compliance by 

enforcing contractual terms without the need for intermediaries. 

However, blockchain-based auditing introduces novel challenges, notably in securing smart 

contracts against vulnerabilities that may lead to significant financial losses through exploitation or 

coding errors. Consequently, comprehensive smart contract audits have become essential to identify and 

mitigate security risks, bolstering confidence in blockchain-enabled business processes (R. Patil, 2025). 

The convergence of AI and blockchain in auditing provides capabilities for real-time fraud detection, 

automated compliance, and traceable transaction histories, fostering an ecosystem of transparent and 

efficient financial reporting. Still, these innovations require addressing concerns about scalability, 

vendor lock-in, and interoperability to maximize their practical adoption in audit environments. 

II-Practical Applications of AI in Auditing: 

AI incorporation within auditing procedures manifests primarily through automation of routine data 

processing and enhancement of analytical capabilities (Odeyemi et al., 2023). Algorithm-driven anomaly 

detection plays a pivotal role in uncovering irregularities indicating risk or fraud, while continuous 

auditing frameworks enabled by AI provide nearly real-time assessment capabilities, marking a significant 

departure from traditional periodic audits (Minkkinen et al., 2022). These technological implementations 
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enable auditors to process exponentially larger volumes of financial data than manual methods permit, 

fundamentally changing how audit evidence is gathered and evaluated. 

Empirical evidence demonstrates substantial improvements in audit quality and efficiency 

from AI integration (Fedyk et al., 2022). Machine learning techniques successfully detect anomalies 

in financial data with high precision by identifying unusual patterns in general ledger entries, 

journal transactions, and account reconciliations that would be missed through sampling-based 

approaches (Bakumenko & Elragal, 2022). AI-powered fraud detection systems reduce error rates 

while enabling auditors to focus efforts on complex judgment-based tasks requiring professional 

skepticism and domain expertise. The fusion of blockchain technologies with AI strengthens data 

integrity and transparency by ensuring immutable audit trails and enabling multi-party validation 

protocols that enhance real-time assurance capabilities (Han et al., 2022). These combined 

approaches create robust systems for detecting misstatements, unusual transactions, and potential 

fraudulent activities with greater accuracy than traditional methods. 

Operational benefits extend to significant cost reductions and resource optimization (Fedyk et 

al., 2022). Organizations investing in AI technologies demonstrate improved accuracy in financial 

reporting and enhanced decision support capabilities for risk assessment, with effects materializing 

within three to four years as workforce adjustments occur. Research on audit firm employment 

patterns reveals that one standard deviation increase in recent AI investments correlates with a 5.0% 

reduction in financial restatement likelihood and 0.9% reduction in accounting employee 

headcount, with cumulative workforce displacement reaching 3.6% after three years and 7.1% after 

four years. These outcomes collectively contribute to the modernization and increased 

competitiveness of audit functions across industries and firm sizes while allowing organizations to 

redirect auditor time toward value-added analytical work. 

Table n°1: AI Applications and Operational Benefits in Auditing 

Dimension AI-Enabled Audit Methods 
Traditional Audit 

Methods 
Improvement 

Speed 

Real-time or near-
instantaneous data 

processing; continuous 
monitoring of transactions 

Periodic reviews 
(monthly, quarterly, 
annually); batch 

processing of samples 

Up to 90% reduction in 
processing time; shift 

from cyclical to 
continuous assessment 

Accuracy 

Algorithm-driven detection 
with 99%+ precision in 
anomaly identification; 
reduces false negatives 
through comprehensive 

pattern matching 

Sampling-based 
approach with inherent 
coverage gaps; manual 
review prone to human 

error 

5.0% reduction in 
financial restatement 

likelihood; 
significantly lower 
error rates in fraud 

detection 

Coverage 

100% population audit of 
transactions; comprehensive 
analysis of all general ledger 
entries; multi-dimensional 

pattern analysis 

Limited sample 
coverage (typically 5-
10% of population); 
focuses on high-risk 

items through judgment 
sampling 

Complete transaction 
population audit versus 

sample-based; 
detection of emerging 
fraud patterns across 

all data 

Cost 

Higher initial implementation 
and technology investment; 

lower per-transaction 
processing costs; reduced 
audit team size over 3-4 

years 

Lower upfront costs; 
higher per-transaction 
manual labor costs; 
stable team sizes 

required for periodic 
cycles 

Audit fees reduced by 
0.9% annually; 

cumulative workforce 
optimization of 7.1% 

after four years 

Source: Table developed by the author. 
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II-1- Internal Auditing Enhancements: 

Artificial Intelligence significantly elevates the effectiveness of internal audit functions by 

automating routine audit activities and augmenting risk management practices. AI-driven 

automation streamlines tasks such as data collection, transaction testing, and control evaluation, 

thus reducing manual intervention and error rates (E. selem, 2024). Additionally, real-time anomaly 

detection powered by AI algorithms allows internal auditors to quickly identify irregularities, 

facilitating proactive fraud prevention and risk mitigation. 

Incident response in auditing benefits from AI’s ability to monitor large data streams 

continuously and provide timely alerts, enabling swift forensic analysis and corrective actions. Case 

studies from Saudi Arabian audit firms demonstrate statistically significant improvements in 

internal audit efficiency and risk management following AI integration, although challenges related 

to skill gaps and resistance to change were noted (E. selem, 2024). Similarly, in Jordanian banking 

audits, individual and technological factors such as user skill levels and technology readiness 

influence the uptake and success of AI-powered internal auditing tools (Salah Turki Alrawashdeh, 

2024). These findings underscore the need for focused strategies to overcome adoption barriers, 

including comprehensive training and system integration planning. 

II-2- External Financial Audit Improvements 

Externally, AI enhances financial audit quality by enabling auditors to process and analyze 

large-scale financial datasets with greater precision and speed than traditional methods. AI 

techniques such as machine learning and big data analytics improve fraud detection, risk 

assessment, and substantive testing accuracy (Abdulkarim Hamdan J. Alhazmi, 2025). The 

integration of AI with drone technologies has introduced innovative methods for physical asset 

inspections and data collection, leading to reductions in audit costs and engagement durations, 

particularly in complex emerging markets (Abdulkarim Hamdan J. Alhazmi, 2025). 

Such advancements in audit technology foster more continuous and intelligent verification 

processes, contributing to higher-quality financial reporting and transparency. Furthermore, AI’s 

capacity to identify latent risks and anomalies during audits supports regulators and firms in 

enhancing audit effectiveness while lowering compliance breaches (Jain, 2025). These benefits 

balance operational reductions with expanded audit scope and depth, demonstrating AI’s dual 

capacity for improving efficiency and quality. 

II-3- Auditing in Small and Medium-Sized Enterprises (SMEs) 

The application of AI in auditing SMEs presents unique challenges arising from smaller data 

volumes and limited financial and technical resources. Studies with auditors serving SMEs indicate 

optimism regarding AI’s potential to increase job efficiency and improve audit quality despite these 

constraints (Pll Rikhardsson, 2022). Auditors anticipate mandatory AI adoption in the future, 

forecasting AI augmentation of tasks ranging from risk assessment to final verification of reports. 

However, the scarcity of big data in SMEs necessitates tailored AI approaches that are cost-

effective and compatible with smaller datasets. Developing AI tools that handle “small data” 

environments while maintaining accuracy and reliability is an evolving area of research. The 

expectations among SME auditors also highlight the need for accessible AI training and adaptive 

audit processes to facilitate effective integration in this segment of the auditing profession. 
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III-Benefits of AI Integration in Auditing 

III -1- Improved Audit Quality and Accuracy 

One of the foremost benefits of AI adoption in auditing is the marked improvement in audit 

quality and accuracy. AI systems enhance the detection of anomalies and fraudulent activities by 

leveraging advanced pattern recognition and predictive analytics, substantially reducing the 

likelihood of human oversight (Ivakhnenkov, 2023). This capacity enables auditors to collect more 

comprehensive and reliable audit evidence, contributing to greater assurance in financial reporting. 

Furthermore, AI facilitates continuous auditing and real-time monitoring, allowing auditors to 

detect and respond to risks promptly rather than relying solely on periodic reviews (Dr. M. 

Sumathy, 2025). By automating mundane data processing tasks, auditors can devote more attention 

to judgment-intensive activities, where critical thinking and skepticism are essential. The resulting 

synergy between AI capabilities and human expertise leads to higher audit confidence and integrity, 

ultimately benefiting clients, regulators, and financial markets (Jain, 2025). 

III -2- Efficiency and Cost Reduction 

AI significantly increases the efficiency of auditing by automating repetitive and time-consuming 

tasks such as data entry, transaction matching, and compliance validation. This automation reduces audit 

cycle times and operational costs, freeing auditors to focus on more complex analysis and interpretation 

(Maher Kassar, 2025). Serverless computing architectures enhance this efficiency by enabling scalable, 

cost-effective incident response frameworks that activate resources dynamically, avoiding the need for 

constant server management (Ganapathy, 2025b). 

Cost savings arise not only from reduced labor hours but also through improved resource 

allocation and faster fraud detection, minimizing financial repercussions from irregularities. 

Additionally, AI-driven analytics reduce the workload associated with data processing and 

preliminary testing, resulting in streamlined audit workflows and optimized human capital 

management (Abdulkarim Hamdan J. Alhazmi, 2025). 

III -3- Enhanced Decision-Making through AI Insights 

AI boosts auditor decision-making by generating actionable insights through predictive models 

and anomaly detection algorithms. These capabilities support auditors in identifying potential risks 

earlier and more accurately, enabling a proactive stance in audit planning and execution (Prabin 

Adhikari, 2025). The combination of AI-generated data interpretations and auditors’ professional 

judgment fosters enhanced risk assessments and more nuanced financial evaluations. 

Importantly, AI is viewed as an augmentative tool rather than a replacement for human 

expertise, offering auditors supplementary information that refines their judgments rather than 

supplanting them (Fobellah, 2025). This human-AI collaboration improves audit quality by 

balancing computational precision with contextual understanding, ensuring audits are both data-

driven and grounded in professional skepticism (Ivakhnenkov, 2023). 

IV-Challenges and Limitations of AI Adoption 

IV-1- Ethical and Bias Concerns 

Despite AI’s benefits, ethical concerns related to algorithmic bias and fairness remain 

significant impediments to widespread adoption in auditing. AI models trained on biased or 

incomplete datasets can perpetuate or amplify discrimination, leading to unfair audit outcomes 

(Monique Munarini, 2024). Addressing these issues requires integrating equity-focused 

mechanisms that go beyond procedural fairness to ensure equitable impacts across diverse groups. 
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The socio-technical nature of fairness in AI audits demands interdisciplinary collaboration, 

incorporating psychological audits that evaluate AI model attitudes, legality, ethics, and contextual 

embeddedness (R. Landers, 2022). The financial sector’s increasing reliance on AI necessitates 

transparent and just AI practices to maintain trust among stakeholders. Mitigating bias also involves 

rigorous algorithmic assessments, inclusive data curation, and continuous oversight during AI 

deployment (Edith Ebele Agu, 2024). 

IV-2- Data Quality and Security Issues 

AI performance in auditing heavily depends on the availability of high-quality, reliable data 

for model training and inference. Poor-quality or incomplete data jeopardize audit accuracy and can 

lead algorithms astray, undermining trust in audit outcomes (Maybelline Jaqueline Herrera-Snchez, 

2024). Moreover, applying AI in auditing introduces data security and privacy vulnerabilities, 

particularly when handling sensitive financial information. 

Integration with blockchain and IoT technologies offers prospects for secure, tamper-resistant 

audit data management but also presents challenges including interoperability, scalability, and data 

privacy concerns (Jessica Obianuju Ojadi, 2025). Cybersecurity risks threaten both data integrity 

and confidentiality, necessitating robust protective measures (Shafique-U-Rehman Sahito, 2025). 

Addressing these issues calls for developing comprehensive data governance frameworks and 

deploying explainability techniques to ensure secure and transparent AI operations. 

IV-3- Regulatory and Legal Challenges 

The regulatory environment for AI-assisted auditing is often unclear or lagging behind 

technological advancements, creating legal uncertainties around liability, compliance, and fiduciary 

duties. For example, auditors and directors must navigate questions about delegation and 

transparency when AI algorithms function as trade secrets in decision-making (Panabergenova, 

2024). The lack of standardized guidelines for AI explainability and audit evidence assessment 

exposes firms to risks of non-compliance and legal challenges. 

Research indicates that AI can mitigate auditor liability by enhancing perceptions of 

independence and objectivity; however, this requires transparent AI governance and compliance 

frameworks (Robert Libby, 2024). Regulators are increasingly calling for ethical AI design 

principles and minimum standards for transparency to reconcile innovation with accountability 

(Jain, 2025). Establishing coherent policies that address these evolving risks is paramount for the 

sustainable integration of AI in auditing. 

V- Workforce Implications and Adaptation 

V- 1- Skills Development and Training Needs 

As AI reshapes audit tasks and workflows, auditors must acquire new competencies to 

effectively interact with AI tools and interpret their outputs. Upskilling initiatives and targeted 

training programs are critical to equip auditors with technical skills and AI literacy essential for 

adoption success (Thottoli, 2024). Surveys show that perceptions of AI’s benefits are positively 

correlated with training availability and contextualized skill development (H. El-Mousawi, 2023). 

Educational frameworks are pivotal for preparing auditors to manage AI complexities, 

including data analytics, model evaluation, and ethical considerations. Training also fosters 

adaptability and mitigates resistance among audit professionals, facilitating smoother technology 

transitions in firms (Dr. M. Sumathy, 2025). 
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V- 2- Changing Roles and Job Security Concerns 

While AI automation raises concerns about potential job displacement among auditors, 

evidence suggests a shift towards augmentation rather than wholesale replacement. The evolving 

role of auditors increasingly emphasizes higher-value activities such as internal controls evaluation, 

risk management, and strategic advisory services (Du, 2024). In SMEs, auditors anticipate 

mandatory AI integration but express optimism about the synergy between AI tools and 

professional judgement (Pll Rikhardsson, 2022). 

However, job security anxieties vary between large firms and SME auditors, reflecting 

differences in available resources, scale of automation, and organizational culture. Balancing these 

perceptions requires clear communication and policy initiatives that underscore AI as an enabler of 

audit quality and career development (Ghayah Almufadda, 2021). 

V- 3- Collaborative Ecosystems for AI Integration 

Successful AI integration in auditing necessitates collaboration across auditors, academia, 

industry stakeholders, and policymakers. Developing governance frameworks that establish ethical 

standards, data privacy safeguards, and transparency requirements fosters trust in AI-augmented 

audit systems (Prabin Adhikari, 2025). Partnerships also support the creation of shared educational 

resources and research agendas, enhancing collective readiness. 

This collaborative approach aligns technical innovation with social and legal imperatives, 

ensuring AI tools serve to enhance audit integrity without compromising ethical values (Zaira Aniza 

Samsudin, 2025). By fostering ecosystem-wide cooperation, the auditing profession can build 

resilient, trustworthy AI implementations capable of adapting to future challenges (Monique 

Munarini, 2024). 

VI- Explainable AI (XAI) and Transparency in Auditing 

VI- 1- Importance of Explainability for Trust and Compliance 

Explainability is crucial for systems employing AI in auditing, as it underpins user 

comprehension, regulatory compliance, and accountability. Explainable Artificial Intelligence 

(XAI) frameworks enable auditors and stakeholders to understand AI decision-making processes, 

crucial for validating findings and ensuring procedural fairness (Ganapathy, 2025a). Transparent AI 

contributes to the legitimacy of audit conclusions and enhances trust among clients, regulators, and 

the general public. 

XAI also supports dynamic audit environments by allowing the ongoing assessment of AI 

models for bias, errors, and compliance with auditing standards (Shafique-U-Rehman Sahito, 2025). 

The incorporation of explainability aligns with traditional audit principles of skepticism and 

evidence-based decisions, facilitating AI’s integration as an assistive tool rather than an opaque 

black box (Fobellah, 2025). 

VI- 2- Comparative Evaluation of XAI Techniques 

Among the XAI techniques relevant to auditing are SHAP (SHapley Additive exPlanations), 

LIME (Local Interpretable Model-agnostic Explanations), decision trees, and counterfactual 

explanations. Each offers varying strengths in interpretability, accuracy, and auditability. For 

example, SHAP provides global and local interpretability whereas LIME focuses on explaining 

individual predictions (Ganapathy, 2025a). 

Choosing suitable XAI methods depends on the auditing task at hand—whether fraud 

detection, risk evaluation, or anomaly identification. Understanding the trade-offs among these 
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methods helps auditors and AI developers implement explainability consistent with regulatory 

expectations and practical usability, fostering more reliable AI-augmented audits. 

VI- 3- XAI for Security and Cybersecurity Auditing 

XAI techniques have also been pivotal in improving decision-making around cybersecurity 

within audit processes. By enhancing transparency in AI-driven threat detection and incident 

response, XAI fosters trustworthiness and accountability in evaluating cyber risks (Shafique-U-

Rehman Sahito, 2025). Case studies demonstrate how real-world intrusion detection systems benefit 

from XAI by maintaining performance while providing human analysts with understandable 

insights into alerts. 

This dual benefit supports compliance frameworks demanding auditability and human 

oversight, crucial for security in data-rich financial environments vulnerable to cyberattacks. The 

integration of XAI in cybersecurity auditing exemplifies the broader importance of explainability 

for high-stakes, real-time AI-assisted decision-making. 

VII- Industry-Specific Adoption and Trends in AI-Aided Auditing 

VII-1-Financial Services and Banking Sector 

The financial services sector has emerged as a prime adopter of AI in auditing, given its 

reliance on voluminous transactional data and stringent regulatory demands. AI is deployed in risk 

management, remote auditing, and compliance monitoring to ensure timely identification and 

mitigation of financial risks (Salah Turki Alrawashdeh, 2024). In Jordanian banks, individual 

perceptions of technology readiness and data security significantly affect AI adoption rates (Salah 

Turki Alrawashdeh, 2024). Similarly, in Malaysia, public sector accountants view AI as pivotal for 

automating repetitive audit tasks, although infrastructural and cultural challenges remain (Zaira 

Aniza Samsudin, 2025). 

Despite these advances, transparency and data privacy concerns persist, requiring fine-tuned 

policies that balance innovation with safeguarding stakeholder interests. Developing sector-specific 

frameworks will be critical for maximizing AI benefits while ensuring trustworthy audit outcomes 

(E. G. Ukpong, 2019). 

VII-2- Public Sector and Government Auditing 

AI adoption in public sector auditing offers opportunities to enhance efficiency and decision-

making in government accounting systems. However, system integration challenges, network 

disruptions, and resistance from senior staff hinder implementation momentum (Zaira Aniza 

Samsudin, 2025). Optimism persists among practitioners about AI’s potential to reallocate human 

resources toward higher-value functions such as internal controls and comprehensive auditing (Dr. 

M. Sumathy, 2025). 

Policy implications emphasize the need for strategic phased AI deployment, infrastructure 

upgrades, and human capital development tailored to public sector environments. This approach 

enables governments to leverage AI responsibly, improving audit quality and public accountability 

(Alla Dmytrenko, 2024). 

VII-3- Emerging Market and SME Contexts 

In emerging markets and SMEs, AI adoption faces distinctive barriers including limited 

financial resources, lack of big data, and constrained technical expertise. Studies highlight positive 

attitudes towards AI’s potential to transform audit efficiency, though actual implementation remains 
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nascent (Pll Rikhardsson, 2022). African contexts illustrate challenges related to infrastructure and 

workforce readiness that temper AI’s immediate impact on auditing practices (E. G. Ukpong, 2019). 

Addressing these contexts requires adapting AI tools to handle smaller datasets and 

facilitating capacity-building initiatives. Emphasizing localized solutions and scalable technologies 

can foster meaningful AI integration aligned with the specific needs of SMEs and emerging 

economies (H. El-Mousawi, 2023). 

VIII- Future Directions and Research Gaps 

VIII-1-Need for Standardized Governance and Regulatory Frameworks 

The creation of standardized governance mechanisms and regulatory frameworks is 

imperative to mitigate risks associated with AI use in auditing. This includes establishing clear 

policies on AI transparency, fairness, data security, and accountability to guide both developers and 

auditors (Tauhidul Islam Zisan, 2024). Ethical AI deployment demands frameworks that balance 

innovation with risk mitigation and societal expectations. 

Policymakers and regulators are called to engage interdisciplinary experts to construct 

adaptable regulatory environments that evolve with AI capabilities, ensuring consistent audit quality 

and public trust (Edith Ebele Agu, 2024). Such frameworks will lay the foundation for sustainable 

AI adoption and harmonize conflicting legal, ethical, and technical perspectives (Panabergenova, 

2024). 

VIII-2- Advanced Methodologies and AI Tool Development 

Future research should emphasize the development of advanced AI methodologies that 

enhance explainability and address inherent model biases. Exploring hybrid audit systems that 

blend AI’s computational power with human expert judgment could achieve a balanced and reliable 

audit process (Windy Permata Suyono, 2025). The evolution of real-time, dynamic auditing tools 

leveraging continuous data streams presents exciting avenues for innovation. 

Additionally, enhancing XAI frameworks to improve interpretability without sacrificing 

accuracy remains a crucial area for scientific inquiry, ensuring AI decisions in auditing are 

transparent and justifiable (Monique Munarini, 2024). Developing model-agnostic yet robust 

auditing tools will support broader adoption and regulatory acceptance (Ganapathy, 2025a). 

VIII-3- Workforce and Organizational Adaptation Studies 

Understanding the socio-technical impacts of AI adoption on audit teams and organizational 

cultures is another vital research direction. Studies focusing on effective skill development 

programs and longitudinal analysis of AI integration outcomes can provide insights into optimizing 

workforce transitions (Thottoli, 2024). Evaluating auditor attitudes and adaptation strategies over 

time will facilitate the design of tailored training and support systems. 

Further examination of organizational readiness and change management practices will help 

auditing firms and public bodies navigate the complexities inherent in AI adoption, promoting 

resilience and sustained performance (H. El-Mousawi, 2023). 
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IX- Conclusion 

IX-1-Summary of AI’s Transformative Impact on Auditing 

Artificial Intelligence has unequivocally transformed auditing by introducing powerful tools 

such as machine learning, natural language processing, robotics, and blockchain-enabled 

applications. These innovations have substantially enhanced audit quality, accuracy, efficiency, and 

scope, shifting traditional auditing towards continuous and data-driven processes (Prabin Adhikari, 

2025). Despite substantial gains, the human element remains indispensable for interpreting AI 

outputs within ethical and contextual frameworks to maintain professional skepticism and judgment 

(Fobellah, 2025). The maturation of AI in auditing signals a new era where technology augments 

human expertise to elevate audit assurance and integrity (Windy Permata Suyono, 2025). 

IX-2- Practical Implications for Auditors, Firms, and Policymakers 

To realize AI’s full potential, auditors and firms must carefully plan integrations considering 

ethical, regulatory, and workforce-related challenges. Developing comprehensive training programs 

and fostering interdisciplinary collaboration between technology developers, auditors, regulators, 

and policymakers are essential strategies (Zaira Aniza Samsudin, 2025). Phased adoption 

approaches tailored to organizational capabilities and sector-specific requirements will maximize 

benefits and mitigate risks (Jain, 2025). Establishing governance frameworks that promote 

transparency, fairness, and accountability is equally critical to build stakeholder confidence and 

ensure AI’s sustainable use in auditing (Maher Kassar, 2025). 

IX-3- Final Reflections and Call for Responsible AI Adoption 

The advancement of AI in auditing mandates ongoing attention to fairness, transparency, and 

data security as foundational principles. Ethics-based audits and equity-centered governance 

mechanisms must guide AI development and deployment to safeguard fundamental rights and 

societal trust (Monique Munarini, 2024). Continuous research and education are imperative to 

navigate AI’s evolving landscape effectively and responsibly. Ultimately, fostering an AI-

augmented audit profession that harmonizes technological innovation with human insight will 

uphold the trust, integrity, and accountability essential to financial reporting and corporate 

governance (R. Landers, 2022; Shafique-U-Rehman Sahito, 2025). 
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