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abstract:

Electronic signature constitutes a vital legal and technological
mechanism for ensuring integrity and transparency in digital transactions,
through authenticating the identity of the parties, protecting data, and
preventing manipulation or forgery. Law No. 26-02 establishes a
comprehensive framework that defines the reliability conditions of electronic
signatures and ensures their linkage to data in such a manner that any
subsequent alteration can be detected. This enhances the role of electronic
signatures in combating corruption and reinforcing legal trust in digital
transactions.
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1. INTRODUCTION

In recent years, the electronic signature has emerged as a fundamental
instrument for ensuring integrity and transparency in digital transactions, owing
to its technological sophistication and its capacity to authenticate the identity
of contracting parties, safeguard data confidentiality, and guarantee the
reliability of exchanged information. It no longer merely serves to express the
signatory’s consent, but also provides robust legal assurances capable of
limiting manipulation and forgery, thereby strengthening mutual trust and
curbing manifestations of corruption.

Law No. 26-02 establishes a comprehensive legal framework governing
electronic signatures and the associated trust services. It defines the
requirements for their reliability, the mechanisms for their control, and the
manner in which they are linked to electronic data so that any subsequent
alteration becomes detectable. This significantly reinforces the protective
function of electronic signatures in securing digital transactions.

In light of the growing reliance on electronic dealings, a crucial question
arises as to the extent to which electronic signatures can provide sufficient
guarantees to promote transparency and prevent corruption. Additionally, it is
necessary to examine how Law No. 26-02 succeeds in striking a balance
between facilitating digital processes and safeguarding the legal rights of the
parties, particularly in view of rapid technological developments that may
attempt to circumvent existing monitoring and authentication mechanisms.

2. Conceptual Framework of the Electronic Signature

The signature is an essential element for the completion of electronic
transactions in general. Establishing trust between remotely contracting parties
requires the existence of a legally protected interest. In order to ensure the
validity and enforceability of such transactions, and to prevent breaches of data
confidentiality, the presence of an electronic signature becomes indispensable,
provided that it is issued by a duly authorized entity.

Accordingly, both Arab and European legislations have paid particular
attention to regulating electronic signatures within their legal systems
governing electronic transactions, including granting them criminal protection.
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The ministerial decision dated November 17, 2013, which defines the
content of the electronic portal for public procurement, explicitly provides that
the portal shall include the electronic signing of documents ®. It further
stipulates that, in designing the information system for public procurement and
ensuring the integrity of electronically exchanged documents, such documents
must be signed using secure electronic methods in compliance with the
applicable legislative and regulatory provisions 2.

In order to clarify the role of electronic signatures in ensuring the
confidentiality of transactions and in proving electronic public procurement
contracts, it is necessary first to define the concept and subsequently to identify
its legal conditions.

2.1 Definition of the Electronic Signature

The concept of the electronic signature remains relatively recent and still
evolving. Nevertheless, it represents a natural extension and development of
the traditional signature, which constitutes the cornerstone of the law of
evidence. The signature is a legally protected social phenomenon, serving as a
distinctive mark that identifies its holder and expresses approval of the
document’s content.

It may refer either to the act of affixing a signature to a document
containing specific information, or to the mark itself that distinguishes the
signatory and enables identification. This is the meaning attributed to the
signature within the framework of evidentiary law.

While this definition applies to the traditional signature, the electronic signature
differs in that it relies on technological mechanisms.

The European Directive No. 99/93/EC on electronic signatures defines
it, under Article 2(1), as: “data in electronic form which are attached to or
logically associated with other electronic data (message or document), and
which serve as a method of authentication”.?

This directive grants electronic signatures the same evidentiary value as
traditional signatures and adopts a broad definition encompassing all forms
capable of identifying the signatory.
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The French legislator defined the electronic signature under Article
1316-4 of Law No. 2000-230 dated March 13, 2000, amending the Civil Code,
as follows: “The electronic signature identifies its author and ensures its link
with the act to which it relates; it confirms the identity of its author and the
authenticity of the act attributed to him unless proven otherwise”.*

This definition confers enhanced evidentiary value upon electronic
signatures and affirms the validity of electronic transactions. It also clarifies
that this provision applies not only to civil contracts but also to administrative
contracts.

The Algerian legislator, although it enacted the law on electronic
commerce only in 2018 under Law No. 18-05, had previously adopted Law No.
15-04 on electronic signature and certification, which was later repealed and
replaced by Law No. 26-02 relating to trust services for electronic transactions
and electronic identification.

Article 02(1) of Law No. 26-02 defines the electronic signature as:
“data in electronic form, attached or logically associated with other electronic
data, used by the signatory as a method of authentication” °
2.2 Conditions of the Electronic Signature

Article 2 of Directive 99/93/EC establishes the conditions that must be

fulfilled by an electronic signature, namely:

« It must be uniquely linked to the signatory .The first technical-legal
requirement is that the electronic signature must be uniquely linked to
the signatory. Under Law 26-02, this is achieved through a distinct set of
cryptographic data that serves as a digital fingerprint. This uniqueness
ensures that the signature cannot be replicated or attributed to any other
individual, creating a legal presumption that the signature belongs
exclusively to the person who affixed it. This element is the cornerstone
of authenticity in the digital environment

« It must enable the identification of the signatory A qualified electronic
signature must be capable of identifying the signatory with absolute
certainty. This identification is not merely symbolic but is facilitated
through a 'Qualified Electronic Certificate' issued by a certified Trust
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Service Provider. This certificate binds the technical signing keys to the
physical and legal identity of the signatory (such as name, national 1D,
or professional status), thereby providing a verifiable bridge between the
digital action and the real-world person
« It must be created using means that the signatory can maintain under his
sole control. The signatory must be able to create the signature using
electronic signature creation data that they can, with a high level of
confidence, use under their sole control. In the context of the Algerian
legal framework, this necessitates the use of a 'Qualified Electronic
Signature Creation Device' (QSCD), such as encrypted smart cards or
secure tokens. This condition ensures that the signing process remains
under the exclusive custody of the signatory, preventing unauthorized
third-party access and safeguarding the integrity of their legal consent
« It must be linked to the data in such a manner that any subsequent
alteration is detectable. The electronic signature must be linked to the
data signed in such a way that any subsequent change in the data is
detectable. This creates a technical 'seal' over the document. If even a
single character in the digital contract is altered after the signature has
been applied, the cryptographic link is broken, and the signature becomes
invalid. This feature provides a level of security against fraud and
tampering that far exceeds traditional paper-based signatures, ensuring
the immutability of legal transactions.®
The Algerian legislator adopted the same requirements under Article 04 of
Law No. 26-02."
2.1.1 ldentification of the Signatory
At first glance, the electronic signature may appear incapable of fulfilling
the traditional function of identifying its author. However, from a technical
standpoint, it consists of symbols, numbers, or codes uniquely assigned to each
individual, allowing verification through certification authorities.® This
technical uniqueness creates a "digital fingerprint" that transcends the
limitations of physical handwriting. While a manual signature can be imitated
with relative ease, the electronic signature relies on complex cryptographic
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algorithms and asymmetric encryption (Public and Private Keys). The role of
"Certification Authorities" (CA) is crucial here; they act as a trusted third party
that validates the link between the digital code and the real-world identity of
the person. In the Algerian legislative context, this identification process is
essential for establishing legal accountability, ensuring that every digital
transaction in public procurement can be traced back to a specific authorized
official or a legitimate economic operator.
2.1.2 Exclusive Control by the Signatory

The French legislator emphasized that the signature must be generated
using a secure mechanism ensuring both the identification of the signatory and
the linkage between the signature and the legal act °. The concept of "Exclusive
Control™ implies that the means of creating the signature (such as a smart card,
a USB token, or a biometric factor) must remain under the sole possession and
authority of the signatory at the time of signing. This legal requirement is
designed to prevent the unauthorized use of a person’s digital identity. By
ensuring a direct and unbreakable "linkage" between the signature and the legal
act, the law guarantees that the content of the contract or the administrative
decision has not been altered after the signature was applied. If the integrity of
the document is compromised, the mathematical link is broken, rendering the
signature void. This level of control provides a higher degree of security than
traditional paper documents, where pages can be swapped or modified after
signi

2.1.3 Electronic Identity Certificate

Given the absence of physical presence, verifying the identity of
contracting parties becomes a major issue. Therefore, electronic identity
certificates serve as proof issued during the creation of the electronic signature,
confirming the identity of the signatory. The Electronic Identity Certificate acts
as a "Digital Passport” in the virtual world of public procurement. Since the
parties do not meet face-to-face, the certificate provides the necessary legal
certainty to proceed with high-value transactions. These certificates contain

vital information, including the signatory’s name, the public key, the expiration
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date, and the digital signature of the issuing authority. In the fight against
administrative corruption, these certificates prevent "identity fraud" and the
creation of “ghost contractors.” By mandating that all participants in a digital
tender hold a valid, government-approved certificate, the legislator ensures that
only verified and legitimate entities can interact with the public treasury,
thereby strengthening the overall integrity of the electronic contracting
system.1°
3. Activating the Role of Electronic Signature in Combating Corruption
and Preventing Document Manipulation

Electronic signature plays a pivotal role in promoting transparency and
combating corruption within administrative transactions. It contributes to
preserving document integrity, enhancing procedural transparency, reducing
direct interaction, and strengthening both administrative and judicial oversight.
3.1 Preservation of the Electronic Signature

The electronic signature is characterized by confidentiality, as only its
holder possesses knowledge of its components and is required to preserve them
without disclosure.
Directive 99/93/EC provides that:

1. The signature must be created using means under the exclusive control
of the signatory This preservation duty stems from the "Principle of
Personal Responsibility.” The confidentiality of the signature's
components (such as private keys or biometric data) is the legal basis for
its evidentiary weight. According to Directive 99/93/EC and modern
digital laws, this "Exclusive Control" ensures that the signatory is the
only person capable of expressing legal will

2. It must be linked to data in such a way that any modification can be
detected the technical "Linkage" to the data creates a digital "Seal"
(Hash); if even a single character in the document is altered, the
mathematical synchronization is broken, alerting the oversight bodies to
a breach of integrity. This absolute fusion between the signature and the
document is what makes electronic public procurement more secure than
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traditional paper-based systems, where documents could be physically
manipulated or pages replaced after signing.!*
Furthermore, the signature must be inseparably linked to the document,

forming an integral whole, thereby ensuring the integrity of the content.*?
3.2 Electronic Signature Certificate

An electronic certificate is issued by an authorized certification authority
and establishes the link between the signatory and the signature creation data.
The electronic certificate serves as the "Digital Identity Card" that bridges the
gap between the virtual signature and the physical person. It provides a
technical and legal guarantee that the public key used to verify the signature
actually belongs to the identified signatory. In the context of combating
administrative corruption, this certificate is indispensable because it eliminates
"anonymous" transactions. By establishing an unbreakable link between the
signatory and the signature creation data, it ensures that every administrative
approval or financial commitment in a public contract is attributable to a
specific, verified individual, thereby facilitating legal accountability.?
3.2.1 Certification Authority

A trusted third party, known as a certification authority, is responsible
for verifying identities and issuing certificates that confirm the authenticity of
electronic signatures. The Certification Authority (CA) acts as the "Neutral
Arbiter" in the digital ecosystem. Its role is fundamental to the "Circle of Trust"
required for high-value public procurement. Before issuing a certificate, the CA
must perform rigorous "ldentity Proofing" to ensure that the applicant is indeed
who they claim to be. By confirming the authenticity of signatures, the CA
protects the public treasury from "Identity Theft" and "Fraudulent Bidding."
This third-party verification adds an extra layer of oversight, as the
administration does not verify itself; instead, it relies on an independent body
to certify the credentials of its officials and the contractors it deals with.
3.2.2 Trust Service Providers

Law No. 26-02 defines trust service providers as legal entities that
provide trust services, including the issuance of certificates and other related
services. Under Law No. 26-02, Trust Service Providers (TSPs) are recognized
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as specialized entities that go beyond simple certificate issuance. They provide
the "Legal Infrastructure" for the digital economy. These providers are subject
to strict state regulations and technical audits to ensure they meet international
security standards. By defining them as "Legal Entities,” the legislator
establishes a clear framework for their civil and criminal liability. Their
presence is a prerequisite for "Procedural Transparency,” as they provide the
tools (such as digital seals and electronic time-stamps) that make the public
procurement process auditable and resistant to administrative manipulation.®®
3.2.3 Functions of Trust Service Providers
Their principal functions include:
1. Ensuring data confidentiality and security. The TSP is responsible for
implementing high-level cryptographic protocols that ensure "End-to-
End" confidentiality. In public procurement, the content of a bidder's
offer must remain secret until the moment of the public opening of
tenders. The TSP provides the encryption infrastructure that prevents
anyone—including administrative officials. This function is a direct
strike against collusion and information leaking, as it ensures that no
competitor gains an unfair advantage through the premature disclosure
of sensitive data.®
2. Verifying the identity of users. This is the "gatekeeping" function of the
TSP. Before a digital certificate is issued to an official or a contractor,
the TSP must conduct a rigorous verification process (Know Your
Customer - KYC). They verify legal documents, commercial registers,
and personal IDs to ensure that every signature belongs to a legitimate
legal entity. In the context of anti-corruption, this prevents the use of
"Front Companies" (&=l <lS,al) or unauthorized individuals from
participating in tenders, ensuring that the state only deals with verified
and accountable partners.’
3. Updating and revoking certificates when necessary. This function
represents the "Dynamic Control™ of digital identity. A certificate is not
just issued once; it must be monitored throughout its lifecycle.

848 | The journal of Teacher Researcher of Legal and political Studies - vol 11-N°01- June 2026



Bouziane Bouchra, | Electronic Signature as a Mechanism for Enhancing Transparency and
Boubaya Issam Combating Corruption under Law No 26-02 p 840 -p 853

« Revocation (suN)): If a public official is moved to a different
department, loses their authority, or is under investigation for corruption,
the TSP must immediately add their certificate to the Certificate
Revocation List (CRL) or use the OCSP protocol.

« Importance: This prevents "Unauthorized Authorization," ensuring that
a person who no longer has the legal power to sign a contract or approve
a payment cannot do so using an old digital key. It acts as a real-time
security filter for administrative actions.*®

4. Securing electronic transmission processes The TSP ensures the
"Sanctity of the Digital Path." When an offer is sent from a contractor to
the procurement portal, it travels through various networks. The TSP
provides secure communication channels (such as SSL/TLS certificates)
that protect the data from interception (u=!_i=¥) or Man-in-the-Middle
attacks. By securing the transmission, the TSP guarantees that the
"Digital Offer" received by the administration is identical to the one
signed by the contractor, preventing any external or internal technical
manipulation during the sensitive phase of data transit.*®

4. Role in Enhancing Transparency and Combating Administrative
Corruption
Electronic signatures contribute significantly to:

« Preventing tampering with documents and offers. The electronic
signature acts as a "digital seal" that guarantees the integrity of the data.
Unlike paper documents, which are susceptible to physical alteration,
page replacement, or forgery, an electronically signed document is
cryptographically locked. Any attempt to modify the prices, technical
specifications, or terms of a bid after the signature has been applied will
result in an immediate mismatch in the digital hash, rendering the
signature invalid. This technical barrier prevents the common corrupt
practice of "bid-rigging" or the post-submission alteration of offers to
favor a specific contractor.

« Ensuring traceability of all contractual procedures Traceability is the
most potent enemy of administrative corruption. Every electronic
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signature is accompanied by a digital audit trail that records the "who,
when, and where" of every action taken during the procurement process.
This creates an unbreakable chain of evidence from the initial
announcement to the final award. This level of accountability ensures
that administrative decisions are not made in a vacuum; every approval
or rejection is signed and logged, making it impossible for officials to
bypass legal procedures without leaving a permanent, discoverable
record.

« Reducing direct contact between public officials and economic
operators, thereby limiting bribery and favoritism. Corruption often
thrives in the personal interaction between public officials and economic
operators. Electronic signatures facilitate a "dematerialized"
environment where the identity of the parties is verified through digital
certificates rather than physical meetings. By shifting the contracting
process to a remote, automated platform, the opportunities for
"facilitation payments,” personal lobbying, or the exercise of
"favoritism" (Intercession) are drastically reduced. The system treats all
participants as encrypted data points, ensuring that the process remains
objective and rules-based.

« Strengthening administrative and judicial oversight through reliable
digital evidence. The electronic signature provides both administrative
and judicial oversight bodies (such as the Court of Auditors or the
Judiciary) with "self-authenticating™ evidence. In cases of suspected
embezzlement or abuse of office, investigators can rely on the digital
certificate to establish direct criminal liability. Since these signatures are
issued by authorized certification bodies, they carry high evidentiary
weight in court, making it much harder for perpetrators to deny their
involvement or claim that documents were forged, thereby enhancing the
overall effectiveness of the anti-corruption legal framework.

« Enhancing trust in public procurement systems and promoting fair
competition. A transparent system secured by electronic signatures sends
a strong signal of "legal certainty” to the market. When economic
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operators are confident that their bids cannot be tampered with and that
the selection process is monitored through digital logs, they are more
likely to participate. This increased participation fosters a climate of fair
competition, which not only prevents the monopolization of public
contracts by a corrupt few but also ensures that the state achieves the best
value for public money through a competitive and honest marketplace.
Thus, the electronic signature is not merely a technical tool but rather a
modern legal mechanism that plays a decisive role in combating administrative
corruption by promoting transparency, integrity, and accountability

5. CONCLUSION

The electronic signature, as rigorously regulated under Law No. 26-02,
constitutes an indispensable legal and technological pillar for enhancing
transparency and institutionalizing corruption prevention within digital
transactions. Its significance transcends the mere digitization of traditional
signatures; it establishes a new paradigm of "Technical Trust" that ensures the
authentication of parties, protects data integrity, and provides an indisputable
audit trail for the traceability of every modification. By replacing physical
interaction with encrypted digital protocols, this mechanism effectively
minimizes the human factor in administrative discretion, thereby limiting the
opportunities for bribery, favoritism, and the misappropriation of public funds.

Furthermore, the implementation of electronic signatures strengthens both
preventive and repressive oversight mechanisms. From a preventive
perspective, it forces all participants in public procurement to operate within a
transparent, logged framework. Repressively, it provides judicial and oversight
bodies with "high-integrity digital evidence" that is difficult to forge or
repudiate, ensuring that legal accountability is easily established in cases of
administrative fraud. Consequently, the electronic signature represents not
merely a technical instrument, but a comprehensive legal framework for
promoting integrity, transparency, and public trust in the state's digital
environment.
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Looking ahead, the effectiveness of this legal framework remains contingent
upon the continuous development of its supporting infrastructure. To fully
realize the potential of electronic signatures in combating corruption, it is
essential to:

. Keep pace with technological advancements, such as integrating
blockchain or biometric factors to stay ahead of sophisticated cyber-
attacks.

. Strengthen the role of Trust Service Providers by ensuring regular
technical audits and strict compliance with international security
standards.

« Bridge the gap between legislation and implementation by promoting a
"Digital Culture” among public officials and economic operators,
ensuring that the law is not just a text, but a living administrative
practice.

Ultimately, while Law No. 26-02 provides the necessary legal armor, the
true success of electronic signatures lies in their ability to foster a resilient and
transparent digital ecosystem capable of defending public interests against
emerging cybersecurity challenges and evolving forms of administrative
corruption.
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