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Abstract:

The rapid development of information and communication
technologies has led to the emergence of a new concept of identity called
digital identity, which expresses a person's digital presence in the virtual
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world.
However, this identity, like real-life identity, can be subject to impersonation
by third parties using various online techniques. This has led to the spread of
a new form of cybercrime called digital identity theft, which is considered
one of the most prevalent crimes today and one of the greatest challenges
facing countries due to its growing risks.

In this article, we will discuss the various techniques and methods
used to commit this crime, as well as the preventative and legal mechanisms
to combat it, while noting that this act is not criminalized under Algerian law.

key words: digital identity, cybercriminal, personal data, phishing,
social engineering, digital impersonation.
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L'identité numérique est une projection de l'identité de la personne humaine sur un
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