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Abstract:

This article examines the probative value of electronic evidence in criminal proceedings
amid rapid digital transformations and the technical and legal challenges they pose to the
judiciary. It highlights the significance of digital evidence as an effective tool for addressing
cybercrimes and traditional offenses committed through technological means, while noting the
features that distinguish it from conventional forms of proof. The analysis also explores the
legal framework governing its admissibility, focusing on the requirements of legality, relevance
to the facts, and the integrity of the evidence throughout its collection and analysis. It further
discusses the practical and judicial challenges associated with handling digital data, particularly
the technical difficulties of preserving its integrity and establishing an accurate digital chain of
custody. The article concludes by emphasizing the need to develop legal and procedural
frameworks that strengthen the credibility of digital evidence, stressing the importance of
training judges and prosecutors in technical matters and enhancing international cooperation.
Such efforts help achieve a balance between the effectiveness of criminal justice and the
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protection of rights in the digital environment, thereby reinforcing public trust in the judiciary’s
ability to keep pace with technological developments.

Keywords: Electronic Evidence, Criminal Evidence, Cybercrime, Criminal Justice,
Legality.
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