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Abstract : This study explores lawful self-defense in cyberspace as an
emerging legal issue that raises significant challenges. Its importance lies in
the growing threat of cybercrimes that transcend geographical and political
borders, directly affecting individuals and organizations by compromising
their digital assets, threatening sensitive data, and disrupting their daily and
economic activities. The study examines the applicability of traditional self-
defense rules to cyberattacks and highlights the differences between
individual direct responses and digital protection systems. It also discusses
the legal constraints governing this right, particularly the principles of
necessity and proportionality, to prevent unlawful retaliation. The research
concludes by stressing the need for a clear legislative framework to regulate
cyber self-defense, ensuring the protection of digital rights for individuals
and organizations while strengthening legal security in cyberspace.

Keywords : Self-Defense , Automated Self-Defense , Cybercrime
Cyberspace , Automated Protection Systems .
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