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Abstract:

In light of the digital transformation imposed by the technological imperative and the
change in the pattern of crime from classic to digital, fraud methods have changed and taken
a more modern form, especially with the widespread spread of artificial intelligence (Ai)
techniques, where we see digital fraud using artificial intelligence in general and the deep
fakery technique, the latter has become very widespread, especially on social media, where
it relies on a set of algorithms to generate fake images and videos through which users of
these social media are defrauded.

This study aims to shed light on the deep fakery technique by identifying the most
important techniques and tools used in the fraud process, where we will provide examples

of the tool and the tasks it performs, as well as the nature of the fraud and the target groups.
Keywords: artificial intelligence, deepfake, digital fraud
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