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Abstract:

This study aims to analyze the security policies and procedures

implemented to protect digital services in Algerian universities, with a focus on the
University of Médéa as a case study. This interest stems from the increasing reliance
on digital services in Algerian higher education and the associated urgent need to
enhance cybersecurity to address multiple threats, such as hacking, phishing, data
breaches, malware, and ransomware attacks.
The study adopted a descriptive approach, collecting data through interviews with IT
staff at the University of Médéa, participant observation, surveys of university staff
and students, and a review of relevant literature and documents. These tools aimed
to identify the main cybersecurity threats facing Algerian universities and evaluate
the effectiveness of current security measures.

The results revealed that the University of Médéa applies clear security
policies and procedures to protect its digital services through a specialized
information systems center responsible for developing and securing digital
infrastructure. The university also implements technical and administrative security
measures to ensure data integrity, confidentiality, and availability, alongside
organizing awareness programs for its staff on the importance of cybersecurity.
However, the university faces significant challenges, including limited financial
resources, the complexity of IT infrastructure, and the difficulty of keeping pace
with the rapid evolution of cyberattack tools.

Keywords: Digital security; security policies and procedures; digital services;
Algerian universities; University of Médéa.
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