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Abstract: 

 Cookie Tracking allows website owners to collect and store huge amounts of information 

about users during a connection to a website, in order to make it easier to browse and to track 

the behavior of each user in a very precise way. In fact, this information contains personal data 

including the IP or email address, first and last name, images, geographical data of the visitor 

(GPS), or even his behavior on the visited website (devices, links, web pages consulted, etc.), 

which may be used by third parties, which could pose a security risk.  

 However, these practices are currently strictly regulated by the GDPR, which oversees 

all collection and processing of personal data from individuals within the EU. 
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  :ملخص

ديح  
ُ
مػلوماث هائلت وحفظ جمؼ غمليت  الإهترهذ،مواقؼ صحاا  لأ )الهوليز( ملفاث حػسيف الازجباطج

صفح الخغمليت دسهيل حيث جقوم هره الملفاث ب الإلنتروهيت،وقؼ أثىاء دخولهم إلى هره المغن المسخخدمين 

غلى بياهاث شخصيت جحخوي في الواقؼ هره المػلوماث نّ إذ أ، غاليت تبدقم وجدبؼ سلوك مل مسخخدِ 

د الإلنترووي، الاسم واللقب، الصوز، بياهاث الموقؼ  (IP) الخػسيف : غىوانللمسخخدمين غلى غساز  أو البرً

الأجهصة ، )باسخخدام  شَازَهُ موقؼ الويب الري في  المسخخدم سلوك، وحتى  (GPS) مسخخدمالجغسافي لل

ما من طسف الغير و سخغلالها الويب التي جم الوصوى إليها ، وما إلى ذلو( ، والتي قد ًخم والسوابط ، وصفحاث ا

صاحبها من   مخاطس أمىيت. ًُ

حاليا قد جم جىظيمها في إطاز الخىظيم الأوزوبي المخػلق بحماًت المػطياث ذاث الممازساث إنّ هره  

  البياهاثوجحويل جمؼ ومػالجت المخػلقت بػملياث الجميؼ هظم الري  ،(GDPR)الطابؼ الشخص ي 

 .الاجحاد الأوزوبيفي إطاز   الشخصيت

 )ث.ع.ح. (. ؛ػالجتالم ؛خىميطال ؛لغيرل ملفاث الخػسيف: البياهاث الشخصيت؛ الكلمات المفحاحية
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Introduction :  

 The digital revolution has given rise to many technologies that have been developed and 

used by the operators of digital platforms, in order to offer a better quality service to the Internet 

user, and then identify and observe his browsing behavior on the same site, using the technology of 

cookies that automatically generate personal data without the knowledge of customers, since the 

collection and management of this data represent for e-commerce sites, the heart of the marketing 

system, their activity and their development. 

 The owners of the e-commerce sites use the providers of web tracking technology, with the 

aim of helping them to better profile visitors, and to target advertising or exploit the data collected 

for commercial purposes, but the processing of these data has become commonplace for some 

economic actors of the web. 

 E-commerce sites rely on cookies to analyze consumer behavior and its impact on sales, as 

well as to identify pages previously visited by consumers. These data provide them with 

information that can guide the decision of potential customers and distinguish their online 

distribution service from that of their rivals. 

 Personal information collected through third-party cookies becomes an essential resource for 

operators of digital platforms, such as Facebook, Beacon, Google Adsense, AdBrite, Yahoo, Twitter 

and others. Such data enable them to offer specific services whose value depends on the creation of 

data by the users themselves, but also to generate advertising revenue that finances the production 

of informational goods and online services that are often offered for free. We then see an increase in 

the amount of personal data unintentionally disclosed by users in exchange not only for content, but 

also for services they had not previously used. 

 The methods used by websites for the illegal collection of surfing data of Internet users, via 

harmful cookies and other tracking techniques (web tracking), have led to a considerable increase in 

the volume and diversity of data saved and processed without the consent of users, (such as name, 

address, credit card number, type of purchase, product categories and frequency of purchases, etc. ), 

for the benefit of political parties, organizations, digital companies, associations, 

telecommunications operators, etc. 

 These practices have given rise to serious concerns about the security and safeguarding of 

personal data, thus becoming a real challenge for democratic states such as the European Union 

(EU), which has adopted a general regulation on the protection of personal data, commonly referred 

to as “GDPR”, in order to ensure homogeneous protection of such data throughout the European 

Union, while guaranteeing citizens of all Member States identical and enforceable rights, as well as 

obligations and responsibilities for controllers and processors. 

 The use of personal data collected in this way by means of cookie technology mainly 

benefits their operators (operators of digital platforms), from whom large amounts of data are 

subject, in a few fractions of a second, to intra-EU, intra-EU and extra-EU commercial transactions. 

However, these operators exploit the programs and applications on smartphones, tablets and other 

devices provided by online intermediaries to illegally collect personal information from consumers. 

 In this context, the GDPR has fundamentally changed the provisions laid down in the former 

Directive 95/46/EC (Repealed) of the European Parliament and of the Council of October 24, 1995 

on the protection of individuals with regard to the processing of personal data and on the free 

movement of such data. It calls for a redefinition of the concept of "personal data" and a rethinking 

of new forms of communication regulation. To do this, our approach consists in analyzing the links 

between cookies and personal data, as well as the strategy for collecting and using personal data 

adopted by the websites. This study therefore raises questions related to the subject, including: 

Are cookies personal data? If so, what is the purpose of the collection of this information by 

cookies? 

What is the GDPR's position regarding the data collected and processed via cookies? 
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 In order to address these issues, we have followed an inductive and analytical approach, 

through which we will first address the various concepts related to the subject (section I), and the 

typology of cookies (section II) and their areas of use (section III). Next, we will present the 

various disadvantages of third-party cookies (section Ⅳ), and cookies and the new obligations 

established by the GDPR (section Ⅴ). We will then study the effects of third-party cookies on the 

privacy of the data subjects (sectionⅥ). Finally, we will conclude on the impact of the GDPR on 

operators of web platforms (section Ⅶ). 

Section I: Definitions 

 The data generated by internet cookies can be used for various purposes by many actors 

worldwide. 

A) The web tracking: 

 Web tracking is an operation that consists in tracking the evolution of visitors to a website, 

and knowing its itinerary and the time spent on each of the pages visited
1
, but there are many web 

tracking techniques (Cookies, Pixel, Digital fingerprint, Kissmetrics, Google Analytics, bihaviorial, 

canvas fingerprinting, etc.), the simplest of which consists in recording and analyzing log files on 

the server of the visited website, as well as the browser transmitting information to the server on 

each consultation carried out, in particular relating to the operating system and the type of browser 

and the language of the browser, the IP address or the URL of the visited web page. 

 However, web tracking via cookies goes further, but more complex tracking methods have 

been used to record and analyze personal data in more detail, such as scrolling and the number of 

clicks made by the user on the website visited, as well as information that determines for example 

whether the user actually read an article on the website visited, and how quickly he did so?, and 

whether he reads comments written in response to an article, etc.
 2

. 

 In the context of targeted advertising, web tracking allows advertisers to target different 

segments of the public, and to easily measure the success of an advertising campaign, the more 

complete the information from web tracking, the more accurate the targeting. 

 Now that, the user's browsing behavior is analyzed in particular by means of third-party 

cookies, that is why the web tracking service provider broadcasts image files (advertising banners 

or pixel tags), which are integrated into the website consulted and establish the connection with the 

servers of the third party, on which the user will be (have) recognized by various sites and services, 

without him being able to notice it. 

 Indeed, social plugins allow website managers to use the possibility to integrate various 

social networking services directly on their platforms, such as the Facebook “Like” button, in order 

to analyze user behavior and obtain accurate statistical information, and as soon as the user goes to 

the website, tracking data such as the user's IP address and the address of the website visited, etc., 

are automatically transmitted to the Facebook provider, since the information transmitted will also 

include the content that he/she had liked 
3
. 

B) Cookies: 

 Before defining what a cookie is, it is important to emphasize that these are neither 

installable nor executable programs on a computer, nor malware or viruses. However, some cookies 

can be spotted by various antivirus programs, as they have the ability to monitor users' online 

actions. 

 In any case, „cookies‟, also called „cookies‟ or „tracking cookies‟, are small files that enable 

information to be stored on web browsers, which enable the creation of data profiles that contain 

information relating in particular to the user‟s browsing preferences, the banner advertisements on 

which he clicks, or the length of time he has visited each web page of certain websites. Here again, 

the small file (the cookie) is automatically saved on the hard disk when visiting certain websites and 

when installing the software or a mobile application. 
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 In some cases, cookies allow the user not to have to set these specific preferences (the 

language of the site, etc.) each time websites and resources are visited, because they contain a 

“unique identifier” similar to a label that is recognized by a website when it reads the cookie stored 

(stored) on that user‟s device, it recognizes it and knows that it has already consulted that site, in 

other words, a cookie is specific to the website that deposited it, and only the site that made the 

deposit is the only one able to return to consult the tracker in question, nevertheless, the information 

contained in it is then inaccessible by the other websites. 

 Thus, the cookie is essentially a simple text file or information that is stored on the user's 

hard drive by the server of the site or service that he has visited. This text file may contain various 

information such as: the identification of the server that has placed the cookie, a unique identifier in 

the form of a number and sometimes a possible expiry date
4
. 

 However, cookies are stored invisibly and can have undesirable effects, because the user 

generally cannot know what they contain or what they trigger, and in many cases this results in an 

undesirable, behavior-oriented and target group-oriented advertising flow
5
. 

C) Personal data: 

 Article 04-1 of the General Data Protection Regulation (GDPR), also known by its English 

acronym GDPR (General Data Protection Regulation), provides a very broad definition of personal 

data. This includes any information about an identified or identifiable natural person, such as 

surname, first name, home address, e-mail address such as “prenom.nom@entreprise.com”, 

identification number (such as social security, passport, etc.), internet protocol (IP) address, search 

history and browser (cookies, tracers, etc.), location information (GPS), health data that would 

allow the specific identification of a person (blood group, etc.), as well as biometric data, ethnic and 

racial information, sexual orientation, political beliefs, religious beliefs, or other details specific to 

that person
6
. 

 In order for data to be considered personal, the GDPR does not require that it be contained 

in a database or even exploitable by the person who collected or holds it, while the regulation does 

not specify the format of the file containing this personal data, so they can be videos (Video 

surveillance...), images (Photographs, painting, etc.), sounds (Audio or voice recordings), or better 

still a fingerprint or retina, etc. 

 According to Article 04/2 of the GDPR
7
, any operation carried out on personal data, whether 

manual or automated, such as the collection, recording, storage, modification, consultation, 

distribution or deletion of such personal data is considered to be a data processing operation. This 

includes: personnel management and salary administration, using a contact database containing 

personal information, sending promotional emails, posting or displaying a photo of an individual on 

a website, collecting IP addresses, storing video surveillance captured via cameras, drones or 

satellites, etc. 

 With this definition, the Regulation (GDPR) has strengthened and deepened the concept of 

„personal data‟, and addressed the shortcomings of Directive 95/46/EC, which is repealed with 

effect from May 25, 2018. 

 

Section II: Cookie typology 

 Cookies have been designed as a service to provide websites with memory capacity, 

allowing users to be offered personalized recommendations based on their interests and needs. 

These cookies can be classified in one of the following categories according to their origin (A), 

duration (B) and usefulness (C). 

A) The function of cookies according to their origin 

1- Proprietary cookies: These are cookies that ensure the proper functioning of the website that the 

user consults. They serve to store and preserve information relating to the user during his 

navigation, but also during his successive visits, thus facilitating his navigation on a website
8
. 
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2- Third-party cookies: These cookies are installed by third parties on the site that the user has 

already visited, with the aim of collecting data to better understand his behavior and his desires in 

advertising. 

 In general, most browsers such as: Mozilla, Firefox, Microsoft Internet Explorer and Opera, 

etc., are configured to accept third-party cookies. However, it is precisely this type of cookie that 

causes the most concern among users. However, they have the option to change the browser settings 

to prohibit them. For this purpose, there is no inherent danger in the acceptance of third-party 

cookies that make certain web functionalities possible. However, they are also used to track users 

from site to site
9
. 

B) cookies according to their duration 

1- Session cookies: These cookies are mainly used by online shops in order to retain (cookies) the 

products that the buyer has added to the shopping cart during a single buying session. In other 

words, these cookies have been set to offer a method of implementing online shopping baskets, a 

virtual mechanism where the user can gather the products he wants to acquire while browsing the e-

commerce site
10

. 

 However, applications such as shopping baskets favor storing the list of items in a database 

on a server rather than saving them directly in the cookie. In this context, the server transmits a 

cookie including a distinctive session identifier, which will subsequently be returned by the browser 

on each new request. Thus, the items placed in the basket are recorded and linked to this same 

unique session identifier. 

 For this purpose, the regular use of cookies is beneficial to connect to an online shopping 

platform via identifiers. Thus, the web server first transmits a cookie that contains a unique session 

identifier, then the users must enter their credentials (a user name and a password). The web 

application then authenticates the session, thereby allowing the user to access the service. 

2- Permanent or persistent cookies: These cookies are used to store the user's personal 

information, such as: a username, password, contact details and account number, in order to prevent 

the user from entering them systematically when visiting a website, but these cookies may remain 

on the hard drive of the machine for a certain time after the session has ended. In addition, some 

cookies remain in the hard drive for life if the user does not delete them. 

 In any case, permanent cookies serve to identify whether a user is logged in and under which 

identifier (authentication), they also save the login details so that users do not have to remember 

their passwords on the sites. In addition, these cookies track repeated visits to the same site over 

time
11

. 

C) Cookies based on their usefulness 

1- Advertising cookies: These cookies allow advertisers to perfect their ads and customize 

promotional content according to each customer's interests, by detecting their buying behavior or 

certain specific preferences. 

2- Security cookies: These are cookies that ensure that the information contained in the cookie is 

encrypted when it is transmitted between the website and the browser. These cookies are only sent 

by a secure “https” server, which notably ensures e-commerce transactions and banking services
 12

.  

Section Ⅲ: Areas of use of cookies 

 It is possible that some cookies are used to store information about the user of a site, or they 

are aimed at other more or less avowed purposes 
13

: 

A) Marketing and advertising: These cookies allow online store owners to tailor their advertising 

according to the activities carried out on each site visited, in order to display relevant content to 

customers in the future. This is where they collect valuable consumer information or data, giving 

them the ability to identify each consumer's interests and track their journey through the site they 

are exploring. 
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 These cookies (third-party cookies) allow advertisers to display more specific and targeted 

advertisements on their websites, with the aim of attracting and satisfying potential customers. At 

the same time, advertising companies are eager for the essential information or data collected by 

these cookies that they use to adapt the messages and advertisements presented to consumers. 

B) Browsing and connecting: Many websites use cookies to facilitate the user's navigation on their 

platform, by saving their preferences (language, geographical position, etc.), as well as the articles 

or content they have consulted. 

C) Statistics and profiling: Tracking cookies are used to observe users' online behavior, while 

tracking on the same site is generally intended for statistical purposes (number of pages viewed, 

location of visitors, routes, etc.). For example, advertisers use third-party cookie tracking on various 

sites to establish anonymous user profiles, with the objective of defining which advertisements 

should be presented to the user and, if their email address is available, to send them emails in 

connection with these promotions
14

. 

Section Ⅳ: The disadvantages of third-party cookies 

 The use of third-party cookies poses a major challenge for data protection and for law 

enforcement authorities. Unfortunately, the personal data collected and disseminated by these 

cookies have become merchant products, items that can be bought, sold and exchanged. Moreover, 

these data flows occur across borders. This poses significant privacy risks due to unequal data 

protection laws in third countries, or even the fact that many data controllers or recipients are not 

bound by data protection standards. 

 Indeed, many websites integrate information from various origins. Each site has several 

types of third-party cookies that are configured on the user's browser, from other platforms 

operating the web (Google, Facebook, Yahoo!, Amazon, Snapchat, Pinterest, Twitter, Instagram, 

etc.). This implies that the site manager uses plugins belonging to these operators such as Google 

Tag Manager or a comments section on one of the Facebook pages, among others. 

 Thus, in the field of digital marketing, companies use a powerful artificial intelligence 

management tool (Hootsuite, Digimind, Tweetdeck, Radarly, etc.), which uses and manages 

multiple social media accounts, and allows users to write and read messages simultaneously, 

without the account holders knowing who is collecting or intercepting information about them 

(third-party cookies or other computer cookies)
15

.    

 In other words, Google's standard third-party cookies, for example, generate separate 

identifiers for each user in order to track them on all other web platforms. Cookie IDs, which 

frequently track users online, can be used to create detailed anonymous profiles of people. These 

profiles could subsequently be sold to digital advertising agencies or exploited for behavioral-based 

marketing, or even used for malicious purposes
16

.       

 In fact, third-party cookies are not created by a specific website, but are generated by one of 

the objects or images on the page that come from another website. In other words, the images and 

other elements present on a web page can be hosted on servers separate from the one that hosts this 

page, and to display the latter, the browser must download all these elements and images 

accordingly 
17

. 

 For example, when I enter the URL (www.amazon.com) in my browser, it often happens 

that items such as images or advertisements, or other components on the page come from a website 

other than (www.amazon.com). This also includes cookies from unsolicited pop-ups. 

 Generally, a website should not have the ability to create or modify cookies associated with 

another site. However, a breach of security in a browser can offer harmful sites the opportunity to 

violate this rule, exploiting a vulnerability typically referred to as “cross-site cooking”, with the aim 

of manipulating the browser's recent cookies or stealing the session identifier, among other things. 

For this reason, Internet users are advised to opt for the most current versions of browsers, where 

these flaws are almost completely fixed or removed
18

.   
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 However, many e-commerce sites use third-party cookies to track users across all web pages 

visited. This includes the location of advertising images or a surveillance pixel, as well as most 

personalized ads and spam-labeled junk emails. They come from the information collected by 

tracking cookies. 

 This is why web users are suspicious of third-party cookies, as they pose a threat to their 

privacy. Indeed, any website, regardless of its size or dynamic system, can potentially house dozens 

of trackers and Trojan horses that collect users' personal data without their knowledge and 

permission
19

. 

 In this respect, hackers use sniffer software that penetrates the computer systems of Internet 

users, in order to capture and record data relating to the visits made by these Internet users, such as 

the number of people connected, the date and time of connection, the address on the Internet, the 

protocol of the computer, the web pages consulted, as well as the analysis of the cookies of the 

connected computer, etc., however this information makes it possible both to detect possible 

computer intrusions and to estimate the number of visitors to the site visited, which are, most often, 

carried out daily, in particular by the host of the site
20

.  

Section Ⅴ: Cookies and the new obligations established by the (GDPR) 

 In an era of globalized transactions, the management of personal data through cookies 

knows no limits and online tracking technologies increasingly facilitate the collection and storage of 

information without the knowledge of the user, without the knowledge of who collects or intercepts 

his information, and to counter these practices as well as the risks associated with cross-border data 

flows, the European legislator has introduced new rules governing the sharing of personal data (A), 

which all web actors handling this information must respect in accordance with the GDPR (B). 

A)  What does the Cookie Regulation (GDPR) say? 

 It is important to know that tracking technologies are constantly evolving, which makes the 

term “cookies” very broad, since it includes all the different tracers deposited or read. These can be 

used when consulting emails, when visiting a website, or when using a software or application. 

However, these cookie files may contain texts and personal information disclosed by the user 

during his navigation, such as his name, his date of birth, his address, his profession and other types 

of information related to the data subject
21

.        

 Generally, cookies contain an identifier known as a (Cookie ID) considered personal 

information according to the (GDPR). This identifier fits perfectly into the definition given in 

Article (04) concerning online identifiers, as a direct or indirect reference to an individual. For this 

purpose, when a cookie identifier is established on a user's browser, it is integrated into the majority 

of cookies. Each user benefits from a distinct identifier that allows websites to remember that 

specific user and his references and his settings when he returns to the site he has previously visited. 

 From now on, all regulation concerning personal data also applies to cookies. This means 

that the General Data Protection Regulation (GDPR) applies regardless of the device used to collect 

and process personal data. This includes computers, smartphones, tablets, drones, applications (such 

as video game consoles connected to the Internet), smart watches and even connected cars, etc.
22

. 

 In all circumstances, the General Data Protection Regulation (GDPR) is applicable to all 

personal data processing operations carried out by companies or their subcontractors located in the 

EU, as well as outside the EU when they aim to offer goods and/or services to EU residents. This 

also includes monitoring user behavior as long as it takes place within the EU
23

.  

 In short, all companies and their subcontractors that collect and process personal data 

belonging to EU citizens are obliged to comply with this Regulation (GDPR), and to guarantee the 

highest level of protection of such data upstream, regardless of where the processing takes place
24

.       
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B) Compliance of websites with the obligations of the (GDPR) : 

 Personal data in the EU (European Union) is protected by the (GDPR), which sets new 

requirements that will have to be taken into account, but the website owner must absolutely respect 

the principles concerning the lawfulness of the processing of personal data, as defined by Articles 

(05) and (06) of the (GDPR), and provide visitors to his website with the information cited thus in 

Articles (13) and (14) of the (GDPR)
25

, in which it must provide clear information about the data 

collected, as well as about the purpose of cookies, and block access to cookies until visitors have 

given their explicit consent for a specific use. In addition, it is necessary to offer them the 

possibility to accept or refuse cookies, and to withdraw their consent at any time. He must also 

request the renewal of this consent at least once every twelve (12) months. In addition, the website 

must securely keep a complete document as legal evidence, including all consents granted. In any 

case, it is imperative that he obtain the prior consent of the individuals concerned before the 

implementation of cookies. In addition, it must inform them about the purposes of these cookies and 

offer them a possibility to oppose them
26

.  

 However, the acceptance of cookies remains a central element of website compliance for 

EU-based users. In addition, a website based outside the EU must comply with GDPR standards if it 

collects personal information from users in the EU. Thus, the authorization concerning cookies is 

now the legal basis generally used, allowing websites to manage and exploit personal data via 

cookies 
27

.    

 Under the (GDPR), explicit and prior consent must be obtained before any activation of 

cookies, except for cookies that are essential for the proper functioning of an online service, such as 

cookies related to the electronic shopping cart (E-shop), authentication settings (Security of E-

banking services), choice of language or browser, etc., moreover, third-party cookies will not be 

necessary, that is to say they will not be exempted by the (GDPR), but the user site of these cookies 

will have to obtain the prior and explicit consent of the data subjects before this website is allowed 

to activate them. 

 Therefore, consent must be granted freely (without constraint or in exchange for service) and 

in a granular manner, that is to say, users must have the possibility to enable some cookies rather 

than others, without being constrained to all or none
28

. 

 On most websites, the required information regarding the use of cookies will be presented in 

the form of pop-up windows or cookie banners, also known as warning banners. This is because 

there are various plugins dedicated to this task, such as Cookie Notice, Cookie Law Info or EU 

Cookie Law.  In this situation, the user has the possibility to consent or refuse cookies individually, 

for each site, by clicking on the banner that must be displayed on his first visit to the website. 

 However, the cookie banner on a website is not allowed to pre-check boxes, and the use of 

internet users' data cannot be interpreted as valid consent. In fact, they must expressly and 

positively express their agreement to allow the activation of cookies and the processing of their 

personal data. 

 For this purpose, the cookie banner developed and offered by Cookiebot or Cookiesecure 

technology, etc., meets the requirements of personal data protection, and that in the absence of 

choice no tracer is put in place, however these banners have grouped cookies into four (04) purpose 

categories: necessary, preferences, statistics and marketing, to which only cookies strictly necessary 

for the basic functioning of the website are checked by default. 

 On the other hand, all other cookies and similar trackers are automatically detected and 

blocked by a high-performance scanner, until the user‟s consent is obtained, which will be 

automatically and anonymously recorded and stored using an encrypted key for a specified period 

of time. In France, for example, the (Cnil) recommends that cookies have a maximum duration of 

13 months, which can be extended on a new visit if the banner reappears. However, some cookies 

can persist much longer, such as those from Google Adwords which can last up to 540 days. There 

are even cookies designed to last more than 7000 years
29

.  

 In this respect, the question of the retention period of personal information (that which can 

identify a natural person, directly or indirectly) has become particularly sensitive. To this end, the 
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(GDPR) does not set a specified period for the retention of such data, but it does emphasize the 

principle of limitation of retention in Article (5.1.e)
 30

, which prohibits their retention for a longer 

period than deemed necessary in view of the purposes for which they are processed, this means that, 

the duration of retention of the data must be determined by the controller taking into account the 

purpose for which they were collected
31

.                                  

Section Ⅵ: Privacy and third-party cookies 

 Directive 2002/58/EC of July 12, 2002 on privacy and electronic communications (e-

privacy), which was amended by Directive 2009/136/EC of November 25, 2009, contains, inter 

alia, provisions on the use of cookies, and the processing of traffic and location data, access to 

stored data, confidentiality of communications, etc. According to Article (5/3) of this Directive, it is 

allowed to store data (such as cookies) or to access this data stored in the terminal of the subscriber 

or user only if the subscriber or user is clearly and fully informed of the purposes of the processing. 

In addition, the user must have the possibility to object to the processing carried out by the data 

controller (in accordance with Directive 95/46/EC). However, this Article (5/3) also specifies that 

the storage of data for technical reasons is exempted from this regulation
32

. 

 Furthermore, cookies have been fueling debates on privacy, especially since the entry into 

force of (GDPR), which replaced Directive 95/46(repealed) from May 25, 2018 and the 

disagreement between EU states on sensitive issues of future European regulation (e-privacy) would 

imply its adoption, as Member States have so far been unable to agree on a compromise accepted by 

the Parliament and the European Commission, i.e. between those who are afraid of losing their 

prerogatives, and those who fear a decrease in the level of privacy protection, and those who, on the 

other hand, consider that too many rules are imposed. In short, the compromise seems difficult on 

the adoption of a new text (e-privacy)
33

. 

 Indeed, the EU General Data Protection Regulation (GDPR) is often seen as one of the most 

important and influential pieces of legislation on the protection of personal data, but the absence of 

a new regulation (e-privacy) allows EU Member States to retain the provisions of the current 

Directive (Directive 2002/58/EC of July 12, 2002 (e-privacy), as amended by Directive 

2009/136/EC of November 25, 2009), which gives them greater flexibility 
34

. 

Section Ⅶ: The impact of the (GDPR) on operators of web platforms 

 The European General Data Protection Regulation (GDPR) has recently introduced a 

contemporary perspective in response to data protection challenges. This strengthens the rights of 

the individuals concerned, giving them greater control over the methods used to collect and process 

their data. Thus, it imposes a set of obligations on web actors to assume responsibility for the 

protection of personal data
35

.  

 In addition, the Regulation (GDPR) requires online platform operators to prove compliance 

through data protection principles. This requires the adoption and establishment of appropriate 

policies and procedures based on the potential risks related to the protection of personal data. There 

is also a need to manage the principles of transparency and accountability, as well as the rights of 

data subjects, while establishing an appropriate framework for compliance and an organizational 

culture focused on data security and confidentiality. This allows operators to avoid heavy penalties 

that would be imposed by the independent supervisory authorities in each EU Member State, which 

are responsible for enforcing the GDPR
36

. 

 Moreover, more than (70) fines have already been imposed on companies in Europe for non-

compliance with the (GDPR), and European regulators have distributed between may 25, 2018 (the 

entry into force of the GDPR) and January 27, 2020, more than (114) million Euros in fines and 

received no less (160 000) notifications for violation of the (GDPR) Regulation, yet France is now 
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the country that has granted the largest fine (50 million Euros) to a company, Germany and Austria 

imposed fines of EUR (24.5) million and EUR (18) million respectively
37

. 

 In this context, the French Council of State on January 21, 2019 approved the severe penalty 

imposed by the CNIL (Commission Nationale de l'Informatique et des Libertés) on the American 

company Google, amounting to EUR (50) million
38

, for a consent collected in a non-compliant 

manner in the context of advertising targeting, since the company (Google) had disregarded the 

provisions set out in Articles (12) and (13) of the (GDPR), relating to the right to information of 

persons concerned by certain data, as well as the terms of their consent to the processing of these 

data laid down in Articles 04-11 and 06, 07 of the said Regulation (GDPR) 

 The Council of State analyzed these provisions on the basis of the judgment „Planet 49‟, 

delivered by the Court of Justice of the European Union (CJEU) on October 1, 2019
39

 in which it 

„Conseil d‟État‟ recalls that free, specific, informed and unambiguous consent must be express, 

provided in full knowledge of the facts and after adequate information on the use to be made of the 

personal data of the person concerned. Consent by means of a box ticked by default does not result 

from a „clear positive act‟, whereas consent obtained in the context of the overall acceptance of 

general conditions of use of a service cannot be classified as „specific‟. 

 Following the adoption of the GDPR, the French Data Protection Authority (Cnil), as part of 

its action plan on advertising targeting, issued directives on cookies and other tracers on July 4, 

2019 to specify the applicable rules and best practices to be respected. Thus, the Council of State 

issued a decision on June 19, 2020 following an action for annulment brought by associations and 

trade unions of online advertising, e-commerce and the media, in which it „Council of State‟ 

approved, inter alia, the measures relating to the collection of consent from internet users for 

cookies and other tracers. Furthermore, the Council of State annulled the rule strictly and without 

exception prohibiting the practice of „cookie walls‟, which consists in restricting access to a website 

if the user refuses to accept cookies and other connection tracers
40

, and consequently, the Council 

takes note of this decision in a statement published the same day, and announces to adjust its 

guidelines and its future recommendation to comply with it 
41

. 

 Then again, the (GDPR) establishes in its (Chapter V) the conditions governing the transfer of 

personal data to countries outside the EU or to international organizations. According to which such 

a transfer can only take place if the receiving country guarantees an appropriate level of protection 

for such data, as the EU Commission can determine, according to article 45 of the (GDPR), whether 

a third country offers an adequate level of protection due to its domestic legislation, or its 

international commitments. 

 However, without such an adequacy decision, such a transfer is not possible unless the EU-

based personal data exporter puts in place appropriate safeguards that could include standard data 

protection clauses (SCCs) adopted by the Commission (Art. 46 of the GDPR) or that exporter has 

adopted binding corporate rules (BCRs) approved by the European Data Protection Board (EDPB) 

under the conditions cited in Article 47 of the GDPR. In the absence of these conditions, transfers 

are prohibited, except for a few specific derogations provided for in Article 49 of the GDPR, and a 

data transfer impact assessment (DTIA) must be carried out in accordance with the provisions of 

Article 35 of the GDPR. 

 On July16, 2020, the Court of Justice of the EU (CJEU) issued a decision
42

 invalidating 

Decision (EU) 2016/1250 on the adequacy of the Privacy Shield agreement, also known as the EU-

US Privacy Shield
43

, which allows the transfer of personal data between the EU and the US, due to 

concerns about US surveillance programs that put the protection of such data at risk, as this 

agreement could allow violations of the fundamental rights of citizens of the EU and the US. The 

EU, whose data is transmitted by digital giants such as Amazon, Google, Facebook, among others, 

to the US, this could be used to monitor users' online behavior or location. Moreover, this data 

could be used for public security, defense and national security purposes by the US authorities 

(NSA, FBI, CIA, etc.), who would have easy access (espionage) within the framework of US 

information collection programs, without any restriction on the use of this information. 
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 However, the (CJEU) found that the examination of Commission Decision 2010/87 

concerning standard contractual clauses for the transfer of personal data to subcontractors located in 

third countries, in the light of the EU Charter of Fundamental Rights „Charter‟, does not reveal any 

elements that could undermine its validity. To this end, it (Decision n° 2010/87) contains effective 

mechanisms to ensure that the level of protection required by EU law is respected and that transfers 

of personal data based on such clauses can be suspended or prohibited in the event of a breach of or 

failure to comply with such clauses
44

. 

 This judgment is delivered by the (CJEU) following a complaint lodged with the Irish 

supervisory authority by Austrian national Maximillian Schrems, a user of Facebook in particular 

since 2008 as for other users residing in the EU, so he was a privacy activist, but opponents of 

Privacy Shield are particularly concerned about the spying of data when it is transferred to the 

United States by US security services, like the NSA and the FBI, without any limitation and without 

any control or possible means of redress
 45

. 

 It should be noted that the (CJEU) had already delivered a judgment on September 6, 2015
46

   

invalidating Decision 2000/520/EC of July 26, 2000, on the adequacy of the protection afforded by 

the Safe Harbor Agreement or Safe Harbor Principles, negotiated by the United States Department 

of Commerce with the European Commission, which allows the transfer of personal data from the 

EU to the USA, this means that Decision 2000/520/EC
47

 asserts that the transfer of personal data 

from Europe to the US is possible, as the US has sufficient guarantees for the protection of privacy. 

 Moreover, opponents of “Safe Harbor,” including Max Schrems, who had brought several 

complaints against Facebook, argued that Edward Snowden‟s revelations in 2013 about NSA 

surveillance programs showed that Europeans‟ personal data were not, in fact, protected when 

stored in the United States
48

.  

 In fact, US surveillance laws, such as the Foreign Intelligence Surveillance Act (FISA) 702 

and the Cloud Act, allow authorities to access information stored by US-based companies, even if 

the data belongs to European citizens. This option is in direct contradiction with the principles of 

the GDPR and fuels criticism regarding the lack of protection offered by previous transfer 

agreements (Safe Harbor in 2015 and Privacy Shield in 2020). It is for this reason that the Court of 

Justice of the European Union (CJEU) has invalidated these transfer agreements
49

.   

 Despite this, on July 10, 2023, the European Commission adopted a third agreement, the 

Transatlantic Data Privacy Framework (DPF)
50

, judging that the protective measures in the 

United States were now adequate. If this agreement faces significant uncertainties, it could also be 

called into question, notably as a result of a future judgment by the Court of Justice of the European 

Union (CJEU) or due to political changes in the United States.      

Conclusion : 

 Cookies are therefore part of the technologies offered by web tracking, allowing companies 

(startups, SMEs, PMIs, large companies) to set up systematic collection and storage of the browsing 

data of all visitors on their websites. these data may include: the origin of the visitor (search 

engines, advertisements, links inserted in an email, etc.), the pages successively visited, the time 

spent on each of these pages, the links clicked by the user, etc., however these behavioral data are 

useful for understanding the uses, and allow via predictive analysis to anticipate the needs and 

better organize the merchandising (all techniques ensuring the best commercial dissemination of 

products) in order to generate revenue. 

 However, third-party cookies used by advertisers that are placed on different types of sensors 

or connected objects, such as, mobile applications (smartphones), search engines, social networks, 

connected bracelets, connected T-shirts, smart glasses, connected soles, connected headsets, smart 

watches and even connected cars with machine learning systems etc., allow the collection of a huge 

amount of personal data without the knowledge of users, to the detriment of their privacy - to the 

benefit of the administration, health organizations, telecommunications operators, insurance 

companies, banks, political parties and big retailers and businesses services, while third-party 
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cookies have now become commonplace for some web economic actors, as they are in the data 

protection viewfinder. 

 As a result, almost all websites use cookies as they facilitate the collection of information and 

make web browsing much smoother, and it would be difficult for website owners to do without 

them, but these cookies, in particular third-party cookies, generate debates about the protection of 

privacy of individuals. This comes in the context of the future European regulation (e-Privacy) and 

the GDPR which was implemented on 25 May 2018, set new requirements that will have to be 

taken into account, which companies must ensure better protection of this data, and implement the 

obligation to process it fairly and lawfully, for a specific and legitimate purpose. 

 Although the General Data Protection Regulation (GDPR) only mentions cookies once, the 

agreement on the use of cookies remains an essential element of the compliance of websites 

intended for EU users. Indeed, the GDPR stipulates that a website should only collect users' 

personal data after having obtained their explicit consent for a specific purpose. This is usually done 

on websites via cookie banners that give users the option to choose and allow the activation of some 

cookies rather than others when visiting a site. 

 Finally, it follows from that study that the GDPR requires companies to demonstrate 

compliance with the GDPR principles, taking a risk-based approach to the protection of users‟ 

personal data, and to implement appropriate policies and procedures to manage the principles of 

transparency and accountability, as well as the rights of data subjects, while establishing an 

organizational culture focused on data security and confidentiality, given that a good compliance 

framework with the GDPR requirements would enable companies to avoid heavy fines and damage 

to their reputations. 

 In addition, the ePrivacy Directive and the GDPR collectively shape the landscape of cookie 

consent practices, setting strict requirements for businesses operating in the digital domain. While 

the ePrivacy Regulation awaits its finalization, it is clear that the regulations governing cookies and 

user consent continue to evolve in response to technological advances and emerging privacy 

concerns. 

 In light of these findings, our study suggests that it is essential for web platform operators to 

remain vigilant, stay informed about regulatory updates, and take proactive measures to ensure 

compliance, while providing a seamless and privacy-friendly online experience for users. 
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