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Abstract : 

Artificial intelligence (AI) is a product of the information and communication technology 

revolution, which has impacted all fields without exception. Interest in AI has significantly increased due 

to its expanding applications and techniques, which benefit human societies, but also pose threats, 

particularly in aiding criminals and organized crime. 

In response to the alarming rise of organized crime at both national and global levels, security 

agencies have turned to advanced AI technologies as a powerful tool in combating these crimes. Due to 

the speed and accuracy of these technologies in data analysis and evidence presentation, security forces 

are now able to predict crimes before they occur and prevent their spread. This enhances their ability to 

present irrefutable evidence in court. 

Keywords: Artificial Intelligence, Organized Crime, Crime Prediction, Research and Investigation, 

Police Robot. 

 

 :خصلم

والإثصالات التي شهدها العالم المعاصز، والتي مست كافة الذكاء الاصطىاعيّ هى هتاج ثىرة ثكىىلىحيا المعلىمات 

المجالات دون استثىاء، وقد اسداد اهتمام المختصين بالذكاء الاصطىاعيّ هظزا لتىسع استخدام ثطبيقاثه وثقىياثه فيما هى 

م مة بصفة عامة والجزٍ مة على وحه صالح للمجتمعات الإوساهية، وفيما يهدد مصالحها بتىظيفه في التفنن في الجزٍ
ّ
ة المىظ

   .الخصىص

مة المىظمة على الصعيدًً الىطني والعالمي، لجأت الأحهشة الأمىية إلى ثىظيف ثقىيات  في مىاحهة التىسع المقلق للجزٍ

الذكاء الاصطىاعي المتطىرة كسلاح فعال في مكافحتها. فبفضل سزعة ودقة هذه التقىيات في ثحليل البياهات وثقدًم الأدلة 

باثت الأحهشة الأمىية قادرة على التيبؤ بالجزائم قبل وقىعها والحد مً اهتشارها، مما ٌعشس مً قدرتها على ثقدًم  القاطعة،

 أدلة دامغة أمام القضاء. 

مة المىظمة، التيبؤ بالجزائم، البحث والتحزي، الزوبىت الشزطي.الكلمات المفتاحية:   الذكاء الاصطىاعي، الجزٍ
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Introduction: 

Organized crime represents a serious and pressing threat to societies, undermining security, 

stability, and hindering development. Despite long-standing efforts to combat this scourge, the task 

has become increasingly complex due to the growing spread and sophistication of criminal 

methods.
1
 

At the same time, the world is witnessing rapid advancements in technology services and the 

use of artificial intelligence (AI) systems, which have found their way into the realm of organized 

crime as technology has become an integral part of modern life. However, the AI systems that 

criminals use have not yet been widely adopted for crime prevention and investigation in many 

countries, despite the potential of AI applications to enhance law enforcement efficiency, improve 

conviction rates, and reduce costs. 

The need for AI systems is rising, as international criminals exploit advanced technological 

networks, the internet, and even AI itself to commit crimes and launch cyberattacks against the 

electronic systems of government institutions, corporations, and global organizations, especially 

given the increasing influence of globalization.  

This has enabled criminals to commit offenses in any country without being physically 

present. However, the core challenge is not only the potential for crimes to be carried out using AI 

systems but also the inability to detect them, as the limitations of human capabilities hinder the 

investigation and tracing of such crimes. This highlights the necessity for updating legal 

frameworks to keep pace with the rapid developments in this field.
2
 

Similar to many other countries, Algeria has begun developing AI systems to integrate them 

into crime-fighting strategies. The precision and quality of information provided by these systems 

help save time and effort while ensuring the delivery of criminal justice. However, it is crucial to 

distinguish between utilizing AI systems in investigations and allowing AI to independently carry 

out investigations and inquiries without human intervention from judicial authorities. This raises 

significant concerns regarding the need for legal amendments in this area.
3
 

Experiences in various countries that have adopted AI in research, investigation, and inquiry 

have demonstrated that AI has helped prevent numerous serious crimes, particularly in areas such as 

cybersecurity attacks and fraud detection, among others that can be uncovered through the analysis 

of specific algorithms.  

Crimes committed through such methods are often complex, as AI entities can achieve results 

in investigations and criminal inquiries without human intervention, leading to precise and 

definitive outcomes. AI can also identify criminals and refer them to judicial authorities. 

Furthermore, AI systems may potentially be used in trials, and even in the execution of penalties, 

although such a vision may require many years and legislative reforms to adapt to the rapid progress 

of AI systems.
4
 

Nevertheless, researchers worldwide continue to work on endowing AI systems with 

behavioral traits such as perception, thought, movement, decision-making, and other human-like 

abilities. These characteristics could significantly impact the future use of AI systems in 

investigative and analytical operations.
5
 

The central issue of this study is the inadequacy of Algerian criminal law in addressing the 

role of AI systems in investigating and solving crimes. Currently, the law restricts this task to 

human involvement, despite the fact that AI can be utilized as any other technological tool in 

criminal investigations. Therefore, the central research question of this study can be framed as 

follows: 
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- What are the challenges of employing AI applications to combat organized crime? 

The significance of this study is amplified by the rapid advancements in AI technology and 

the ongoing discussions about the evolution of legal frameworks governing the role of AI systems 

and entities. The study will also explore the need for necessary legal amendments to keep pace with 

these developments. 

This study employs a descriptive approach to examine the concept of AI systems and entities, 

alongside an analytical approach to systematically analyze the relevant legal texts. 

To present the study in its final analytical form, a dual structure has been adopted, focusing on the 

following two key elements: 

Section I: The complex and evolving relationship between organized crime and AI. 

Section II: The legal regulation of AI systems’ use in combating organized crime. 

 

Section I: The Complex and Evolving Relationship Between Organized Crime and Artificial 

Intelligence 

Recent advancements in artificial intelligence (AI) have revolutionized many aspects of 

society, including the realm of organized crime. These technological advancements provide 

transnational criminal organizations with tools that enhance their illegal activities, such as secure 

communication channels, data analysis, content manipulation, information theft, and money 

laundering. 

In response to these serious threats, law enforcement agencies must adapt and leverage the 

potential of AI to optimize their effectiveness in combating organized crime. Techniques such as 

predictive analysis, uncovering suspicious patterns, online surveillance, and managing digital 

evidence have become essential in these efforts. However, investigative teams face significant 

challenges in practice, including limited financial and human resources, a lack of technical 

expertise, and an inadequate legal framework.
6
 

1.1 Definition of Organized Crime 

Organized crime is generally defined as “a continuous criminal activity carried out by a group 

of individuals who collaborate to achieve illicit profits, often using violence or the threat of 

violence”.
7
 

From this definition, several key characteristics can be identified, which include: 

_ Organization: Organized crime operates within a hierarchical structure, with clearly 

defined leadership roles and responsibilities. 

_ Continuity: It is an ongoing activity, posing a persistent threat to society. 

_ Profit-driven: The primary objective is to generate substantial illegal profits. 

_ Violence: Violence, or the threat of violence, is frequently used to achieve the objectives of 

organized crime. 

_ Diversity: Organized crime encompasses a wide range of illicit activities, including drug 

trafficking, money laundering, human trafficking, and terrorism. 

_ In the fight against organized crime, authorities face numerous challenges, including: 

_ Complexity: The intricate nature of organized crime makes it difficult to investigate and 

apprehend perpetrators. 

_ Global Networks: Organized crime operates across borders, making international 

cooperation essential but also challenging. 
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_ Corruption: Law enforcement agencies may be infiltrated by individuals involved in 

organized crime, which hinders anti-crime efforts. 

_ Technological Advancements: Criminal organizations make use of advanced technology 

for communication and concealment, complicating efforts to track and capture them. 

 

1.2 The Concept of Artificial Intelligence Systems 

In recent years, the term “AI entities” has gained prominence, playing a pivotal role in 

investigative and analytical operations in several developed countries. This has reinforced the 

concept of a "Safe City," contributing to a significant reduction in crime rates in these regions. For 

example, the U.S. Federal Bureau of Investigation (FBI) reported a 3.3% decrease in violent crime 

and a 3.6% decrease in theft rates in recent years, partly attributed to the deployment of AI systems 

nationwide.
8
 

The level of AI's development is closely tied to the frequency of its interaction; the more it is 

used, the better AI becomes at responding to surrounding events. This capability has been harnessed 

by technological systems and websites to analyze user preferences, behaviors, and tendencies, 

irrespective of their nature. 

AI systems play a central role in investigative and analytical processes, mainly due to their 

accuracy and lack of human bias, which makes them especially effective in investigating certain 

crimes, such as theft, identity fraud, child sexual abuse online, and cyberattacks.
9
 

Major global companies in the internet sector have begun utilizing AI systems in criminal 

investigations. For instance, in 2021, Facebook reported using AI to identify over nine million 

images of child pornography within just three months. Additionally, around 200 law enforcement 

agencies in the U.S. use AI systems to track and identify victims of human trafficking and sexual 

slavery.
10

 

Thus, AI holds considerable importance in the detection and investigation of crime. However, 

the real concern, as some argue, lies in placing too much trust in these smart systems, which could 

be dangerous if there is inadequate oversight to regulate the development of such technologies. 

There is also an urgent need to advance the legal frameworks that govern this field, especially given 

AI's ability to sift through vast amounts of data in criminal investigations. This underscores the 

importance of defining AI systems and understanding their evolution before addressing the legal 

regulation of their use in investigative and analytical processes.
11

 

AI can be defined as: "The ability of digital machines and computers to perform specific tasks 

that mimic the operations carried out by intelligent beings, such as the ability to think or learn from 

past experiences or other cognitive processes." The goal of AI is to develop systems that exhibit 

intelligence and function similarly to humans in terms of learning and understanding.
12

 

Consequently, AI systems replicate human thought and behavior across various fields and can 

be applied in numerous areas today, such as forensic science, investigations, criminal tracking, and 

even in judicial and law enforcement processes.
13

 

Therefore, AI systems refer to systems and devices capable of performing tasks that are 

traditionally carried out by humans. They possess remarkable abilities to analyze critical data and 

information according to programmed algorithms, contributing to human-like qualities such as 

memory, prediction, and reasoning .
14

 

The development of AI systems has progressed through various initiatives, with one of the 

most notable being robots designed to mimic human actions in different domains. However, these 
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systems differ from natural human intelligence and possess unique characteristics and features, 

which will be discussed further below.
15

 

3.1 Characteristics of Artificial Intelligence Systems in the Fight Against Organized Crime 

Artificial intelligence (AI) systems possess a range of characteristics that make them valuable 

not only in investigating and solving crimes but also in predicting their occurrence. This capability 

has driven many countries to adopt AI systems and robots to address complex legal challenges. Law 

enforcement agencies in countries such as the United States, Germany, and the United Kingdom, 

among others, have successfully integrated AI into criminal investigations. In the Arab world, 

Algeria has also employed AI systems in a professional manner, though these systems have not yet 

conducted independent investigations but have served as supportive tools. Some of the key 

characteristics of AI systems include:
16

 

_ Accuracy and Speed: AI systems deliver desired results quickly and accurately, thanks to 

the algorithms they use, which perform necessary operations based on clear mathematical 

formulas. 

_ Learning and Error Avoidance: AI systems are designed with algorithms that help them 

avoid repeating mistakes, based on specific programming that enables continuous 

improvement. 

_ Ability to Apply Past Experiences to New Situations: AI systems can efficiently apply 

previously acquired knowledge to new scenarios, creating an internal information bank 

within the AI entity using predefined algorithms. 

_ Rapid Development Mimicking Human Cognition: AI systems can evolve quickly, 

simulating human cognitive processes to enhance their effectiveness in a variety of 

situations. 

_ Communication and Execution: AI systems are capable of interacting with humans, 

receiving signals, and executing actions with precision and speed. 

 

4.1 Disadvantages of Artificial Intelligence Systems 

Despite the numerous advantages and characteristics of AI systems, they also present several 

drawbacks and limitations, which can be summarized as follows:
17

 

_ Use of Incorrect Data: If inaccurate data is used, it can lead to erroneous results, 

potentially affecting the performance of AI systems and rendering their outputs unreliable. 

_ Potential Over-reliance on Technology: The widespread use of AI could result in a 

scenario where machines dominate human life, limiting human development and self-

learning due to excessive dependence on AI systems in various sectors. 

_ Vulnerability to Hacking: Like all technological systems, AI systems are vulnerable to 

cyberattacks, especially from powerful entities or nations, despite efforts to strengthen their 

defenses. This vulnerability stems from the continuous and significant advancements in AI 

technologies.
18

 
 

Despite these drawbacks, the benefits of AI far outweigh the risks, which generally arise from 

improper use or implementation errors. However, this does not mean AI should be used 

indiscriminately. Instead, AI systems should be cautiously introduced in the early stages, tested 

repeatedly to avoid mistakes stemming from improper use
19

. It is also important to note that human 

investigators are not immune to errors, which can sometimes be even more severe than those made 

by AI. Furthermore, AI systems are typically well-protected from cyberattacks, making the 

occurrence of errors due to security breaches a rare event.
20
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Section II:Legal Framework for the Use of Artificial Intelligence Systems in Combating 

Organized Crime 

The investigation process begins as soon as a crime occurs, with law enforcement identifying 

the perpetrators, securing the tools used in the crime, collecting the suspects' fingerprints, and 

referring them to the public prosecutor. 

In many cases, law enforcement officers must visit the crime scene to gather evidence and 

document their observations. If there are ambiguities or gaps in the evidence or information, it may 

require revisiting the crime scene, either by order of the public prosecutor or the investigating 

judge.
21

 

However, with the advancement of AI technologies, the question arises: Do investigators still 

need traditional methods for crime investigations, evidence collection, and analysis? Are existing 

legal frameworks evolving to accommodate these developments? Or is it time to reconsider the 

legal texts governing criminal procedure? These questions will be explored by examining the legal 

challenges associated with the use of AI systems in criminal investigations and proposing possible 

legal solutions for incorporating them into criminal investigative practices. 

1.2 Algerian Legal Framework in Addressing Organized Crime Using AI Applications 

Currently, Algerian law does not contain specific provisions supporting the use of artificial 

intelligence (AI) technologies, particularly in the fields of crime investigation and detection. As a 

result, crime investigations under the Algerian Code of Criminal Procedure (C.P.P.) must be 

conducted using traditional methods, as stipulated by law, under the threat of invalidation. Without 

legal recognition of AI technologies, they cannot be regarded as legitimate tools for the Public 

Prosecution or judicial police in uncovering crimes and identifying perpetrators. The use of AI in 

investigations could render the process void, potentially leading to the invalidation of subsequent 

actions. 

However, it is important to clarify that this issue does not concern the use of AI systems for 

evidence collection or the extraction of forensic data from a crime scene, as this task is specifically 

assigned to the technical and scientific police  .
22

The main concern is whether AI systems 

themselves can replace human investigators in tasks such as interrogating suspects and conducting 

investigations. 

The Algerian C.P.P. does not address these technological advancements, as reflected in the 

following provisions: 

_ Article 12/3 of the C.P.P. stipulates that the judicial police are responsible for investigating 

crimes outlined in the Penal Code and gathering evidence, provided that an investigation has 

not yet begun. 

_ Article 13 mandates that, once an investigation has commenced, the judicial police must 

carry out the orders of the investigating authorities and fulfill their requests. 

_ Article 17 states that judicial police officers are tasked with receiving complaints and 

reports, collecting evidence, and conducting preliminary investigations. 

_ Article 18 requires judicial police officers to compile records of their actions and promptly 

inform the Public Prosecutor of any felonies or misdemeanors they uncover. 
 

From these provisions, it is clear that the role of the judicial police is firmly rooted in human 

involvement in evidence gathering and conducting investigations, with AI not being recognized as a 

legitimate tool in these processes under the current legal framework. 
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2.2 Legal Challenges in the Use of AI for Investigation and Evidence Gathering 

As society progresses and living standards improve, the complexity and sophistication of 

criminal activities, especially those involving modern technological tools like AI, also rise. Crimes 

committed through AI systems pose unique challenges that demand equally advanced tools to 

address them. One such challenge is cybercrime, which has distinctive characteristics that make it 

particularly difficult to control and investigate. Some of the key features of cybercrime include:
23

 

_ Ease of committing and hiding digital crimes: Perpetrators can easily conceal their tracks, 

making it challenging for investigators to trace the crime. 

_ High intelligence requirements: These crimes often require specialized knowledge of 

technology, meaning that ordinary investigators may struggle to draw accurate conclusions 

without advanced technical expertise. 

_ Remote commission of crimes: Cybercrimes can be perpetrated from any location in the 

world. The victim may be in one country, while the perpetrator could be in an entirely 

different jurisdiction, complicating international cooperation and coordination.
24

 

Given these challenges, it is crucial for law enforcement to match the technological level that 

criminals use to commit their crimes. This may involve the use of AI systems in the investigation 

process to assist in tracking, analyzing, and interpreting the large volumes of data associated with 

these crimes. The question that arises is: Should AI systems themselves be allowed to conduct 

investigations and gather evidence, or should they only serve as tools to assist human 

investigators?
25

 

To address this issue, two potential scenarios need to be considered: 

1.2.2 Using AI Systems in Criminal Investigation and Detection of Organized Crime 

Digital tools and artificial intelligence systems are increasingly recognized as pivotal 

instruments within investigative and evidentiary frameworks. As previously noted, crimes 

perpetrated through advanced technologies often present significant challenges in terms of proof, 

necessitating the use of specialized mechanisms to establish evidence. Among these, artificial 

intelligence systems stand out as particularly effective. Nations such as China, the United States, 

and other technologically advanced countries have leveraged these systems to resolve intricate 

digital challenges.
26

 

These systems are notable for their capacity to arrive at investigative conclusions and collect 

evidence autonomously, without the need for human intervention. This autonomy enables them to 

produce precise outcomes, which are instrumental in identifying perpetrators with remarkable 

accuracy.
27

 

However, Algeria has yet to integrate these systems into its legal infrastructure. That said, the 

provisions within the Code of Criminal Procedure, 
28

along with certain specific legal texts, are 

sufficiently expansive to accommodate the inclusion of these technologies as investigative and 

evidentiary tools. 

In this context, judicial authorities may utilize artificial intelligence systems during the 

investigation and identification of criminal suspects. Nevertheless, it is not permissible to entrust 

the entirety of the investigative and inferential process to the system, even if it possesses the 

capability to carry out such tasks. Despite the existence of several laws aimed at addressing 

cybercrimes and electronic offenses, none specifically authorize artificial intelligence to 

independently conduct investigations or make inferences. The term "artificial intelligence" remains 

unmentioned within these legislative frameworks, and the legal discourse continues to address 

cybercrimes without fully incorporating artificial intelligence in its scientific and technical 

dimension.  
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2.2.2 Investigating Organized Crime Using AI Systems 

The Algerian Code of Criminal Procedure does not include provisions for AI systems to 

conduct investigations or gather evidence independently. As noted earlier, the law anticipates human 

involvement in investigative tasks. The idea of AI independently conducting investigations and 

gathering evidence is not feasible within the current legal framework. However, AI can still serve as 

a tool for investigators during crime detection and evidence collection, but it cannot act as an 

autonomous agent responsible for the investigation itself. Should AI be used to conduct 

investigations independently, the process would be considered invalid, and any actions taken could 

be contested at any stage of the legal proceedings.
29

 

 

Conclusion 

This study addresses the growing issue of organized crime and the role of AI systems in 

exacerbating these crimes, particularly within the context of the ongoing technological revolution. 

The relationship between AI and organized crime is complex and continuously evolving. While 

criminals have utilized AI to facilitate their illegal activities, it also offers law enforcement 

unprecedented opportunities to address the challenges of predictive crime-fighting. 

The research explores the concepts surrounding AI, its features, and its limitations. 

Additionally, the study distinguishes between using AI systems as a tool to assist in crime 

investigations and the notion of AI independently conducting investigations, which is not currently 

envisioned under the Algerian Code of Criminal Procedure. 

 

Recommendations 

Based on the findings, the following recommendations are proposed: 

_ Amend the Algerian Code of Criminal Procedure to explicitly recognize the use of advanced 

technologies and AI systems in crime detection and investigation. This would integrate AI 

into the legal framework, allowing its use as a tool without conflicting with existing 

procedural laws. 

_ Introduce a legal provision permitting AI to independently conduct investigations in certain 

digital crimes, especially when the crime can only be identified or investigated using AI's 

capabilities. Such provisions should be subject to strict guidelines and oversight to ensure 

accountability and fairness. 

_ Encourage international cooperation by establishing agreements that facilitate the use of AI 

systems to combat cross-border organized crimes. This would acknowledge the global 

nature of cybercrimes and the necessity for coordinated efforts to tackle these challenges. 
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