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Abstract : 

Achieving contractual security in smart contracts is a crucial subject in the 

realm of financial and legal technology. This type of contract involves the utilization 

of blockchain technologies for its formation. These contracts rely on encrypted 

algorithmic software that is tamper-proof and contains detailed terms and conditions 

of the contract, enabling the contracting parties to interact and execute contracts 

securely and autonomously without the need for a third party. This reduces risks and 

increases trust between the parties throughout various stages of the smart contract, 

starting from smart negotiation to smart execution. 

Keywords : : Smart Contract; Blockchain; Contractual Security; Contract 

Formation. 

  :خصلم

الخعاقدي في العقود الركيت موطوعا هاما في عالم الخكنولوجيا الماليت و القاهوهيت،  الأمنٌشكل 

، حعخمد هره العقود على بسامج لإبسامهاًخظمن هرا النوع من العقود اسخخدام جقنياث البلوكدشين 

 طسافلل العقد بشكل مفصل جديح  أحكامخوازشميت مشفسة غير قابلت للخلاعب و التي جحخوي على شسوط و 

المخعاقدة في الخفاعل و جنفير العقود بشكل امن و الي دون حاجت الى طسف ثالث مما ًقلل من المخاطس و 

د في الثقت بين  من مسحلت الخفاوض الركي وصولا  ابخدءاو ذلك في مخخلف مساحل العقد الركي  الأطسافًصٍ

 مسحلت الخنفير الركي . إلى

   .العقد ،إبرام الأمن التعاقدي ،البلوكتشين،العقد الذكي  :الكلماث المفخاحيت
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Introduction 

In light of rapid technological advancements and the digital transformation era, smart 

contracts have become an effective means of achieving contractual security in economic exchange 

processes. Smart contracts represent an important development in the world of contracting, 

combining Blockchain technology
1
 and artificial intelligence to enable the automatic and secure 

execution of the terms and conditions agreed upon by the parties involved. 

The term "smart contracts" first appeared in the early 1990s, thanks to the American legal 

scholar and programmer Nick Szabo in 1994, who published an article titled "Smart Contracts," in 

which he introduced the idea of contracts that are automatically executed and governed by software 

rather than human intervention, which is now known as smart contracts. 

In 2009, the cryptocurrency Bitcoin and the Blockchain technology emerged, allowing all 

transactions to be recorded securely and safely. This distributed and tamper-proof system provided 

a new opportunity to implement the concept of smart contracts in a more advanced way. 

Furthermore, in 2013, Vitalik Buterin launched Ethereum, which greatly contributed to the 

development and diversification of the uses of this underlying technology, including smart 

contracts. 

There has been notable progress in the legislation surrounding smart contracts in several 

countries around the world. In recent years, there has been growth in the regulation of the uses of 

symbolic technologies, including smart contracts, reflecting an increasing interest in blockchain 

technology applications. Developed countries such as the United States, Switzerland, and China 

have been working to create legislative environments that support and regulate the use of smart 

contracts, reflecting their desire to enhance innovation, support technological development, and 

ensure protection and security for the users of these contracts. 

Laws such as the Uniform Electronic Transaction Act (UETA) regulate electronic signatures 

and the presentation of electronic contracts in the United States, as well as the Electronic Signatures 

in Global and National Commerce Act (ESIGN), which defines the rules that confirm the legal 

validity of electronic signatures and contracts. 

Similarly, in Switzerland, the Federal Act on the Amendment of Federal Legislation on the 

Connection with the Adoption of Legislation to Developments in Information Technology (FADIT) 

was introduced to keep pace with developments in information technology, including smart 

contracts. 

As for the French law, there has been hesitation in supporting the digitization of contractual 

practices. The topic of electronic contracts was completely overlooked in the 2016
2
 reform of the 

Contract Law. However, blockchain technology was later recognized through a class of financial 

instruments known as "Mini Bons" or treasury bonds, as well as in the Anti-Corruption Law and the 

modernization of economic life.
3
 

Regarding Arab states, it is worth noting that most have yet to adopt laws explicitly dealing 

with smart contracts. The United Arab Emirates (UAE) is a leading country in using financial 

technology and smart contracts. The UAE issued Law No. 2 of 2002 concerning electronic 

transactions and commerce specific to the Emirate of Dubai, followed by Federal Law No. 1 of 

2006. Both laws contain clear references that can be beneficial for blockchain technology, 

mentioning all the terms and concepts relied upon by blockchain
4
. 

In Algerian legislation, smart contracts are an increasingly important topic. However, they 

are not considered part of the electronic contracts and transactions regulated by Algerian 

lawmakers, as there is no specific provision referring to blockchain technology. 
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In view of the above, and with the emergence of smart contracts and their use in contracting 

processes, a question arises regarding the level of trust that contracting parties place in the smart 

programs used for the creation and execution of contracts. Furthermore, to what extent is the 

principle of contractual security realized in smart contracts? 

To answer this issue, we have relied on the descriptive, analytical, and comparative approach. 

Accordingly, we will divide our study into two sections: 

1. Contractual Security in the Smart Contract conclusion Phase 

2. Contractual Security in the Smart Contract Execution Phase 

 

1. Contractual Security in the Smart Contract concluding Phase:  

The smart contract concluding phase consists of several stages, starting with the smart 

negotiation phase, which aims to define the terms and details of the contract in a transparent and 

comprehensible manner for all parties involved. This progresses to the smart completion phase, 

which is crucial in ensuring the correct execution of the contract according to the agreed-upon 

terms. 

1-1- Smart Negotiation Phase: 

Before the formation of a smart contract, as with any other contract, a negotiation and 

bargaining phase must take place. This phase is of significant importance in contracts, in general, 

because it allows for proper preparation of the agreement, which can prevent disputes between the 

parties in the future. 

Negotiations refer to the exchange of proposals, compromises, correspondence, reports, 

technical studies, and even legal consultations exchanged by the parties involved before the contract 

is made, ensuring that both are aware of the best legal forms that serve the interests of the parties 

and understand the resulting rights and obligations
5
. 

In the context of smart contracts, smart negotiations are one of the digital methods 

implemented using intelligent software. These programs stand out for their distinctive features, 

including the ability to make independent decisions and adapt to various circumstances that may 

arise during negotiations without the need for human intervention
6
. 

Smart programs have evolved with the advancement of artificial intelligence. For example, 

the Massachusetts Institute of Technology (MIT) designed a digital marketplace known as 

"Kasbah," which was one of the virtual markets demonstrating negotiation processes conducted by 

trusted intelligent programs
7
. 

Subsequently, smart programs became more effective in the negotiation processes, 

especially in determining the terms of the contract. These terms may include aspects that are not 

previously known to the users during the negotiation, due to the smart program’s ability to assume 

responsibility independently at this stage. The program benefits from its previous experiences and 

knowledge in setting the terms, which is one of the distinctive features of digital smart programs. 

Additionally, it may be difficult for the programmer to predict the program's behavior in advance 

due to the complexities and continuous changes in the negotiation circumstances
8
. 

In addition, digital platforms provide users of smart programs with the ability to track all 

stages of smart contracts, including the smart negotiation phase, by accessing the DATA room 

available on these platforms. This is done within an informational protocol known as Building 
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Information Management (BIM), ensuring the exchange of documents and compliance with the 

agreed deadlines in such contracts
9
. 

Smart programs negotiating with each other aim to achieve the user’s goals and interests, 

leading to what is known as competitive smart negotiation. This is similar to traditional negotiations 

between natural persons, in terms of the repeated exchange of offers, with the goal of either 

concluding the contract or terminating the negotiations
10

. 

It is worth noting that the negotiation process does not occur randomly through the smart 

programs representing the parties involved in the contract, but rather is subject to specific rules and 

regulations. These include the number of parties participating in the negotiations, the maximum 

number of rounds allowed, as well as the instructions and protocols followed in the process. These 

rules and regulations vary depending on the design of the digital platforms, the capabilities of the 

smart software, and the negotiation strategies employed, reflecting a disparity in platform 

technology and its ability to effectively meet users' needs
11

. 

Besides, these programs rely on a specific model that contains data and information 

reflecting the user's intentions and will, in order to make the appropriate decision regarding the 

completion of the smart contract and the termination of negotiations. Of course, these instructions 

vary from one smart program to another, depending on the nature of the contractual transaction. In 

some cases, these instructions may be complex, while in others they may be less complicated, 

highlighting the importance of this information in directly guiding the decisions of the smart 

programs
12

. 

Based on that, smart negotiations can be defined as the process through which interaction, 

exchange of offers, and discussions take place between smart programs via blockchain-based 

databases or other digital smart platforms. The goal of this process is to conclude smart contracts in 

the best interest of its users, and it offers flexibility in determining and terminating its terms 

according to the specified circumstances and needs. 

1-2 The Smart Completion Phase : 

The smart contract raises a number of unresolved legal questions regarding how the smart 

contract council is achieved through digital platforms, as well as determining the time at which the 

smart contract is considered to be finally completed and the location of its conclusion for the 

contracting parties. Therefore, we will address, in this context, the smart expression of will (first), 

as well as the time and place of the smart contract’s conclusion (second). 

1-2-1 The Smart Expression of Will: 

A smart contract assumes the existence of two wills and their agreement to produce a legal 

effect. One party must make an offer, followed by the acceptance of the second party, through smart 

programs that represent these parties on the digital platforms they operate on. 

A-) The Smart Offer: 

An offer can be defined as a definitive expression of the will of a person who proposes to 

another party to enter into a specific contract under defined conditions, so that when this offer is 

followed by a matching acceptance, the contract is concluded. In this case, the expression of will is 

considered an offer when it is precise, specific, and definitive
13

. 

As for the smart offer, it is considered a new method of expressing the will of a person 

without the need for their direct intervention at the time the offer is made by the smart offer 

program. The smart offer in smart contracts can be defined as an expression of the will of the party 

wishing to contract, made through a smart program that includes all the essential elements and 
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conditions required to conclude the contract. This is done through blockchain-based database 

platforms or other smart digital platforms
14

. 

After verifying these conditions through a digital signature using the user's private key, the 

conditions are converted into an encrypted format that can only be understood by the smart 

programs operating on these platforms. These conditions must include the elements of the offer, 

ensuring that it is definitive, final, and precise, meaning it includes all the essential elements of the 

contract. In this way, the offer is considered to have been effectively made
15

. 

The offer made by these programs should not necessarily be directed to a specific person; it 

can be addressed to one individual, multiple individuals, or even to the public. Additionally, it can 

have a specified time period or remain indefinite, aligning with the nature of how the smart offer 

functions
16

. 

B-) The Smart Acceptance: 

Acceptance is the definitive expression of the will of the party to whom the offer is made, 

agreeing to the proposal presented by the offeror. Acceptance is the agreement to form the contract 

based on the offer, and it is often issued after the offer. It is referred to as the second will, while the 

offer is considered the first will
17

. 

According to general provisions, acceptance must meet specific conditions. It must be clear 

and definite, produce legal effects, and have an external manifestation. Additionally, the acceptance 

must match the offer and not include any reservations or exceptions, meaning it should not alter, 

limit, or add to the offer; otherwise, it would be considered a new offer
18

. 

The acceptance in a smart contract does not differ from that in a traditional contract, except 

in the medium through which it is made, which is the internet
19

. 

In smart contracts, the acceptance is made by the offeree when they express their agreement 

to the offer by signing the contract with their private key. This is then encrypted on blockchain-

based databases or other smart digital platforms through which the contractual process is carried 

out
20

. 

Once the smart program receives the offer directed to its user, it can issue an acceptance according 

to the provided conditions and instructions, provided that they match the terms of the offer. After 

achieving this full alignment, the smart contract is concluded by the smart program in favor of the 

users, ensuring their interests are effectively realized according to the predefined terms
21

. 

1-2-2: Time and Place of the Smart Contract Conclusion: 

In traditional contracts, the contract is concluded when acceptance is coupled with the offer. 

At that moment, the wills of the contracting parties align to finalize the contract, which can occur 

either in a physical assembly (i.e., between present parties) or in a virtual assembly (i.e., between 

absent parties). Determining the time of conclusion for traditional contracts does not present 

significant legal challenges when compared to the determination of the time and place for the 

conclusion of smart contracts, due to the unique nature of the latter. This will be explained further 

below: 

 

A-) The Time of Conclusion of the Smart Contract: 

Determining the time of acceptance refers to identifying the moment when the contract is 

concluded, according to the general rules of contracts. This depends on whether the contract is 
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between present or absent parties
22

. In the case of a contract between present parties, the moment of 

acceptance is the moment the acceptance is issued, meaning the contract is concluded at the same 

time the offer is accepted. 

However, in the case of a contract between absent parties, according to Article 67 of the 

Algerian Civil Code, the moment of conclusion of the contract is when the offeror becomes aware 

of the acceptance. It is assumed that the contracting party becomes aware of the acceptance at the 

place and time it reaches them. It is known that there should not be a time lapse between the 

moment the acceptance is issued and the moment the offeror becomes aware of it, if the contract is 

between present parties. If there is a time lapse between the two, the contract is considered to be 

between absent parties
23

. 

As for contracting via blockchain, the smart programs on digital platforms based on 

blockchain technology replace the offeror in determining the acceptance from the offeree. 

Therefore, there is no need for a time lapse to define the moment of conclusion of the smart 

contract. The contract is concluded as soon as the smart acceptance is issued and linked to the smart 

offer presented to the offeree. Consequently, smart contracting via blockchain is considered a 

contract between present parties, as the programs independently handle the process, acting in place 

of the contracting parties and expressing their wills
24

. 

The blockchain network manages the execution of the contract without referring to the 

parties or needing permission or authorization from anyone
25

. 

B-) The Place of Conclusion of the Smart Contract: 

Although contracting via blockchain is considered a contract between present parties in 

terms of time, it is regarded as a contract between absent parties in terms of location. This is due to 

the contracting parties using smart programs across blockchain-based platforms from different 

locations. Therefore, the rules governing contracts between absent parties apply when determining 

the place of conclusion of the contract. This means that the place of conclusion of the smart contract 

is the place where the offeror is located at the moment the acceptance is issued, unless otherwise 

agreed or a conflicting legal provision exists
26

. 

2- Contractual Security in the Execution Phase of Smart Contracts: 

The execution phase of smart contracts is one of the most critical phases these contracts go 

through, as it generates significant legal effects. Smart programs are responsible for fulfilling rights 

and obligations. To ensure the successful execution of a smart contract, a set of conditions must be 

met. Therefore, this section will be divided into two sub-sections as follows: 

1-1: Mechanism of Smart Execution: 

The fundamental principle in contractual obligations is the fulfillment of what the obligor 

has committed to, regardless of the content of the obligation, whether it involves providing 

something, performing a specific act, or refraining from an act. The obligor is responsible for 

carrying out their commitment. 

Furthermore, the principle of good faith must govern the execution of the contract, as stated 

in the first paragraph of Article 107 of the Algerian Civil Code. 

Smart programs are responsible for executing smart contracts autonomously, without the 

need for human intervention as an intermediary in the transaction, once the conditions set by the 

parties are met. This is why such contracts are referred to as self-executing contracts
27

. 
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And according to the rule "If this…then that,"
28

 smart contracts operate based on predefined 

conditions. Furthermore, once smart contracts acquire executive power, meaning once they are 

concluded and become binding, no modifications can be made to them. The data included in the 

contract’s terms are fixed and unchangeable
29

. 

As a result, insurance companies have started using smart contracts to execute insurance 

agreements via blockchain-based platforms. For example, AXA Insurance created the digital 

platform "Fizzy," which allows users to easily conclude smart contracts using blockchain 

technology. This ensures transparency, accuracy, and security in executing the specified terms. 

Travelers, for instance, can rely on "Fizzy" for automatic compensation in case of flight delays 

exceeding the limit specified in the smart contract. Thanks to this platform, risks and costs 

associated with traditional insurance operations are mitigated, providing a more comprehensive, 

faster, and efficient experience in fulfilling contractual obligations. 

These smart contract models are an essential part of technological advancement in the 

insurance industry and reflect the efforts made to provide innovative and secure solutions for the 

parties involved
30

. 

Cryptocurrency transactions via blockchain platforms are one of the prominent applications of 

smart contracts. Whether used for fulfilling obligations or for the buying and selling of 

cryptocurrencies, these transactions can be executed smartly through the use of intelligent 

programs. 

In this regard, it is worth mentioning the ruling issued by the Massachusetts District Court in 

the United States in 2018, which declared the legitimacy of dealing with cryptocurrencies. The 

court ruled that cryptocurrency transactions are permitted, as they are considered commodities 

subject to the Commodity Exchange Act. Therefore, any manipulation, fraud, or deceit in 

cryptocurrency transactions falls under the authority of the Commodity Futures Trading 

Commission (CFTC)
31

. 

However, the question remains regarding how smart execution can be achieved when some 

contractual obligations require recognition of the physical real world to activate the automatic 

execution mechanism and replicate it on the blockchain. This necessitates relying on the services of 

a trusted intermediary known as an "Oracle."
32

. 

 

This software system forms the communication bridge between the virtual digital world and 

the physical real world. It serves as the digital intermediary relied upon to establish the connection 

and provide services to smart programs via blockchain platforms, enabling them to fulfill their 

smart contractual obligations. In certain cases, the execution of these obligations depends on 

obtaining data and information from outside the environment or platform where the program 

operates
33

. 

The importance and effectiveness of the Oracle program are particularly evident in ongoing 

smart contracts, as time is a crucial element in such contracts. The execution of obligations occurs 

in installments, which means that smart programs on digital platforms need periodic updates of data 

and external information regarding the subject of the contract to ensure the proper execution of the 

smart contract. The services provided by the Oracle program allow for the sequential and successive 

execution of the contract's terms, ensuring the rights of the contracting parties. These smart 

programs work for the benefit and on behalf of the parties within these digital smart platforms. 

Given the above, smart execution is not a simple task for the programs that operate on behalf 

of users. While some contracts are executed easily, others face challenges, especially those that 



Kortebi Souhila . Elmerre Siham 

 

122 Achieving Contractual Security in Smart Contracts 

 
 

require information and data that may not be available on digital smart platforms but rather in the 

physical real world. This is where the challenge of executing smart contracts lies. However, thanks 

to technological advancements and artificial intelligence, some smart servers have emerged, acting 

as intermediaries between the digital world and the physical reality. 

1-2 Conditions of Smart Execution: 

The fundamental idea behind smart contracts is the ability to automatically and intelligently 

execute obligations based on pre-defined conditions. However, to achieve this successfully, certain 

important conditions and factors must be in place to apply the concept of smart execution to this 

contractual model. 

1-2-1 Contracting via Digital Smart Platforms: 

This condition implies that the contract must be executed through blockchain-based 

platforms that support the idea of smart execution
34

. Furthermore, it is important to note that 

contracts made in this smart environment do not require direct interaction between the contracting 

parties. Instead, these platforms manage the process of smart contracting
35

. 

It is also noteworthy that blockchain platforms possess technological capabilities that enable 

them to carry out a series of processes and procedures to ensure the integrity of the contracting 

process. These capabilities include verifying the accuracy of the data and information contained 

within the platform
36

. 

In addition, once the data has been validated, the blockchain platform stores and preserves 

the data through digital encryption. These platforms are also characterized by decentralization, 

which is one of their core features. Decentralization can facilitate the distribution of the smart 

contracting model within the platform, with all stages of the contract being formed through this 

platform
37

. 

1-2-2 The Contract Must Be Executed by Smart Programs: 

The smart program is the essential element in the execution of smart contracts, due to its 

unique features, including autonomy in performing the tasks assigned to it. The smart program has 

the ability to make decisions and execute actions without the need for direct human intervention. 

Moreover, the smart program provides these services within smart digital platforms that 

include a group of smart programs, each designed to perform a specific function that contributes to 

achieving the set goals. Therefore, the smart program collaborates with these programs to execute 

smart contracts comprehensively and effectively within the digital platform
38

. 

Thus, the autonomy of the smart program is measured in relation to the user, not in relation 

to other smart programs. The assistance the program provides to other programs occurs within the 

execution processes it is tasked with and does not affect its autonomy
39

. 

1-2-3 The Binding Force of the Smart Contract: 

The importance of smart contracts executed through blockchain platforms becomes apparent 

after they gain binding force. No party to the contract is allowed to modify it by adding, removing, 

or altering any conditions. The obligations arising from the contract are executed by the smart 

program. 

Therefore, the principle of mandatory execution has been established, where the smart 

programs operating on blockchain platforms are responsible for the smart execution. In addition, 
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these platforms provide certain guarantees to facilitate the execution of contractual obligations and 

strengthen the contractual penalties in the event of a breach of those obligations
40

. 

1-2-4 : The Conditional Nature of Smart Contracts: 

The smart program has the ability to execute smart contracts based on the "(If...then)" rule, 

where contractual obligations are executed sequentially, consecutively, and gradually according to 

the conditions agreed upon in the contract
41

. Therefore, the content of the smart contract must be 

formulated in a way that aligns with the nature of how smart programs operate, in order to ensure 

the integrity of the smart execution. This can be achieved by using conditional statements. For 

example, if the goal of the smart contract is to purchase a digital book from the book owner, the 

contract stipulates that upon delivery of the book to the buyer, the amount will be transferred and 

paid to the book owner's account. 

Additionally, the execution of smart programs depends on the programmed conditions, as 

they do not interact with people but instead operate with their own specific programming 

language
42

.  

In the case of unclear contractual conditions, this could lead to errors during the contract's 

execution, negatively affecting the user. Sometimes, the program may fail to execute the contract 

conditions due to the prior experiences it has gained, and it may determine that these conditions do 

not align with the corresponding obligations in the smart contract
43

. 

Based on the above, the contracting parties must interpret the contractual intent by 

expressing their will through the instructions and conditions they provide to the smart programs. 

This will must be formulated in a way that aligns with the programming system of blockchain 

platforms or any other digital smart platform. 

Conclusion: 

At the end of this research paper, we have reached several findings and recommendations. 

 

First: Findings: 

 

 Smart contracts are electronic contracts that use blockchain technology for their execution. 

These contracts rely on encrypted, algorithmic, and tamper-proof programs, which contain 

the detailed terms and conditions of the contract. These encrypted programs operate on 

blockchain platforms such as Bitcoin and Ethereum. They allow the contracting parties to 

interact and execute contracts securely and automatically. 

 In smart contracts, the agreement between the parties is made through the electronic 

expression of their will, which reduces costs by eliminating the need for a third party such as 

a lawyer, mediator, or notary. These contracts are characterized by autonomy, as the 

agreement is made in a voluntary and efficient manner through the automatic verification of 

the parties' identities. 

 The process of executing smart contracts is not limited to digital platforms only but also 

requires interaction with the real world to achieve full execution. Technological 

advancements provide a program known as an oracle, which acts as an intermediary 

between the virtual and real worlds, enabling smart programs to rely on it to obtain the 

necessary information and data to execute the obligations related to smart contracts. 

 Smart contracts offer superior contractual security thanks to several advantages. They 

enhance transparency by recording all details and transactions on the blockchain, and they 
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rely on encryption to protect sensitive data and information. Due to trust in the software, 

there is no need for a third party, which reduces risks and increases trust between the parties. 

 

Recommendations: 

 It is essential to update Arab legislation, including Algerian legislation, to align with the 

latest developments in contracting, including blockchain technology and smart contracts. 

 It is important to consider the need to reconcile modern developments in contracting with 

traditional contracting methods, including the traditional contract, which is one of the 

fundamentals of the current legal system. 

 It is necessary to legislate specific provisions for smart contracts at all stages, starting from 

smart negotiations to completion and smart execution, by establishing mechanisms, 

regulations, and instructions for each phase of this process, with a focus on the technical, 

legal, and procedural conditions required to ensure the success of smart contracts. 
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