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Abstract:

This article aims to highlight the great danger of the spread of hate speech in

cyberspace, through modern communication technologies that enable the rapid spread
of this speech, which amplifies racial, ethnic and religious discrimination in digital
spaces, where individuals and groups exploit the open nature of the Internet to spread
divisive ideologies by employing social stereotypes, political manipulation and
exclusionary beliefs as major contributors to the spread of hate speech, which is
classified into different levels: from biased attitudes and prejudices to violence and
even genocide.
Hate speech demonstrates an escalating nature of hostility across digital space, which
affects societal stability, by promoting division, hostility and violence. To confront
this phenomenon, we call for stronger legislation, better monitoring of social media
platforms, and educational efforts to promote tolerance and reduce the impact of hate
speech in the digital sphere.

key words: Hate speech, Cyberspace, Strategies, Racial discrimination, Online
incitement.

“ SLIMANI Cherifa: assistant Professor A’ >, Ibn Khaldoun University, Tiaret, Algeria.
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Slimani Cherifa

Introduction:

Hate speech has intensified and expanded as modern media and
communication technology has evolved and opened up cyberspace that has
enabled a huge number of individuals to continue embracing ideas, ideologies and
philosophies based on racial discrimination and religious and ethnic intolerance ,
and taking advantage of the advantages of wide cyberspace to achieve their goals
of escalating aggressive behaviour and sedition, Within diverse strategies feeds
different forms of hate speech in terms of style and content.

Given the gravity of the spread of hate speech and its negative repercussions
on the stability, perseverance and functioning of societies, we have decided in this
article to highlight the various strategies adopted by hate speech within
cyberspace to escalate aggressive behaviour and stir sedition.

1)- : Definition of hate speech
a)- Ligoya:

This concept consists of two words (speech) and (hatred). The speech in the
Arabs' tongue means "revision of speech, and I have spoken to him, speaking and
speakin "(1193 a=aw . 5ski) AN | translated it in French discours, which means "a
bunch of words to explain what we think ."(L'Académie francaise, 1798, p. 999).Hate
from the source is hate and "repeat it to him, hate it to him " (3865 &= . ,slais) <Which

is translated in French by haine and means "feelings of extreme hostility or
disgust "(Larousse, 2015, p. 201).
b)- Terminology :

Michel Foucault considers the speech as "a set of operatives as belonging to
the same rhetorical composition, it is not a rhetorical unit, or an endlessly
repeatable image, which can be seen and used throughout history. (with its
interpretation if necessary), it is a limited number of operatives, the conditions of
which we can determing (108 aziw 1987 . 5853) .

But when the word hate is added to this concept (speech), we do not find a
uniform and clear definition of hate speech where the United Nations
Organization defines it as: "Any kind of communication in speech, writing or
behaviour assailant ", attacks or uses derogatory or discriminatory language by
referring to a person or group on the basis of their identity, In other words, on the
basis of their religion, race, nationality, colour, descent, sex or any other factor of
identity, This is often rooted and generates intolerance and hatred. and in certain
contexts can be insulting and divisive " (United nations, 2020, p. 08) . In Algerian
law, according to the Official Gazette, hate speech is "All forms of expression
which propagate, encourage or justify discrimination, as well as those which
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include a method of contempt, insult, hostility, hatred or violence directed at a
person or group of persons on the basis of sex, race, colour, descent, national or
ethnic origin, language, geographical affiliation, disability or state of health ".
(05 Axmiye 2020 uaddl Adslyieadl Ayiliall & ssenll 2easyll 5us,2tf) Meta defines hate speech as:
"a direct attack on people - not on concepts or institutions "- (Meta, s.d.). Here
Meta excluded enterprises and concepts even though they are sometimes
representative of individuals and groups, and added in the definition that this
speech is "based on what we call features with protection rights: Race, descent,
national origin, disability, religious affiliation, social class, sexual orientation,
sex, gender, gender identity and serious diseases and defines attack as rhetoric
that incites violence, contempt or harmful stereotypes, or involves aggressive
terms, contempt, disgust, ostracism, insults, calls for exclusion or discriminatio "
(Meta, s.d.).

2)- . Causes of the spread of hate speech in cyberspace:

a)-  Sereotypical and racist views:

What promotes segregation, racial discrimination and the spread of
hate speech across the digital space is the prevalence of negative
stereotypes and generalizations around specific groups based on sex, race,
or religious or political affiliation, which creates and instills socially
circulated racist ideas as they manifest themselves in behaviors and
transactions with the target party where they have a harmful cumulative
effect.

b)-  Exclusionary convictions:

Cultural customs and traditions sometimes contain the convictions of
marginalization and exclusion of certain groups of society such as the likes
of popularity or regionalism in some societies that reinforce such exclusion
This creates a fertile environment for hate speech, reflected in the digital
environment through the spread and circulation of certain racist concepts
of a humorous nature with the aim of excluding, dwarfing and ridiculing
the other This causes psychological and even social damage to the target
group: such as excluding women from decision-making and attacking
people in shadow areas and viewing them from a negative perspective in
accordance with the theory of mass culture.

c)-  Political manipulation:

What creates a climate of hostility and division is the use of
ideologies fueled by concepts, policies and references of a marginalized
and marginalized nature through hate speech that is sometimes used as a
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d)-

Slimani Cherifa

political tool for politicians to pursue predetermined goals, such as
promoting political propaganda that tends to exploit cyberspace that allows
them to spread and penetrate a vast class of users. Political hate speech has
been and continues to be instrumental in some mass massacres and
genocides (such as Gaza's recent genocide).

Socialization:

Social rearing institutions play a major role in shaping children's
personality and shaping their attitudes and ideas in accordance with the
general principles of society the family, the school and the media have their
effects on children born with no hateful ideas at all. However, the social,
cultural and ideological environment may contribute to shaping the
attitudes of these children and instilling hatred in them towards others,
especially since today's children are technologically structured and
oriented. They believe in everything that is disseminated through their
digital media, which contains stereotypes and biased values, thus raising
individuals with feelings of hatred and hatred towards specific groups.
Social media misrepresentation:

Social media sites play a major role in spreading hate speech by
falsifying or concealing facts or focusing on certain aspects of directing
public opinion, often where media misrepresentation is driven by political
or economic agendas, which contributes to feeding hate speech among
audiences. In addition, hate speech is spreading rapidly and enormously,
owing to the information explosion of nations, as the various extremist
groups are religiously, socially and politically... Social media sites are used
to gain the largest number of supporters. They are a fertile ground for them
to increase their activity by exploiting the almost absolute freedom of
expression advantage offered by these platforms and the same period of
political, social, economic and... experienced by societies, all of these
factors are pillars of the spread of hatred and an appropriate medium to
increase the impact of hate speech on individuals.

3)- Levels of hatred in the digital space:

Hate speech expresses feelings or ideas that promote hatred or

discrimination against individuals or groups based on their different identities
such as race, religion, sex, nationality or any other personal character where such
speech includes insults, devaluation or threats to these individuals or groups in
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ways that may promote prejudice or violence, This speech takes on new and
dangerous forms across digital or cyberspace due to the wide and rapid
dissemination of information through electronic platforms that allow it to reach
millions of people in a short time, thereby increasing its negative impact. In view
of the negative and serious effects of this discourse, international organizations
have endeavoured to examine hatred and its various levels and have attempted to
formulate it into a pyramid designed by the Anti-Defamation League to categorize
human acts in terms of intolerance and view it as a good way of examining the
escalating nature of hatred because it is systematic " (2018 .51 ,s)

Form No. 01 represents the pyramid of hate (Rights for peace, s.d.)

Bias Motivated Violence

Murder, Rape, Assault,
Arson, Terrorism, Vandalism,

Acts of Bias

Bullying, Ridicule, Name-calling, Slurs/Epithets,
Social Avoidance, De-humanization, Biased/Belittling jokes

Biased Attitudes

This pyramid illustrates the levels of hatred that consist of five levels:
a)- Level I: Biased attitudes :

Describe the base of the pyramid the biased attitudes we see and hear every
day in schools, workplaces and communities... These include things such as
stereotypes, jokes and disparagement, blaming people for their collective identity
(scapegoats), light attacks or insensitive remarks. One may view these attitudes
as not a major problem or as not necessarily hurting anyone. However, prejudiced
attitudes that start with simple stereotypes about a group if left without a proper
response can easily turn into sustainable feelings about that group as these
attitudes serve as the basis of the pyramid, supporting more extreme levels of
hatred. In cyberspace, these biased attitudes can take the form of social media
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posts, comments on blogs, or even private messages, such expressions may not be
direct or offensive at first but may form the basis that could lead to a rise in riskier
behaviors in the future.

b)-  Level II: Prejudices

Based on prejudiced attitudes, more serious prejudices such as bullying and
nicknaming, insults, cynicism, telling playful jokes, social exclusion, prejudices
convey the biased attitude of "all of these are stupid" to actions that perpetuate the
idea of "I don't like or trust these people."

In the digital space, prejudices can take multiple forms such as:

1) - Biased comments and messages that include comments expressing negative
or discriminatory attitudes against individuals or groups.

2) - Abusive images and memes by posting images or memes reinforce negative
stereotypes that mock certain groups.

3) - Dissemination of misinformation through the promotion of false or
misleading information aimed at discrediting individuals or groups, thereby
promoting feelings of hatred and discrimination.

4) - Discrimination in interaction with digital content, such as ignoring or
scaling the posts or comments of certain individuals or groups based, for
example, on identity distinctions.

5) - Incitement to discrimination by publishing public calls for discrimination
or encouraging others to adopt prejudicial attitudes or discriminate.

6) - Unfair assessments by providing negative assessments or reviews based on
personal biases towards individuals or companies belonging to specific
groups.

7) - Prohibition or liquidation: liquidation or prohibition of persons or content
based on certain identities or backgrounds, thereby promoting segregation
or discrimination.

c)- Level 11 Discrimination

Once prejudiced attitudes and prejudices take hold, discrimination can
follow, triggering the biased attitude "I don't like or trust these people” to
discriminate, "I won't hire these people to work in my shop™ or "I won't let these
people live next door".

In the digital environment, discrimination manifests itself in a number of
ways that can significantly affect individuals and communities. Some of these
methods can be identified as follows:

1) - Discrimination in content by posting offensive or discriminatory content on
social media platforms or online forums.
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2) - Discrimination in access through restrictions on access to information or

digital resources based on certain characteristics, for example, there may be digital

platforms or services not available to individuals based on their geographical
location or social background.

3) - Bias in algorithms: Using Al algorithms and applications that promote

discrimination through recommendations and targeted content, algorithms based

on biased data can reinforce stereotypes or marginalize specific groups.

4) - Discrimination in advertising: Unfairly targeting ads based on certain

characteristics, for example: Certain categories may be targeted or excluded from

ads or opportunities based on information about their race, gender, or interests.

5) - Discrimination in comments and interactions: Individuals are exposed to

different levels of interaction based on their personal characteristics, some

individuals may be subjected to cyberbullying, harassment, or exclusion based on
their identities or backgrounds.

6) - Liquidation and prohibition: the unfair use of filter and prohibition tools,

resulting in the exclusion of individuals or groups based on their personal

characteristics, such liquidation may be based on comments or publications
involving certain opinions or interests.

7) - Dissemination of misinformation: dissemination of false or distorted

information aimed at discrediting certain groups or promoting negative

stereotypes can contribute to the promotion of discrimination and discrimination
against such groups.

d)- Level IV: Violence
Motivated by prejudice when discrimination is unchecked, bias-motivated

violence can occur such as desecration of property, threats and attacks, as well as

arson, terrorism, sabotage, assault and murder. In the digital environment, the
level of simple expressions rises to threats and actual violence, which may be
manifested in several forms:

1) - Contempt and insult: Through the publication of comments or leaflets
containing insults or contempt against individuals or groups, such insults
include the use of derogatory or cynical language targeting racial, religious,
sexual or other identities.

2) - Threats: Threats of physical or psychological harm against individuals or
groups can be made via private messages, social media comments, or public
pOosts.

3) - Incitement to violence: dissemination of content that incites violence
against individuals or groups, such as calls for violence or the promotion of
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harmful plans, can promote hatred and motivate individuals to commit

violent acts.

4) - Threats of personal abuse: Specific threats of physical or psychological
abuse include details of how these acts were carried out, including
providing information on places of residence or threats of disclosure with
sensitive information.

5) - Sexual harassment and extortion: In some cases, violence from hatred is
associated with sexual harassment or extortion, where sexual threats or
extortion of personal information are used to achieve certain goals.

6) - Systematic digital violence: cyberattacks directed at individuals or groups
based on their identities, such as cyberattacks aimed at endangering
personal information or disrupting their systems.

7) - Mass attacks: Coordination between a group of individuals to carry out
digital attacks against certain individuals or groups, such as coordinated
social media attacks targeting a person or group on a large scale.

These levels show how hate speech in the digital space can rise to violent
acts that may lead to serious negative impacts on individuals and communities. It
IS necessary to adopt effective policies to combat these forms of violence and to
promote a safer and more respectful digital environment.

e)- Level V: Genocide
The highest level of the pyramid is genocide, an act or intention to

deliberately and systematically exterminate an entire people. As the Nazis

committed genocide against Jewish people, LGBT people, persons with
disabilities and Roma or like what is happening now in GAZA.

In cyberspace, the concept of "genocide" does not take its physical
dimension, but refers to the use of modern information and communication
technology to destroy and eliminate cultural, religious and identity digital content
by launching cyberattacks to obstruct social, economic, health and
communications services to target certain groups with a view to destroying them
in whole or in part by relying on hate speech of multiple forms:

1) - Digital incitement to violence and hatred: The Internet can be used as a
platform to spread hate speech and advocate violence against specific groups
based on race, religion or identity. For example, in 2021, incitement campaigns
promoting hatred and violence against Palestinians spread through the
publication of digital content containing Hebrew and Arabic-language leaflets
and tweets inciting violence between Palestinians and Israeli settlers, calling for
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the forcible expulsion or even killing of Palestinians (the events of the Sheikh
Jarrah neighborhood of East Jerusalem).

2) - Targeted cyberattacks: Some cyberattacks target infrastructure or systems
vital to communities or states, which can isolate or weaken entire societies. This,
with the aim of disrupting basic services such as energy, water, communications
and health care, may lead to paralysis in daily life, weakening resilience and
isolating affected communities. This is what England witnessed in May 2017
through a Siberian attack on computer systems in several institutions, including
the National Health Service (NHS), which led to major disruptions in health
services called WannaCry ransomware.

3) - Withholding and disinformation: Repressive regimes may block or distort
information necessary to conceal and not expose genocide by digitally isolating
target groups. This is what the occupying Zionist entity in Palestine has resorted
to by blocking posts on social media, conducting smear and intimidation
campaigns against Palestinian activists, deleting, and restricting their electronic
accounts using artificial intelligence techniques, which prevented Palestinians
from detecting genocide against them.

4) - Organized digital attacks: Organized cyberattacks aimed at restricting
communication between members of specific groups, disrupting their ability to
organize and resist, by targeting information and data (leaking data, information
analysis), disrupting communication and regulation (disconnecting
communications,  blocking  content), disseminating  misinformation
(disinformation campaigns, inciting public opinion), surveillance and repression
(surveillance of digital activities, electronic threats).

5)- Surveillance and artificial intelligence: surveillance and artificial
intelligence techniques can be used to track and analyse the behaviour of target
groups, making it easier for actors to carry out more accurate repressions or
genocide, using surveillance to identify targets (Facial recognition techniques,
data collection and analysis (behavioral analysis, data exploitation) to promote
social control (digital surveillance, restriction of movement), dissemination of
misinformation, impact on activists and communities (leaking information,
targeting activists).
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4)- Strategies for disseminating hate speech in cyberspace
a)- Publishing inflammatory content :

Dissemination of inflammatory content is one of the most prominent
forms of hate speech that contributes to fueling hatred and violence against
individuals or groups. This type of content includes advocacy for acts of
violence or discrimination against persons or groups based on criteria such as
race religion, nationality or gender identity, where this content is in the form of
texts images, videos, or even comments on social platforms following many
methods:

1) -  Disseminate calls for violence or discrimination through public posts on
social media, allowing such messages to reach a wide audience.

2)- Using videos and live streaming to spread inflammatory messages,
which can be more influential due to the visual and interactive nature of
these media.

3) -  Publishing inflammatory content in private messages or closed groups

online, limiting audience censorship and contributing to the formation of
extremist groups.
b)- Cyberbullying:

Cyberbullying is a form of hate speech that occurs in cyberspace through
the use of the Internet, text messages or social media to threaten, disturb or
discredit someone's reputation and cyberbullying also involves sending abusive
messages and spreading misinformation or using images, videos and comments
abusively and inappropriately on public or private accounts on platforms like
Facebook, Twitter, or Instagram, causing psychological effects. (Depression,
anxiety, low self-esteem) and social (social isolation or deterioration of social
relations because of bullying) Even academic and vocational (low level of
academic or professional performance resulting in problems at school or work)
on targets.

c)- Campaigns organized against specific groups:

Organized campaigns against certain groups are an advanced form of
hate speech involving the organization and coordination of deliberate efforts
targeting specific groups based on characteristics such as race, religion,
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nationality or gender identity. These campaigns can be destructive and have
wide impact on target communities by:

1) - Publishing leaflets or tweets targeting and inciting a particular group,
thereby fostering feelings of hatred and intolerance.

2) - Use closed online forums and groups to coordinate campaigns and issue
abusive statements or publications.

3) - Disseminate abusive information via social media (text messages, email)
to make it reach as many as possible to discredit target groups and
increase hatred towards them.

4) - Use satirical images that reinforce negative stereotypes and
underestimate the target group.

5) - Advocate violence or threats against the target group, which can lead to
an escalation of actual attitudes and attacks.

This form of hate speech increases tensions and mourning among
societies, reinforcing divisions and conflicts, rising violence and attacks against
individuals or target groups, have negative psychological effects on targeted
individuals, such as anxiety, depression, and loss of self-confidence.

d)- Use racist images and memes :

The use of racist images and memes is a form of hate speech through
cyberspace through which visual content is disseminated aimed at promoting
negative stereotypes, Insult, incitement against certain groups based on their
race or skin colour contributes to the promotion of discrimination, hatred,
violence and tension among these communities as well as psychological
problems for targeted individuals, possibly by resorting to:

1) - Publish images containing ironic or offensive comments targeting a
particular group based on their ethnic backgrounds.

2) - Use cartoons that promote racist stereotypes or underestimate a
particular group.

3) - Create and share memes containing expressions or images that
promote racial discrimination and target individuals or groups in a degrading
manner.

5)- Effects of hate speech:
Hate speech has multiple negative impacts on global and national societies,
especially since today's world is experiencing a digital revolution that has made it
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a small village rapidly damaged by this type of discourse and affected by its
negatives, including:

a)-

b)-

Spreading crises and Islamophobia: The world has been witnessing a
campaign of Islamophobia for some time through various traditional and
modern communication channels. Some parties seek to cultivate the idea of
the struggle of civilizations in order to achieve its hidden goals by using
hate speech and spreading chaos and various crises, and thus it is "It poses
a deadly threat to the security of societies, especially Islam, while
undermining the security of the world and spreading chaos between
individuals and different groups, creating so-called crises and non-civilized
clashes between them". (358 axiw 2021 .25505)

Intolerance: Some entities see them as having the real knowledge, the right
ideology and distinctive ethnicity and thus "the production of intellectual
and ideological intolerance and one-sided interactive outlook™ .2021 .asse>)

(357 FEY-I9N

Social instability: Confusing the concept of hate speech with freedom of
expression makes many individuals and societies prohibited. Internal
conflicts and conflicts occur, making social cohesion fragile and social
solidarity absent.

Intimidation: In addition to the results of hate speech, social media sites
amplify and insult the resulting violence of this type of speech.

Killing the spirit of creativity: the danger of this speech is killing the spirit
of creativity due to its social, political, economic... crises and conflicts.

The outbreak of civil wars: genocide and civil wars such as the civil war in
Ronda, which killed thousands of victims and to which Rohingya Muslims
were subjected.

6)- Mechanisms to combat hate speech:

Various organizations and States in their fight against hate speech have

adopted a number of laws and put forward many strategies on the subject, as "the
six conditions for prohibited incitement designed by an organization have been
set. (art. 19) is a six-standard test to measure whether or not the expression
amounts to prohibited incitement based on article 20 of the International Covenant
on Civil and Political Rights and article 04 and 05 of the International Convention
on the Elimination of All Forms of Racial Discrimination. These criteria are as
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follows: the context of expression (which is the general context in which this
rhetoric and the conditions prevailing in the region, as well as the laws prevailing
therein), that of expression or control over its dissemination (i.e., the extent to
which it affects and its orientation), the intention of the expression, the content of
the expression, the size and the ability to spread, the likelihood of results based
0N INCILEMENT (10 dxie 2016 . o8 )l atll peud 93,0 35,0) "UNESCO organized the World

Conference of Ministers of Education: Towards a Joint Plan of Action to Combat
Hate Speech and "This Conference is part of the United Nations Hate Speech
Strategy and Action Plan, which is based on a human rights and freedom of
expression approach, with particular emphasis on the role of education in
addressing hate speech, including addressing its root causes and motivations"
¢ ()b Sk . sSenisd! auaze) THiS United Nations strategy also aims to "strengthen its

efforts to address the root causes and drivers of hate speech and enable the United
Nations to develop effective responses to the impact of hate speech on societies".
(2019 . s 59s)

Algeria's Official Gazette, Act No. 20-05 of 28 April 2020, on the
prevention and control of discrimination and hate speech, establishes the National
Observatory for the Prevention of Discrimination and Hate Speech, which aims
to implement Algerian State policies and strategies in this sensitive area.

Conclusion:

Hate speech in cyberspace poses a real and growing threat in societies
thanks to the widespread spread of the Internet and social networks as it has
become easier for individuals and groups promoting hate to reach a global
audience in a short time s political and religious tensions, which threaten the
security and stability of societies.

To address the phenomenon of hate speech on the Internet, concerted efforts
are needed at several levels:

First; Governments must enact clear and specific laws and legislation that
criminalize such speech and impose deterrent penalties on those who publish it.

Second; Social media platforms have a great responsibility to monitor
content posted on their platforms and develop technological tools capable of
monitoring and removing hate-inducing content.

In addition, civil society plays a crucial role in promoting awareness of the
seriousness of hate speech and its devastating effects on human relations, through
awareness and education programs that enable the building of a digital society
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that embraces the values of tolerance and coexistence and encourages constructive
dialogue rather than division and hostility.
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