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Abstract:

The threat of cyberattacks in armed conflicts has demonstrated the evolving role
of cyberoperations in contemporary warfare within the framework of international law
cyberattacks depend on actions aimed at damaging digital systems as well as
compromising data integrity, It also demonstrates its strategic importance in achieving
military objectives with minimal physical strength and therefore in this research we
will try to analyse legal challenges, including the issue of attribution and application
of principles of international humanitarian law such as discrimination and
proportionality in cyber operations to discuss emerging standards and proposals for
regulating cyberwarfare, with emphasis on strengthening international cooperation
and developing legal frameworks to mitigate potential risks and protect infrastructure
as well as a balanced approach that integrates technological developments with ethical

and legal considerations to adapt to the evolving landscape of cyberwarfare.
Key words: Cyberattacks, challenges, distinction, proportionality.
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