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The role of digital evidence Criminal in proving the crime of electronic
extortion
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Abstract:

The issue of evidence in electronic crimes is one of the issues that preoccupied those
conducting criminal investigations, due to the technical nature of the evidence obtained
from the world wide web and the computer, which requires familiarity with the tools of
technical knowledge, technical experience and high efficiency, and since the crime of
electronic extortion is an image among the forms of electronic crimes, the scene of
which is the electronic space, and as one of the crimes of the era that falls outside the
framework of the tangible physical reality, its proof is through well-known forensic
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evidence, including the digital evidence that is related to this electronic space, Also to
being the means that enables attribution of the crime to the perpetrator.

The study aims to prove the specificity of the digital evidence from the technical and
legal sides, and to highlight its role in proving the crime of electronic extortion by
exposing its legal value before the criminal judiciary and the problems it raises in this
crime and addressing these problems with techniques that are appropriate to its own
nature.

Keywords: digital evidence; electronic extortion; cybercrime; cyberspace.
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