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ABSTRACT:

This study examines the strategic shift of warfare to cyberspace, where cross-
border cyberattacks on critical infrastructure escalate to "armed attacks,"
redefining traditional sovereignty into "digital sovereignty.” It analyzes current
legislative gaps to readapt international law, especially "cyber self-defense,”" to
rapid technological advancements, emphasizing the urgent need to fill the
international legal vacuum to secure the digital realm and protect national security.
Keywords: Cyber Warfare; Self-Defense; Armed Attack; Cyber Sovereignty;
International Humanitarian Law.
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