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Definition of electronic communications monitoring
As a procedure for collecting evidence in cybercrime
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Abstract:

The peculiarity of cybercrime constitutes a major challenge for

criminal law worldwide, so it was clear that this challenge extended to

investigative bodies which gathered evidence capable of identifying the
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perpetrators and helped to reveal the truth. Among the modern
investigative procedures adopted by investigative authorities to search
for and collect electronic evidence, there is what is called "surveillance
of electronic communications"”.
The purpose of this article is to present a concept to the surveillance of
electronic communications as one of the modern procedures that
investigating authorities use to combat cybercrime.
Keywords:
Electronic surveillance, cybercrime, intercept, monitoring, digital
evidence.
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" Article 1/ IV, alinéa 5 (LOI n° 2004-575 du 21 juin 2004, JORF n°0143 du
22 juin 2004- pour la confiance dans I'économie numeérique)
"...On entend par courrier électronique tout message, sous forme de texte, de
voix, de son ou d'image, envoyé par un réseau public de communication,
stocké sur un serveur du réseau ou dans I'équipement terminal du destinataire,
jusqu'a ce que ce dernier le récupére".
8 “Electronic mail is a from of communication by which private
correspondence is transmitted over public and private telephone lines.
In its most common from, messages are typed in to a computer terminal, and
then transmitted over telephone lines to a recipient computer operated by an
electronic mail company, If The intended addressee subscribes to the service,
the message is stored... such as systems operated by private companies for
internal correspondence”. Electronic Communications Privacy Act of 1986
(ECPA).
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