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The Impact of Cyber Warfare on Global Humanitarian Action:
Between Challenges and Preventive Strategie
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Abstract: The world has undergone major digital transformations leading
to the rise of cyber warfare as a new form of modern conflict targeting
states and humanitarian organizations. This warfare threatens neutrality,
independence, and data protection, undermining trust in humanitarian
action. Its tools—such as malware, phishing, and infrastructure attacks—
disrupt operations and coordination. Multiple actors, including states and
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hackers, make accountability difficult. Thus, developing strong
cybersecurity policies and partnerships is vital to ensure the safety and
sustainability of humanitarian work.
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