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Abstract

This study deals with the system for the protection of confidential
information under the Chemical Weapons Convention of 1993, since it
is one of the most important aspects addressed by the Convention as well
as its crucial importance for effective verification of compliance with its
provisions.

States Parties and other stakeholders need strong safeguards to pre-
vent the disclosure of confidential information and data circulating in the
context of the implementation of the CWC, whether it relates to national
security or to the business and chemical trade. Similarly, Member States
should be assured that verification, on-site inspections and other monito-
ring and oversight bodies will not seek further relevant information, and
that the information obtained will remain confidential if necessary.

To ensure the protection of confidentiality, the Organization for the
Prohibition of Chemical Weapons (OPCW) has established a strict sys-
tem to regulate the handling of confidential information by the Technical
Secretariat, establishing rules and regulations to classify the confidentia-
lity of information and data provided by States Parties or collected by the
OPCW, as well as the mechanisms necessary to protect such information,
and address various potential violations.

Although the CWC’s confidentiality protection system is a com-
prehensive and rigorous, the question remains about how effective it is in
practical implementation and whether it actually responds to the concerns
of States parties and stakeholders.
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Introduction

The Convention on the Prohibition of the Development, Production,
Stockpiling and Use of Chemical Weapons and on their Destruction (he-
reinafter referred to as Chemical Weapons Convention: CWC) concluded
under the auspices of the United Nations', is the first multilateral treaty to
ban a whole category of weapons of mass destruction, thus constituting an
important element of the current legal framework for arms limitation and
disarmament in the world.

The Chemical Weapons Convention, referred to hereinafter as the
Convention, in addition to its complete prohibition of chemical weapons,
has created a very strict verification system which aims at ensuring that
States parties respect their obligations in the destruction of their stock-
piles of chemical weapons, their production and proliferation, as well as
their control measures on toxic chemicals used in the business industry to
ensure that they are not diverted for chemical weapons production.

The protection of confidentiality is a particular feature of the Conven-
tion. With regard to State secrets, provisions to protect confidentiality were
necessary by virtue of the Convention’s far-reaching verification provi-
sions (in particular, the provisions on challenge inspection that can also be
invoked for undeclared facilities, including secret military installations).
At the same time, the Convention’s provisions on international verification
affect the chemical industry and its legitimate activities.

The issue of the protection of confidential information was perceived
as particularly acute and crucial from the beginning of the Geneva nego-
tiations on the CWC. The structure and scope of the verification regime on
which the CWC will rely was a subject of major discussions. There was a
widely shared awareness that the implementation of the CWC could pose
the highest risk of loss of confidential information ever encountered in
arms control. A difficult balance had to be reached between the degree of
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intrusiveness necessary for effective verification and the preservation of
legitimate confidentiality.

Negotiators focused their attention on developing special mecha-
nisms to protect the confidentiality of military and business data and infor-
mation. The system was designed for the purpose of reducing the risk of
disclosure of information that would harm the interests of States Parties
and chemical business firms with respect to the security, technological or
commercial competitive interests.

To that end, the Convention included several provisions relating to
the handling and processing of sensitive information. In addition to the
Annex on Confidentiality, the negotiators decided to refer the issue of the
protection of confidentiality to the Conference of the States Parties, which
had already issued at its first session a decision containing a basic text en-
titled “OPCW Policy on Confidentiality”.? This decision contains a set of
principles and binding guidelines for the Organization’s organs, including
the Technical Secretariat. This document , hereinafter referred to as the
“Privacy Policy”, defines the policy pillars and guidelines to be followed
by the Organization with respect to the protection of the confidentiality in
activities relating to the application of the Convention, classification of
information by degree of confidentiality and processing, as well as actions
to be taken in case of breach of confidentiality.

Based on this principle, the Convention sets out a balance between
the disclosure necessary to enhance confidence in the Convention and to
prevent disclosure of confidential information for the protection of natio-
nal security and chemical business industry interests, taking into account
constitutional obligations.

I. Determining the confidential nature of information

The Convention addresses the concept of information in a broad and
comprehensive sense, including, inter alia, written documents, samples,
photographs, audiovisual materials and computer materials, as well as any
knowledge gained or communicated by any means of communication or
any sensory means.’ The term information also applies to any informa-
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tion or data that any individual or organization, including its employees
and equipment may obtain, derive or retain in the implementation of the
Convention. The term “data” appears in different contexts of the Conven-
tion. This term involves information provided in a particular structure or
form, such as that contained in a national declaration. However, when
interpreting the text from the point of view of confidentiality, there is no
significant distinction between “information” and “data”. The information
is confidential, under the Convention, if it is so described by the issuing
State. Accordingly, any information received by the organization from a
State about the activities of another State requires a bilateral description
until the information in question has assumed that status. Outside this
scope, information may be considered confidential if the Director-General
of the Organization deems it reasonable to expect that unauthorized disclo-
sure would cause damage to the State or a business firm to which it refers.

The sensitivity of an element of information is determined taking
into account, inter alia, the degree of implied harm that disclosure may
cause to a State Party or any subsidiary body, to the Convention or to the
Organization. Accordingly, all the information produced by the organiza-
tion and its constituent elements are classified according to three specific
categories that correspond to the degree of sensitivity of confidential infor-
mation from the least sensitive to the most sensitive.

.1 OPCW CLASSIFICATION SYSTEM FOR CONFIDENTIAL
INFORMATION

All information acquired or produced by the OPCW,* referred to
hereinafter as the Organisation, and its constituent elements which are
determined to be confidential must be given a classification, based on esta-
blished categories which correspond to the level of sensitivity of confi-
dential information. In its application, the classification system will not
impair the requirement for effective verification of compliance with the
Convention. The essential factors to be considered in determining the level
of sensitivity of an item of information are: (a) the degree of potential
damage which its disclosure could cause to a State Party, any other body
of a State Party, including a commercial firm, or to any national of a State
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Party, or to the Convention or the Organisation; and (b) the degree of po-
tential particular or selective advantage its disclosure could offer to an
individual, a State, or any other body, including a commercial firm. These
factors correspond to the factors used in determining the confidentiality of
information.

Based on these guiding factors, and the specific classification criteria
set out below, confidential information are classified according to the fol-
lowing categories, in increasing order of sensitivity: - OPCW RESTRIC-
TED - OPCW PROTECTED - OPCW HIGHLY PROTECTED

1.2 Classification category: OPCW RESTRICTED

This category comprises information of which the unauthorised
disclosure would be prejudicial to the effectiveness or credibility of the
Convention, or prejudicial to the interests of a State Party or of a com-
mercial or governmental body or of a national of a State Party. Forms of
information that might be classified OPCW RESTRICTED when they are
acquired or generated by any means by the Organisation, are : (a) the ini-
tial and annual reports and declarations provided by States Parties under
Articles III, IV, V and VI and in accordance with the Verification Annex,
where these documents are considered by originating States Parties as
being of this level of sensitivity; (b) general reports on the results and
effectiveness of verification activities; and (c¢) information to be provided
to all States Parties in accordance with other provisions of the Convention.

1.3 Classification category: OPCW PROTECTED

This category comprises information of which the unauthorised dis-
closure may cause substantial damage to the effectiveness or credibility
of the Convention, or to the interests of a State Party or of a business or
governmental body or of a national of a State Party. The following forms
of information might be classified as OPCW PROTECTED when they are
acquired or generated by any means by the Organisation: (a) the initial and
annual reports and declarations provided by States Parties,” where these
documents are considered by the originating States Parties as being of this
level of sensitivity; (b) unpublished technological information about pro-
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duction processes and facilities, and technical information about industrial
products; (c) less sensitive or more general information related to commer-
cial transactions and the cost factors of industrial processes and produc-
tion; (d) detailed initial reporting on an inspection, including information
on anomalies or incidents at facilities, and inspection reports.

1.4 Classification category: OPCW HIGHLY PROTECTED

This category comprises sensitive confidential information of which
the unauthorised disclosure would cause serious damage to the effective-
ness or credibility of the Convention, or its aims and purpose, or cause
serious damage from the point of view of national security or commercial
secrecy to the interests of a State Party or of a commercial or governmental
body or a national of a State Party. Examples of the forms of information
that may be classified as highly protected are as follows: (a) the initial and
annual reports and declarations provided by States Parties; (b) samples
taken from inspected sites and returned samples from designated laborato-
ries, and results from analysis of samples.

Il. General Principles for Handling Confidential Infor-
mation

The OPCW requires the minimum information necessary to carry
out its mandate. The staff of the Secretariat shall have special obligations
during their participation in verification activities, giving them access to
confidential information, whether civilian or military, including infor-
mation disclosed by the State Party pursuant to its obligations under the
Convention, with respect to consultation and cooperation®, as well as to
sensitive information that do not relate to the purposes of the Convention
in the event of disclosure of such sensitive information.

Employees who have access to confidential information are obliged
to exercise the utmost discretion with regards to all matters of official busi-
ness. They must not communicate to any person any information known to
them by reason of their official position which has not been made public.
Technical Secretariat employees are also strictly required not to divulge
confidential information to any unauthorised person even after the end of
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their duties.” In this respect, each staff member is required to enter into an
individual agreement with the Technical Secretariat to protect confidentia-
lity during each period of employment and within the next five years after
completion of his / her function.?

The Convention provides the basis of the Organisation’s obligations
to respect confidentiality. Thus, the OPCW is obliged limit its investiga-
tions to what is actually necessary with minimal interference’. It must take
every precaution to protect the confidentiality of information on civil and
military activities and facilities coming to its knowledge in fulfilling its
function according to the Convention.'

To ensure the protection of confidential information, the Convention
had established a fundamental principle whereby the Technical Secretariat
requests only as much information and data as is necessary for the effec-
tive discharge of its responsibilities. This basic principle implies that first-
ly, the level of sensitivity of confidential information is the criterion that
governs the procedures in which information is made available to those
who receive it and the means used to protect it. Secondly, it is necessary
for those authorized to receive confidential information in accordance with
the proof of their “need to know” identified in relation to the purposes of
the Convention.

II.1T Need-to-know principle

The need-to-know principle is the governing principle for determi-
nation of the scope of access and the recipients of dissemination of infor-
mation. There is no absolute right within the Organisation to receive confi-
dential information: no individual staff member of the Secretariat and no
member of any organ of the Organisation is entitled by virtue of status or
level alone to have access to any items of OPCW confidential informa-

tion.!"

By and large, the right to access confidential information is granted
according to the circumstances of each individual case in accordance with
the determination of a functional “need to know”. There is an unconditio-
nal need to inform States parties of certain information, such as where the
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technical secretariat routinely provides States parties with the data they
request regarding initial and annual declarations submitted by States par-
ties. This necessity and related provisions are seen as creating an unques-
tionable need for knowledge for each State to ensure that States Parties
continue to comply with the Convention.

1.2 dissemination of confidential information

As regards the dissemination of confidential information from the
Technical Secretariat to the other organs of the Organization, a contra-
diction may arise in the application of the provisions of OPCW Policy on
Confidentiality.'? On the one hand, the Technical Secretariat and its Direc-
tor-General are responsible for the protection of confidential information,
as the structure of the Organization established in such a manner as to put
the Technical Secretariat, headed by the Director-General, in the position
of a subordinate of the Conference and the Executive Council (organs au-
thorized to obtain the confidential information necessary for their function.
As a result, the confidential nature of the information becomes somewhat
relative, since the information, provided by the Secretariat to the Confe-
rence or The Council, loses its confidential nature by making it available to
States Parties or to members of the Executive Council. Although the confi-
dentiality policy does not address this situation, it is assumed that States
parties, insofar as they are obliged to maintain the confidentiality of infor-
mation received through official channels, are also obliged to maintain the
confidentiality of the information they have received from the Conference
or the Executive Council.

In assessing the effectiveness of the system of confidentiality pro-
tection, it can be argued that based on the assumption that Member States
receiving confidential information act in good faith in the implementation
of their obligations, the confidentiality protection mechanism appears suf-
ficient for confidential information of a commercial or competitive nature.
However, this seems not to apply if the information is of a political nature
or is related to national security of States. In such a case, this information
could automatically become available to all representatives of States at the
Conference or the Executive Council, and there seems to be no solution to
this problem.
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lll. Administration of the confidentiality regime

Confidential information are transmitted in particular to the Techni-
cal Secretariat. The source of information could be declarations made by
States Parties under the verification requirements of the Convention. This
information can be the result of an on-site inspection, particularly in the
reports of the inspection. Finally, information can be brought to the atten-
tion of the Secretariat by a Member State in the context of an illustrative
procedure or on the occasion of the launching of a challenge inspection.'?

lll.1 Responsibility of the Technical Secretariat

The collection and reception of confidential information are critical
to the completion of the verification process. Thus, the effectiveness of
the safeguards surrounding the processing of such information is essen-
tial to maintaining an adequate level of trust among the parties concerned
to ensure the proper functioning of this system. In its internal handling
and processing of information, the Technical Secretariat in turn generate
confidential information, especially in the carrying out of its activities of
analysis and technical evaluation of the data obtained under the monito-
ring procedures.

Under the Director-General’s supervision, the Technical Secretariat
is entrusted with the primary responsibility for the protection of confi-
dential information, where a system is developed for the circulation of
confidential information within the Secretariat in accordance with the gui-
delines contained in the Convention, including the Privacy Policy and the
Confidentiality Annex. The Director-General is also responsible for over-
seeing the extent of compliance with the confidentiality system within the
Secretariat and has accordingly, the duty to submit an annual report on the
implementation of this system.

Moreover, confidential information may be issued by the Technical
Secretariat in the direction of the political organs of the Organization or
in the direction of Member States. The Confidentiality Policy confirmed
that the issuance of confidential information by the Technical Secretariat
to the Conference of States Parties or to the Executive Council is comple-
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ted in accordance with the “general principles” governing the issuance of
confidential information. However, the term ‘“general principles” was not
clearly explicated in the decision. Most probably, this term refers at least
to the two basic principles governing the conditions of access established
in the policy of confidentiality, namely, the need to regulate access to clas-
sified information according to their classification; on the other hand, the
dissemination of such information within the organization should be strict-
ly limited to those who need to know about it.!*

I1l.2 Safeguarding of confidential information

The Technical Secretariat is also responsible for the safe storage of
information relevant to the Convention. There is strict control over the ac-
cess and processing of information by OPCW staff. The Technical Secre-
tariat has developed procedures for file preservation, release and record-
keeping in order to monitor access to information. Copies of confidential
information may only be made under the supervision of another employee
and must be authorized by an official member of the staff. The information
must be processed and maintained in such a manner as to prevent identi-
fication of the entity to which the information relates. For each site in the
Technical Secretariat, a formal description identifies the necessary access
to confidential information.

The order and storage conditions, as well as all protection criteria for
this information, vary in terms of the degree of sensitivity depending on
the category to which they belong. The same applies to the way in which it
can be accessed within the Secretariat. The requirements for each category
are added to the general obligations applicable to all staff.

Ill.3 Release of information outside the Organization and
Member States

The Organisation may recourse to release of information which it
holds in connection with the implementation of the Convention. ‘Release’
of information by the OPCW refers to the approved disclosure of infor-
mation beyond the Organisation itself, including all its constituent ele-
ments, and beyond the governments of States Parties (specifically, beyond

N° 08 deuxiéme semestre 2017



System for the Protection of Confidentiality under the 1993 Chemical
Weapons Convention: Challenges of Confidence and Effectiveness

governmental organisations and authorised entities or individuals within
States Parties concerned with the operation of the Convention).

Confidential information outside the organization is released only in
accordance with the “need to know” principle, meaning that the intended
recipient has a clear need to know the confidential information in accor-
dance with its role in the implementation of the Convention. When there is
a clear need to release confidential information, the Director-General pre-
pares a draft proposal for the release that has been consulted and reviewed
by the parties concerned. The decision to release the proposed version
should fully examine the factors of the confidentiality report and the clas-
sification of such information. Where necessary, the information proposed
to be released should be processed in less sensitive forms so as to avoid
disclosing any confidential information that is not relevant to the release.

IV. Breaches and Violations of Confidentiality Obligations

A breach of the obligation to protect confidentiality includes any
unauthorised disclosure of OPCW information to any individual, or go-
vernment or private entity, regardless of the intention or the consequences
of the disclosure. It can also be associated with misuse of information to
gain a personal advantage or to benefit or damage the interests of a third
party. A violation of obligations concerning the protection of confidential
information is deemed to have taken place if there has been non-com-
pliance with the specified procedures for the handling, protection, release
and dissemination of confidential information so as to create a clear risk
of unauthorised disclosure, with or without such disclosure actually occur-
ring. In practical terms, there is considerable overlap between a breach of
confidentiality and a violation of obligations to protect confidential infor-
mation.

The Convention identified two mechanisms to address different
types of violations of an obligation to protect confidential information.'
First one, concerns the authority of the Director-General to initiate an in-
vestigation, The second is carried out by the Commission for the settle-
ment of Disputes.
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IV.1 Investigation by the Director-General

The Director-General is entrusted with specific powers, in accor-
dance with the Confidentiality Policy, to initiate an investigation if he
becomes aware that there is a reasonable possibility, or clear risk, of unau-
thorised disclosure of confidential information occurring, inter alia, in a
manner: (a) which violates the policy or guidelines of the Organisation
established for the handling, protection, release and dissemination of
confidential information; or (b) which could adversely affect the object
and purpose of the Convention or the interests of the Organisation, a State
Party, or a commercial or governmental body or a national of a State Party,
or could offer particular or selective advantage to an individual, a State, or
any other body, including a commercial firm.

The Director-General may initiate an investigation in case of vio-
lation by the staff of the Secretariat or by another person or entity autho-
rized outside the Secretariat or by a representative or official of a State
Party. The Director-General may also investigate any allegation by any
State Party of a breach of confidentiality. The purpose of the investigation
is to establish whether there has been a breach of confidentiality or breach
of the procedures for the circulation, protection, dissemination or release
of confidential information and the seriousness of any violation, including
the degree and nature of any damage caused. The investigation should also
examine ways of strengthening the confidentiality system to prevent any
recurrence of violations or breaches of the procedures.

IV.2 Scope of the investigation

The aim of the investigation is to establish whether there has been a
breach of confidentiality or a violation of the handling, protection, dissemi-
nation or release procedures for confidential information, and the severity
of any breach including the degree and nature of any damage caused. The
investigation should also consider ways of enhancing the confidentiality
regime so as to prevent any recurrence of a breach or violation of proce-
dures. During the investigation, the Director-General may take provisional
restrictive measures throughout the investigation period, such as exemp-
tion from certain responsibilities for the staff member involved or denial
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of access to certain information. Immediate action may be proposed in
consultation with the Executive Council to protect all legitimate interests
that may be affected by the alleged breach or breach of confidentiality.

The investigation procedure is kept confidential and subject to the
application of the need —to know principle. The related report is prepared
in two forms, full form which shows the facts that have been established in
detail, and a modified one, in which certain confidential material are remo-
ved in order to ensure that confidential information related to the violation
is not disclosed beyond the authorized. The full report must be treated as
confidential and classified and dealt with in accordance with its sensitivity,
and should be available only to those directly involved in the investigation.
The report may be made available as amended to any State Party upon
request. Any inquiry or report, which ends with a violation or breach, will
result in four general categories of actions as appropriate:

IVV.3 Role of the Commission for the Settlement of Disputes
Relating to Confidentiality

The CWC provided for the establishment of a “Commission for the
Settlement of Disputes Relating to Confidentiality” hereinafter referred
to as the “ Commission on Confidentiality” as a subsidiary organ of the
Organization of the Conference of the States Parties. Its primary task is to
consider cases of violation of the confidentiality provisions of the Conven-
tion involving both a State party and an organization. The Committee shall
also consider the issues entrusted to it by the Conference in a confidentia-
lity dispute and, finally, it may be chosen by two States Parties between
whom a dispute arises on a question of confidentiality as a means of resol-
ving their dispute.

In general principle, cases are brought before the Confidentiality
Committee when a dispute arises over an investigation report made at the
request of a State party concerning a breach of confidentiality by a staff
member of the Technical Secretariat. However, the annex relates to confi-
dentiality stipulates that “the Committee shall consider cases of violation
involving both a State Party and an organization”. States parties may the-
refore raise cases of confidentiality directly before this Committee without
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the need for a prior request for investigation. In either case, we are in
conflict between the Organization and a State party and not between the
latter and the staff of the Organization.

The Commission’s powers in its mandate to resolve disputes related
to confidentiality, as already mentioned, raise some questions regarding
the scope of its function. According to The provisions relating to the pro-
tection of confidentiality, the is entrusted with a wide range of actions,
whereby it can resort to all appropriate means of settling disputes, from
reconciliation to mediation to arbitration. However, the organization’s po-
licy on confidentiality clearly demonstrates its preference for mediation
and completely neglects other mechanisms in resolving conflicts where the
Organization is a party. In addition, there are some ambiguities regarding
the search for the appropriate means of resolving disputes.

V. Disciplinary measures against a breach of confiden-
tiality

If, at the end of the investigation, it is determined that a staff member
of the Secretariat has committed a violation or breach of confidentiality
provisions, the Director-General is obliged to take appropriate disciplinary
action in accordance with the Staff Regulations and Rules of the Organiza-
tion, with the possibility of considering lifting their immunity. The lifting
of immunity shall be considered only in the case of a serious breach and
when individual responsibility is established and the damage caused is
proven. The immunity should be lifted after confidential consultations with
regard to the possible triggering of the relevant national jurisdiction. The
individual confidentiality agreement signed by the staff member should
also be reviewed for possible use in the proceedings.

If the report finds that there has been a breach of confidentiality by
a former staff member of the Secretariat, the Director-General may decide
to take any action possible in accordance with the provisions of the Staff
Regulations. Such actions may include deprivation of pension benefits ear-
ned by the staff member during his or her period of service with the Orga-
nization or cancellation of remaining financial or other benefits.
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V.1 Legal proceedings within national jurisdiction

If the Director-General’s investigation concludes that a natural or
juridical person (including a commercial entity) is subject to the national
jurisdiction of a State Party that appears to be responsible for a breach of
confidentiality or has obtained a private benefit from a breach of confi-
dentiality or otherwise implicated in a violation, the State Party concerned
may be requested to take the appropriate legal measures in accordance
with the OPCW Confidentiality Policy.

If a natural or juridical person are found responsible for a breach of
confidentiality which is or is in any other capacity within the jurisdiction
of a State not party to the Convention, the Director-General may request
the Executive Council or the Conference to hold consultations aimed at
encouraging that State to initiate, or facilitate taking appropriate actions to
assist in taking legal action resulting from the violation.

V.2 Action taken when a State Party appears responsible

If the Director-General’s investigation concludes that a State Party
appears to be responsible or that a staff member appears to be responsible
for a breach of confidentiality, that State Party shall, to the extent possible,
assist the Director-General in resolving the matter,

Where a breach of confidentiality has been established by a staff
member of the Technical Secretariat and has caused harm to a State Party
or to one of its business firms or to a national of that State, that State shall
not be entitled to claim financial damages to the Organization.'® The reason
why the Organization cannot be held accountable is that it was intended
to encourage States to seek ratification of the Convention in exchange for
alleviating the burden of the financial contributions of States Parties to the
financing of the Organization. Thus, the possibility of reparation for da-
mage to a particular State resulting from the disclosure of its confidential
information is born by the official responsible for the disclosure of his own
money, after being convicted by a national judicial body, and only after the
lifting of his immunity. This situation seems to have been the best com-
promise reached by the negotiators on the conclusion of the Convention.
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Conclusion

Confidentiality is in fact one of four central pillars of the CWC. This
is reflected in its Confidentiality Annex, which, unlike NPT safeguards
agreements,'” provides great detail about the extensive system for main-
taining confidentiality at every level. Hence the OPCW has an Office
of Confidentiality and Security, a Manual of Confidentiality Procedure
(which has been almost continuously updated) and a Confidentiality Com-
mission to monitor the maintenance of confidentiality, settle disputes about
confidentiality and make recommendations on improvements. An Archive
Management System registers and tracks electronically all confidential
documents and materials received. Although the confidentiality system
established by the OPCW is by no means perfect and there is always room
for improvement, it has achieved a creditable record in information protec-
tion while maintaining effectiveness in verification.
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challenge inspection of any facility or location under the jurisdiction of any other
State Party in order to clarify and resolve any questions concerning possible non-
compliance with the provisions of the Convention. Such inspections might be
conducted anywhere and without delay by an inspection team designated by the
OPCW Director-General in accordance with the Convention’s Verification Annex.

OPCW Policy on Confidentiality, Part VI, P.22.

In 2000, for instance the OPCW then Director-General in his report to the Confe-
rence of States Parties noted that 19 confidentiality incidents were recorded in
1999, most of them minor procedural breaches.

The Confidentiality Annex, D 22.

Although there is no mention of the principle of confidentiality in IAEA Statute, the
safeguard ( INFCIRC/66) agreement, concluded in 1965, obliged the IAEA to ‘take
every precaution to protect commercial and industrial secrets’ (military secrets
were notably absent because safeguards only applied to peaceful nuclear facilities).
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