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Abstract :

Through this study, our aim is to analyze the cybersecurity risks faced by both commercial
insurance companies and takaful (Islamic insurance) companies, especially in the wake of the
COVID-19 pandemic and the growing trend towards digitization. This has led to an escalation in
the severity of these risks, impacting insurance companies more significantly due to their
uniqueness and heavy reliance on customer information and data, making them attractive targets
for cyber attackers. The primary factor underlying these risks lies in social engineering, which
can easily manipulate individuals. Our study concludes that both takaful and commercial
insurance companies are exposed to cybersecurity risks in a similar manner. Furthermore, the
management of these risks primarily relies on the work of Actuaries.
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