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Abstract :  
This article addresses the issue of cybersecurity in the context of rapid digital 

transformations by examining national and international legal and regulatory frameworks related 

to data protection and digital privacy. Its main objective is to assess the adequacy of existing 

legislation in meeting current challenges, with a particular focus on the Algerian experience in 

light of comparative practices.  The study is structured around three main axes: the conceptual 

framework of cybersecurity, international and national legal references, and the implications of 

such regulations for building digital trust. A descriptive-analytical approach was employed, 

based on a review of relevant legal and academic sources.  The findings reveal that cybersecurity 

is no longer a purely technical matter but rather a strategic issue intersecting with legal and 

institutional dimensions. This calls for the development of comprehensive legislative 

frameworks and the reinforcement of digital governance mechanisms to protect cyberspace and 

foster trust among individuals and institutions. 

Keywords : Cybersecurity; Data Protection; National and International Legislation; Digital 

Privacy; Digital Trust. 

   ملخص: 

الى   المقال  هذا  الأطر    يهدف  في  البحث  خلال  من  المتسارعة،  الرقمية  التحولات  ظل  في  السيبراني  الأمن  إشكالية 

كفاية   مدى  إبراز  إلى  يهدف  الرقمية.  والخصوصية  البيانات  بحماية  المرتبطة  والدولية  الوطنية  والتنظيمية  القانونية 

المقارنة الممارسات  ضوء  في  الجزائرية  التجربة  على  التركيز  مع  الراهنة،  التحديات  مواجهة  في  القائمة   .التشريعات 

تمت معالجة الموضوع عبر ثلاثة محاور أساسية: الإطار المفاهيمي للأمن السيبراني، المرجعيات القانونية الدولية والوطنية،  

ثم انعكاسات هذه التشريعات على بناء الثقة الرقمية. اعتمدت الدراسة منهجًا وصفيًا تحليليًا يقوم على مراجعة الأدبيات  

توصل المقال إلى أنّ الأمن السيبراني لم يعد قضية تقنية فقط، بل يمثل رهانًا  . والمصادر القانونية والأكاديمية ذات الصلة

استراتيجيًا يتقاطع مع أبعاد قانونية ومؤسساتية، مما يفرض ضرورة تطوير الأطر التشريعية وتعزيز آليات الحوكمة الرقمية  

 بما يضمن حماية الفضاء السيبراني وترسيخ الثقة لدى الأفراد والمؤسسات

 الثقة الرقمية.؛ الخصوصية الرقمية ؛التشريعات الوطنية والدولية؛ حماية البيانات؛ الأمن السيبرانيالكلمات المفتاحية: .

 
1. INTRODUCTION  

In today’s digital society, the widespread 

integration of information and 

communication technologies into daily life 

has transformed not only the way 

individuals interact and exchange 

information but also the foundations of 

economic, political, and social structures. 

Online platforms, digital services, and 

electronic transactions have become 

indispensable, offering new opportunities 

for innovation and development. At the 

same time, however, these advancements 

have introduced unprecedented risks to 

personal data security and the protection of 

user privacy. Digital privacy is no longer a 

matter of individual choice; it has evolved 

into a collective concern and a fundamental 

human right that underpins personal dignity, 

autonomy, and security1. Ensuring this right 

requires not only technical safeguards but 

also comprehensive legal and institutional 

frameworks capable of addressing the 

complex challenges of cyberspace. 

Within the Algerian context, the rapid 

adoption of digital technologies—ranging 

from e-commerce to e-governance and 

social networking—has heightened the 

urgency of establishing effective privacy 

protections. In response, Algerian 

lawmakers have introduced several 

legislative instruments, including Law No. 

18-07 on the protection of natural persons in 

the processing of personal data and Law No. 

18-05 regulating electronic commerce, in 

addition to constitutional guarantees that 

explicitly recognize the right to privacy and 

the confidentiality of communications2. 

These efforts reflect Algeria’s recognition of 
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the strategic importance of cybersecurity 

and the necessity of protecting citizens in 

the digital environment. Nevertheless, 

significant challenges persist. The dynamic 

nature of technological innovation often 

outpaces legislative development, leaving 

gaps in the scope and applicability of 

existing laws. Furthermore, limited 

institutional capacities to enforce these laws, 

coupled with users’ lack of awareness about 

their digital rights, exacerbate vulnerabilities 

and undermine the effectiveness of legal 

protections3. 

Given this reality, academic inquiry into the 

protection of user privacy in Algerian 

legislation is both timely and essential. This 

study adopts a descriptive and analytical 

approach that combines documentary 

research—examining constitutional 

provisions, legislative texts, and judicial 

interpretations—with comparative legal 

analysis, particularly referencing 

international standards such as the General 

Data Protection Regulation (GDPR). By 

situating Algerian legislation within the 

broader global discourse on data protection 

and digital rights, this research aims to 

assess the adequacy of existing measures, 

identify their limitations, and suggest 

avenues for improvement. Ultimately, the 

central research problem can be articulated 

as follows: To what extent does Algerian 

legislation ensure the protection of user 

privacy in cyberspace, and what challenges 

hinder its effective implementation in 

comparison with international standards? 

 

2. Conceptual Framework 

In order to provide a clearer understanding 

of the study, it is essential to establish a 

conceptual framework that defines the key 

concepts related to digital communication 

and online platforms. A well-structured 

conceptual framework not only clarifies the 

meanings of fundamental terms but also 

delineates the relationships among them, 

thus offering a coherent basis for the 

analysis. In the context of digital 

environments, concepts such as user, user 

privacy, cybersecurity, and digital rights are 

central to both theoretical discussions and 

practical implications. Each of these 

concepts represents a cornerstone in 

analyzing how individuals interact with 

digital platforms, how their personal data is 

managed, and how their rights are preserved 

in cyberspace. Therefore, this section is 

devoted to providing detailed definitions and 

explanations of these key terms, setting the 

stage for a more comprehensive 

understanding of the research problem. 

 

A) User : 
The term user refers to any natural or legal 

person who utilizes information and 

communication technologies, whether 

directly through computers, smartphones, or 

indirectly via digital platforms and online 

services. This concept encompasses 

individual citizens, private organizations, 

and public institutions engaged in digital 

interactions. In the legal context, the user is 

considered the most vulnerable actor in 

cyberspace, as they are exposed to risks such 

as privacy violations, data theft, and 

unlawful exploitation of personal 

information4. Consequently, users occupy a 

central position in legislative frameworks 

that aim to regulate digital transactions and 

provide legal safeguards against 

cybercrimes5. 

 B) User Privacy : 

User privacy denotes an individual’s right to 

control their personal data and determine 

how it is collected, processed, stored, and 

shared by third parties. It is recognized as a 

fundamental right closely linked to human 

dignity, identity protection, and personal 

security6. The importance of user privacy 

has grown significantly with the expansion 

of digital services, which require vast 

amounts of sensitive information such as 

financial, medical, or biometric data7. In 

Algerian legislation, this right is protected 

by constitutional provisions and reinforced 

by specific laws, notably Law No. 18-07 on 

the protection of natural persons in the 

processing of personal dataThis law  .8  

establishes legal standards for handling 

personal data and prescribes sanctions for 
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violations. As such, user privacy serves as a 

cornerstone for building trust in the digital 

environment and strengthening 

cybersecurity measures.  
C) Cybersecurity : 

Cybersecurity encompasses the set of 

policies, technologies, and practices 

designed to protect information systems, 

networks, and data from cyber threats and 

malicious attacks9. It involves preventing 

hacking, safeguarding critical 

infrastructures, ensuring the confidentiality 

and integrity of data, and mitigating risks of 

breaches or leaks10. From a legal 

perspective, cybersecurity extends beyond 

technical protection to include legislative 

and regulatory dimensions, where laws are 

enacted to govern digital behaviors and 

assign responsibilities11. In Algeria, 

increasing attention is devoted to 

cybersecurity through national strategies 

against cybercrime and legal measures that 

criminalize activities endangering 

information security12. Thus, cybersecurity 

represents the overarching framework that 

ensures safe, secure, and responsible use of 

digital spaces. 

D) Digital Rights : 

Digital rights are the extension of 

fundamental human rights into the digital 

realm. They include the right to privacy, 

freedom of expression, access to 

information, digital security, and the 

protection of personal data13. These rights 

are essential for enabling individuals to fully 

benefit from digital transformation without 

compromising their freedoms or exposing 

themselves to undue risks14. At the 

international level, digital rights have gained 

prominence, particularly through 

frameworks such as the European Union’s 

*General Data Protection Regulation 

(GDPR)*15, which sets high standards for 

user protection in cyberspace. In Algeria, 

elements of digital rights are recognized in 

constitutional provisions and specific laws 

governing media and e-commerce16. 

However, the main challenge lies in their 

effective enforcement and in achieving a 

balance between national cybersecurity 

requirements and respect for users’ digital 

freedoms. 

3. Cybersecurity 

Cybersecurity has evolved from a 

predominantly technical field into a 

multidisciplinary domain that encompasses 

policy, law, organizational management, and 

social behaviour. The scholarly literature 

can be grouped into several interrelated 

strands: historical evolution and conceptual 

framing; technical and organizational 

measures; governance and legal approaches; 

the human and social dimension; capacity 

building and resilience; and international 

cooperation and transnational challenges. 

Each strand sheds light on the complexity of 

securing digital environments and offers 

lessons relevant to national strategies. 

A) Historical evolution and conceptual 

framing 
Early work framed cybersecurity as an 

extension of information security — focused 

on confidentiality, integrity and availability 

(the CIA triad) — and concentrated on 

protecting IT assets from unauthorized 

access and disruption17. Over time, two 

developments broadened the field: the 

expansion of cyberspace into socio-technical 

systems (including IoT, cloud services, and 

critical infrastructures) and the recognition 

of cyber operations as instruments of 

statecraft and national security18. 

Contemporary conceptual treatments 

therefore emphasize cybersecurity as both a 

technical discipline and a strategic policy 

domain that intersects with economic 

stability, public safety, and human rights19. 
B) Technical and organizational measures 
A large body of literature evaluates technical 

controls (firewalls, intrusion detection 

systems, encryption, secure software 

development) and organizational practices 

(incident response teams, security policies, 

risk assessments) as core defenses20. 

Research highlights the importance of 

adopting a “defence-in-depth” posture where 

multiple layers of controls mitigate diverse 

attack vectors21. Recent studies further stress 

emerging technical challenges: securing 

cloud architectures, managing the attack 
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surface of IoT devices, and addressing 

vulnerabilities introduced by machine 

learning systems. Security-by-design and 

privacy-by-design principles are repeatedly 

advocated to integrate protection early into 

systems life cycles22. 

C) Governance and legal approaches 
Scholars examine how national laws, 

regulatory frameworks, and institutional 

arrangements shape cybersecurity outcomes. 

Comparative analyses contrast centralized, 

state-led models with pluralistic, multi-

stakeholder approaches that involve private 

sector actors and civil society23. Policy 

literature underscores the need for clear 

legal definitions (cybercrime, digital 

evidence), proportionate powers for 

investigation, and oversight mechanisms 

that maintain rights protections while 

enabling effective enforcement24. The 

interplay between data protection regimes 

(e.g., GDPR) and cybersecurity regulation is 

also a major focus, with authors arguing for 

regulatory coherence to avoid gaps and 

contradictions25. 

D) Human and social dimensions 
A persistent finding across studies is that the 

human factor remains the weakest link: 

social engineering, phishing, poor password 

hygiene, and insider threats account for a 

significant share of successful breaches26. 

Research in behavioural cybersecurity 

recommends combining technical solutions 

with education, awareness campaigns, and 

incentive structures to promote safer 

practices among users and employees27. 

Organizational culture—leadership 

commitment, cross-functional collaboration, 

and continuous training—emerges as a 

decisive variable in resilience28. 

 
E) Capacity building and resilience 

The literature highlights the importance of 

investing in national capabilities: skilled 

workforce development, digital forensics, 

national CERTs/CSIRTs, and public sector 

modernization29. Measurement studies (e.g., 

national cybersecurity indices) reveal 

disparities across countries in legal 

frameworks, technical readiness, and 

cooperation capacity. Scholars recommend a 

whole-of-society approach that balances 

immediate operational needs (incident 

detection, response) with long-term 

investments (research, higher education, 

industry partnerships) to build lasting 

resilience30. 

F) International cooperation and 

transnational challenges 

Cyber threats routinely cross borders, 

creating jurisdictional, evidentiary, and 

diplomatic complications. Academic 

analyses emphasize the limits of unilateral 

approaches and the utility of multilateral 

instruments (mutual legal assistance, 

information-sharing frameworks) as well as 

voluntary public-private partnerships for 

real-time threat intelligence31. At the same 

time, tensions persist around sovereignty, 

data localization, and divergent legal 

standards. Authors call for pragmatic, 

incremental cooperation—focused on shared 

priorities like critical infrastructure 

protection and child online safety—while 

continuing dialogue on norms for state 

behaviour in cyberspace32. 

J) Synthesis and implications for national 

strategies 

The literature converges on several themes 

relevant to national cybersecurity planning: 

(1) cybersecurity must be framed as a socio-

technical challenge requiring coordinated 

policy, legal, technical and social 

interventions; (2) prevention and resilience 

depend equally on technology, governance, 

and human capacity; (3) alignment between 

data protection and security rules reduces 

regulatory friction; and (4) international and 

regional cooperation is essential to contend 

with transnational threats33. For countries 

developing their frameworks, the evidence 

suggests prioritizing capacity building 

(CERTs, forensics, skilled personnel), 

establishing clear legal authorities with 

human-rights safeguards, and 

institutionalizing public-private 

collaboration for information sharing and 

incident response. 
H) Relevance to Algeria (brief linkage) 
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Applying these lessons, Algeria’s 

cybersecurity development could usefully 

emphasize: strengthening national incident 

response capabilities and digital forensics; 

integrating security-by-design requirements 

into public procurements and e-government 

projects; expanding professional training 

and university curricula in cyber disciplines; 

and pursuing regional cooperation 

arrangements to expedite cross-border 

investigations. Ensuring legal clarity and 

harmonization between data protection law 

and cybercrime statutes will help avoid 

enforcement gaps while protecting citizens’ 

digital rights. 
4. Legal Framework in Algeria 

Algeria has developed a comprehensive 

legal framework to address the challenges of 

cybersecurity, user protection, and digital 

rights in the context of increasing 

digitalization. This framework combines 

constitutional provisions, specific 

legislation, and regulatory measures to 

ensure the protection of individuals and 

institutions in cyberspace. The following 

key instruments form the backbone of 

Algeria’s legal response to cybersecurity 

and user privacy. 

A) Law on the Prevention and Fight 

Against Cybercrime  
 

The Law on the Prevention and Fight 

Against Cybercrime, initially enacted in 

2009 and subsequently amended to adapt to 

evolving threats, establishes the legal basis 

for criminalizing activities that endanger 

digital security. It defines a broad range of 

offenses, including unauthorized access to 

information systems, data manipulation, 

identity theft, and dissemination of 

malicious software34. The law also provides 

mechanisms for investigation, prosecution, 

and international cooperation in combating 

cybercrime, reflecting Algeria’s recognition 

of the transnational nature of digital 

threats35. Importantly, the legislation assigns 

specific responsibilities to internet service 

providers (ISPs) and digital operators, 

requiring them to collaborate with law 

enforcement agencies when cybercrimes are 

detected36. 
 

B) Law No. 18-05 on E-Commerce 
 

Law No. 18-05, enacted in 2018, regulates 

electronic transactions and seeks to foster 

trust in online commercial activities. It 

establishes the legal validity of electronic 

contracts, digital signatures, and electronic 

payments37. The law also imposes 

obligations on e-commerce operators to 

protect consumer rights, ensure 

transparency, and safeguard personal data. A 

critical dimension of this law is its 

intersection with cybersecurity, as it 

prescribes standards for secure online 

transactions and imposes penalties for 

fraudulent practices in digital markets38. By 

doing so, Law 18-05 aims to promote 

economic development through digital trade 

while ensuring user confidence in online 

platforms. 
 

C) Law No. 18-07 on the Protection of 

Natural Persons in the Processing of 

Personal Data 
 

Law No. 18-07 represents a cornerstone in 

Algeria’s approach to safeguarding user 

privacy. Adopted in 2018, it aligns with 

international standards such as the European 

Union’s General Data Protection Regulation 

(GDPR) by granting individuals the right to 

control how their personal data is collected, 

stored, and shared39. The law creates an 

independent authority responsible for 

supervising compliance, authorizing data 

processing activities, and sanctioning 

violations40. It also introduces principles 

such as data minimization, purpose 

limitation, and informed consent, thereby 

strengthening legal safeguards against 

misuse of personal information41. This 

legislation has been critical in establishing a 

culture of accountability among public and 

private entities handling sensitive user data. 

D) Constitutional Guarantees Related to 

Privacy and Communication 
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The Algerian Constitution enshrines 

fundamental rights that extend into the 

digital domain. Provisions guarantee the 

right to privacy, the confidentiality of 

communications, and the protection of 

personal correspondence42. These 

constitutional rights provide the overarching 

legal basis for subsequent legislation on 

cybersecurity, data protection, and e-

commerce. They also reflect Algeria’s 

commitment to upholding human dignity 

and personal freedoms in the digital age. 

However, balancing these rights with 

national security concerns—particularly in 

the fight against cybercrime—remains a 

challenge43. 

Together, these legislative instruments form 

an integrated framework designed to secure 

cyberspace, protect users, and promote trust 

in digital platforms. Nonetheless, the 

effectiveness of this framework depends not 

only on the existence of laws but also on 

their enforcement, public awareness, and the 

capacity of institutions to adapt to the 

rapidly evolving digital landscape. 

 ΙV : Mechanisms of Privacy Protection 

The effectiveness of privacy protection in 

Algeria depends not only on the existence of 

legal frameworks but also on the 

mechanisms that ensure their practical 

implementation. These mechanisms cover 

data protection during processing by both 

public and private entities, the liability of 

Internet Service Providers (ISPs) and digital 

platforms, and the supervisory role of the 

National Authority for the Protection of 

Personal Data. Together, they form an 

integrated system aimed at safeguarding 

user privacy and enhancing trust in 

cyberspace. 
 

A) Data Protection During Processing by 

Public and Private Entities 
 

Law No. 18-07 on the protection of natural 

persons in the processing of personal data 

establishes clear obligations for public 

institutions and private companies that 

collect or process user data44. These entities 

must ensure lawful, fair, and transparent 

processing of personal information, in line 

with principles such as purpose limitation, 

data minimization, and security 

safeguards45. For instance, sensitive 

categories of data—such as medical or 

biometric information—require heightened 

levels of protection and cannot be processed 

without explicit consent46. Furthermore, 

organizations are required to adopt technical 

and organizational measures to prevent 

unauthorized access, data leaks, or breaches, 

which  aligns Algerian law with 

international standards like the GDPR47. 
 

B) Liability of ISPs and Digital Platforms 
 

Internet Service Providers (ISPs) and online 

platforms play a central role in privacy 

protection due to their position as 

intermediaries between users and digital 

services. Under Algerian cybercrime and e-

commerce legislation, ISPs are legally 

obliged to cooperate with authorities in 

cases of cybercrime investigations and to 

preserve digital evidence when required48. 

At the same time, they bear responsibility 

for implementing technical safeguards to 

protect users’ data from unauthorized access 

or exploitation49. Digital platforms, 

especially those engaged in e-commerce and 

social networking, are expected to comply 

with transparency obligations, provide clear 

terms of service, and inform users about 

how their data is processed50. Liability 

mechanisms thus serve as deterrents against 

negligence and encourage platforms to adopt 

privacy-by-design strategies. 
 

C) The Role of the National Authority for 

the Protection of Personal Data 
 

A cornerstone of Algeria’s privacy 

protection system is the creation of the 

National Authority for the Protection of 

Personal Data, established by Law No. 18-

0751. This independent body is entrusted 

with supervising the implementation of data 

protection standards, authorizing data 

processing operations, and ensuring 
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compliance by both public and private 

entities52. It also has the power to investigate 

violations, impose administrative sanctions, 

and raise awareness about digital rights 

among citizens53. In addition, the authority 

acts as a mediator between users and 

organizations, handling complaints and 

ensuring that individuals’ rights to access, 

rectify, or delete their personal data are 

effectively enforced54. By exercising these 

supervisory functions, the authority 

contributes to building a culture of 

accountability and strengthens trust in 

digital ecosystems. 

Taken together, these mechanisms represent 

a multidimensional approach to privacy 

protection. They establish responsibilities 

across different stakeholders—state 

institutions, private companies, ISPs, and 

digital platforms—while empowering an 

independent supervisory authority to enforce 

compliance. This institutional and legal 

synergy is crucial for ensuring that privacy 

rights in Algeria are not merely theoretical 

guarantees but practical realities in the age 

of digital transformation. 

5. Challenges and Limitations 

While Algeria has taken important steps 

toward strengthening its cybercrime 

framework, significant challenges remain 

that hinder the full effectiveness of these 

efforts. These challenges are both structural 

and contextual: they relate to the level of 

digital literacy among users, the technical 

capacities of institutions tasked with 

detection and enforcement, the adaptability 

of legislation to fast-changing technologies, 

and the complexity of managing 

cybercrimes that transcend national borders. 

Addressing these limitations is crucial, as 

they not only slow down institutional 

responses but also leave individuals, 

organizations, and the broader digital 

ecosystem vulnerable to evolving threats. 

A) Lack of digital awareness among users 

 

Despite rapid growth in connectivity—33.49 

million internet users in January 2024 

(≈72.9% penetration)—many users still lack 

practical cyber-hygiene skills (e.g., safe 

authentication, privacy settings, reporting 

harms).55 Recent field research on Algerian 

university students documents mixed or low 

cybersecurity awareness and uneven 

readiness to respond to online harms, 

indicating gaps between basic knowledge 

and secure day-to-day practices56. In 

response, authorities and sectoral partners 

have launched awareness drives (e.g., 2025 

campaigns targeting parents, educators and 

children), which underscores both policy 

attention and the persistence of the 

underlying problem57. Region-wide threat 

assessments likewise urge sustained user-

level education as a first line of defense. 

B)  Limited technical capacities for 

monitoring and investigation of 

cybercrimes 

Capacity indicators highlight structural 

constraints in technical, organizational, and 

cooperative readiness. Algeria’s ITU Global 

Cybersecurity Index profile (most recently 

published for 2020) recorded modest scores 

across legal, technical, organizational, 

capacity-building, and cooperation pillars, 

signaling room for improvement in incident 

detection, digital forensics, and coordinated 

response58. Comparative indices also place 

Algeria in the lower middle tier of national 

readiness (e.g., NCSI position and sub-

scores)59. While a national incident response 

function exists—DZ-CERT, hosted at 

CERIST, acting as a focal point for threat 

information and coordination—its public 

footprint and published operational guidance 

remain comparatively lean60. Specialized 

bodies created by Law 09-04 (e.g., the 

national organ for prevention and the fight 

against ICT-related offences) provide an 

institutional anchor, but reports emphasize 

the continuing need for tooling, training, and 

inter-agency workflows to keep pace with 

evolving threats61. 
C)  Gaps in legislation compared with 

fast technological change 

Like many jurisdictions, Algeria faces a 

moving target: cloud, AI, IoT, biometrics, 

end-to-end encryption, and platformized 

data flows evolve faster than statutory 

updates and secondary regulations. Policy 
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analysis stresses that new technologies often 

require new or adapted regulatory 

approaches (risk-tiering, co-regulation, agile 

guidelines, and interoperability with 

international standards)62. This creates 

frictions in practice—e.g., uncertainty about 

lawful bases for emerging data uses, sector-

specific security baselines, algorithmic 

accountability, and cross-border data 

transfers—until implementing rules, 

supervisory guidance, and technical 

standards mature. In the interim, institutions 

must translate high-level mandates into 

operational controls and audit mechanisms, 

an iterative process that can lag innovation 

cycles63. 

 

D)  Difficulties in addressing cross-

border cybercrimes 

UNODC’s  global studies show that 30–70% 

of cybercrime incidents have a transnational 

element, making timely access to evidence 

across jurisdictions a frequent bottleneck64.  

Even with model tools and practical guides 

for electronic evidence, formal mutual legal 

assistance (MLA) processes can be slow 

relative to the volatility of digital data.65 

Additionally, Algeria is not a Party to the 

Council of Europe’s Budapest Convention 

on Cybercrime (checked against the official 

Parties list), which limits streamlined 

cooperation channels available under that 

instrument; cooperation therefore relies on 

bilateral arrangements, general MLA 

treaties, Arab League instruments, or ad-hoc 

mechanisms.66 Relatedly, as of the African 

Union’s official list (12 May 2023), Algeria 

had not signed or ratified the Malabo 

Convention on Cybersecurity and Personal 

Data Protection, attenuating regional 

harmonization leverage for cross-border 

requests and shared standards.67 Together, 

these factors complicate rapid evidence 

preservation, authentication, and 

admissibility when perpetrators, victims, 

service providers, and servers span multiple 

countries.68 

6. International Experiences in User 

Privacy and Cybersecurity 

The study of international experiences in the 

protection of user privacy and cybersecurity 

provides a comparative lens through which 

Algeria can strengthen its own legal and 

institutional framework. While the Algerian 

model has made important strides, it remains 

at an early stage of development compared 

to global benchmarks. By examining the 

European, American, Asian, and Arab 

approaches, Algeria can identify both 

challenges and opportunities that could 

guide its policies toward building a safer and 

more reliable digital ecosystem. 

A) The European Experience 

The European Union (EU) has become the 

global leader in digital rights protection, 

primarily through the implementation of the 

General Data Protection Regulation 

(GDPR), which entered into force in 201869. 

The GDPR represents a comprehensive and 

unified framework that applies to all EU 

member states, ensuring that the collection, 

processing, and storage of personal data are 

subject to strict conditions. One of its most 

significant features is the principle of 

informed consent, requiring organizations to 

clearly inform users about the use of their 

data and to obtain explicit permission before 

processing it. Another cornerstone is the 

“right to be forgotten”, which grants 

individuals the legal power to request the 

deletion of their personal information from 

databases when it is no longer relevant70. 

In addition, the GDPR establishes severe 

financial penalties for organizations that fail 

to comply with data protection rules, thereby 

ensuring accountability and deterrence. 

Importantly, it also introduces the concept of 

Data Protection Officers (DPOs) in 

organizations handling sensitive data, 

ensuring continuous monitoring and 

compliance71. 

For Algeria, the European experience offers 

valuable lessons, particularly in 

strengthening institutional oversight and 

creating independent bodies capable of 

enforcing laws effectively. Furthermore, 

Algeria could draw inspiration from the 

GDPR’s emphasis on user empowerment 

and public awareness campaigns, which are 
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essential for building trust in digital 

services. 

B) The American Experience 

The United States follows a more sectoral 

approach to data protection, where different 

industries are governed by specific laws. For 

example, the Health Insurance Portability 

and Accountability Act (HIPAA) regulates 

the protection of health-related information, 

while the Children’s Online Privacy 

Protection Act (COPPA) governs the 

collection of personal data from children 

under 13 years old72. Unlike the EU’s 

centralized model, the U.S. approach is 

characterized by a decentralized framework, 

where state-level regulations (such as the 

California Consumer Privacy Act, CCPA) 

coexist with federal laws. 

Another hallmark of the American system is 

the reliance on public-private partnerships. 

Major technology companies, such as 

Google, Microsoft, and Meta, invest heavily 

in cybersecurity infrastructure and 

collaborate with governmental agencies like 

the Department of Homeland Security 

(DHS) and the Cybersecurity and 

Infrastructure Security Agency (CISA)73. 

These partnerships facilitate real-time 

information sharing, early detection of cyber 

threats, and the development of innovative 

technological solutions. 

For Algeria, the American model underlines 

the importance of involving the private 

sector as an active partner in cybersecurity. 

Instead of limiting responsibility to state 

institutions, Algeria could benefit from 

encouraging cooperation with Internet 

Service Providers (ISPs), financial 

institutions, and private tech companies. 

This would foster a multi-stakeholder 

approach, increasing resilience against cyber 

threats and enhancing the efficiency of 

monitoring systems. 

C) The Asian Experience 

Asia provides a diverse set of models that 

combine technological innovation with strict 

governance mechanisms. For instance, 

South Korea has developed one of the most 

advanced national cybersecurity strategies, 

relying on constant cyber drills and 

proactive investment in research and 

development74. Similarly, Japan has 

established a legal and institutional 

framework that prioritizes data security, 

coupled with international cooperation in 

cyber defense through organizations such as 

the OECD and the G775. 

By contrast, China adopts a highly 

centralized approach, where the government 

exercises strong control over digital 

infrastructures through the Cybersecurity 

Law of 2017. This law requires companies 

to store personal data within the country and 

grants the state broad powers to monitor and 

regulate online activities76. While this model 

has raised debates regarding human rights 

and freedom of expression, it has proven 

effective in limiting cybercrime and 

ensuring state control over critical 

infrastructures. 

For Algeria, the Asian experiences highlight 

the importance of capacity building through 

technological investment and professional 

training. Algeria could also benefit from 

proactive strategies, such as periodic cyber 

drills and simulation exercises, which would 

prepare institutions to respond rapidly to 

cyberattacks. Furthermore, the emphasis 

placed by Asian countries on integrating 

cybersecurity into broader national strategies 

could inspire Algeria to adopt a more 

holistic, forward-looking approach. 

D)  The Arab Experience 

The Arab world has made notable progress 

in recent years by aligning national 

legislation with international standards. The 

United Arab Emirates (UAE) introduced a 

federal law on data protection in 2021, 

establishing clear rules for data processing, 

cross-border data transfer, and user 

consent77. Similarly, Saudi Arabia has set up 

the National Cybersecurity Authority, which 

coordinates national strategies, issues 

regulations, and oversees institutional 

compliance across government and private 

sectors78. 

In addition, Arab states have promoted 

regional cooperation, particularly through 

the Arab League Convention on Combating 

Information Technology Offences (2010), 
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which seeks to harmonize legal definitions 

and criminalize cyber offenses across 

member states79. 

For Algeria, the Arab experience is 

particularly relevant because of the cultural 

and legal similarities. It highlights the 

benefits of institutional coordination and the 

creation of specialized national authorities 

with strong enforcement powers. 

Furthermore, Algeria could strengthen its 

role within regional cooperation 

frameworks, allowing for joint initiatives, 

information sharing, and cross-border 

mechanisms to combat cybercrime more 

effectively. 

7. Future Challenges to Cybersecurity 

and User Privacy and the Legal Measures 

Required 

The digital landscape is constantly evolving, 

and with it, the nature of cybersecurity 

threats and the risks to user privacy are 

becoming increasingly complex. While 

Algeria has made progress in adopting legal 

frameworks to address existing issues, 

several future-oriented challenges demand 

urgent attention to ensure that legislation 

remains adaptive and effective. These 

challenges encompass technological, social, 

and legal dimensions. 

A) Emerging Technological Threats 

The rapid growth of new technologies such 

as artificial intelligence (AI), the Internet of 

Things (IoT), and cloud computing is 

expected to create vulnerabilities that 

cybercriminals can exploit80. For example, 

AI can be used to conduct sophisticated 

cyberattacks such as deepfakes or automated 

phishing campaigns, while IoT devices often 

lack robust security standards, making them 

easy targets. These developments pose risks 

not only to individual users but also to 

national infrastructures. To address these 

threats, Algeria must adopt forward-looking 

regulations that integrate cybersecurity 

requirements into the design of emerging 

technologies. 

B)  Datafication and Big Data Risks 

The exponential growth of big data analytics 

means that enormous amounts of personal 

information are collected, stored, and 

processed daily81. While this data can drive 

innovation in sectors like healthcare, 

finance, and governance, it also increases 

the risk of mass surveillance, data misuse, 

and breaches. Future Algerian legislation 

should therefore impose stricter conditions 

on data minimization, transparency, and 

accountability, ensuring that data collection 

serves legitimate purposes without 

infringing on user rights. 

C) Cross-Border Cybercrimes and 

Jurisdictional Dilemmas 

As digital interactions are inherently global, 

future cybercrimes will increasingly involve 

cross-border dimensions82. Hackers may 

operate from outside Algeria, targeting 

national institutions, businesses, or citizens, 

making it difficult to investigate and 

prosecute offenders. Current legal 

frameworks often struggle with 

jurisdictional conflicts and the lack of 

effective international cooperation. Algeria 

will need to strengthen bilateral and 

multilateral agreements, harmonize its laws 

with international conventions, and 

participate actively in regional and global 

cybersecurity initiatives. 
 

D) Digital Awareness and Social 

Engineering 
 

Despite technological advances, the human 

factor remains one of the weakest links in 

cybersecurity. Techniques such as social 

engineering, phishing, and identity theft 

exploit users’ lack of awareness83. In the 

future, as digital services expand further 

into daily life, the risk of manipulation will 

rise. Legal measures should be 

complemented by national awareness 

campaigns, digital literacy programs, and 

institutional initiatives to train users in 

recognizing and avoiding cyber risks. 

E) Balancing Security with Digital 

Rights 
A key challenge for the future will be 

balancing national security needs with the 

protection of individual digital rights. 

Overly restrictive regulations risk 

undermining freedom of expression, access 
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to information, and privacy guarantees84. 

Conversely, weak regulations expose users 

and institutions to cyber threats. For Algeria, 

the legal response must be a balanced one—

introducing robust cybersecurity measures 

while embedding safeguards that protect 

constitutional rights and align with 

international human rights standards. 

8. Conclusion 

The analysis of Algeria’s digital legal 

framework and mechanisms of privacy 

protection highlights both significant 

progress and persistent gaps. Algeria has 

enacted important legislation, including the 

Law on the Prevention and Fight against 

Cybercrime (2009), the E-commerce Law 

No. 18-05 (2018), and the Data Protection 

Law No. 18-07 (2018). Together with 

constitutional guarantees on privacy and 

communication, these laws form the 

cornerstone of the national approach to 

safeguarding user rights in cyberspace85. 

Yet, rapid technological change, the global 

nature of cyber threats, and the evolving 

practices of malicious actors demand 

continuous adaptation and reinforcement of 

both law and practice86. Against this 

backdrop, several key recommendations 

emerge. 

A) Strengthening the legislative 

framework through international 

alignment 

 Algeria’s cyber legislation, while 

comprehensive in scope, requires further 

harmonization with international standards 

such as the Budapest Convention on 

Cybercrime and the EU’s General Data 

Protection Regulation (GDPR)87. Alignment 

would not only improve the effectiveness of 

legal tools for investigation and prosecution 

but also facilitate cross-border cooperation, 

a crucial factor given the transnational 

nature of cybercrime88. Moreover, 

embedding “privacy by design” and 

“security by design” principles in national 

regulations would ensure that future digital 

services integrate protection mechanisms 

from their inception89. 

B)  Supporting the role of the judiciary in 

digital privacy cases 

 Laws alone are insufficient without 

effective judicial interpretation and 

enforcement. Scholars emphasize that 

judicial bodies play a decisive role in 

shaping how digital rights are applied in 

practice90. For Algeria, this implies 

strengthening judicial training in cyber law, 

digital forensics, and international 

cooperation mechanisms91. Specialized 

judicial chambers or cybercrime courts 

could provide faster, more consistent rulings 

and contribute to jurisprudential clarity in 

cases involving personal data breaches, 

unauthorized surveillance, or online identity 

theft92. 

C)  Promoting user and institutional 

awareness 

The literature consistently identifies the 

“human factor” as the weakest link in 

cybersecurity93. In Algeria, limited 

awareness among end-users and 

organizations increases vulnerability to 

phishing, malware, and data misuse94. To 

address this, large-scale awareness 

campaigns, integration of cybersecurity 

modules into school and university 

curricula, and targeted training for 

employees in sensitive sectors (finance, 

healthcare, government) are 

recommended95. Public institutions, in 

particular, should be equipped with clear 

guidelines on data handling and 

accountability to ensure that citizens’ digital 

rights are effectively protected. 

D)  Enhancing international cooperation 

against transnational cybercrime 

Cyber threats disregard national borders, 

making unilateral approaches insufficient. 

International best practices stress the 

importance of bilateral and multilateral 

agreements for intelligence sharing, 

evidence exchange, and capacity building96. 

Algeria could benefit from deeper 

engagement with African Union strategies, 

Mediterranean regional initiatives, and 

United Nations programs on cybercrime 

Such cooperation would enable the country 

to access advanced expertise, benefit from 
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early-warning systems, and contribute to 

collective resilience in the face of global 

threats. 

 In conclusion, Algeria stands at a critical 

juncture: it has laid the legal foundations for 

digital privacy protection, but sustained 

efforts are required to ensure that these 

frameworks remain effective and future-

proof. Legislative alignment, judicial 

empowerment, societal awareness, and 

international cooperation constitute the four 

pillars of a robust cybersecurity and privacy 

strategy. By consolidating these areas,  

Algeria can both protect its citizens’ digital 

rights and position itself as a regional leader 

in cyber governance. 
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