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Abstract :

This research aims to analyze the impact of artificial intelligence (Al) on improving
cybersecurity for organizations, with a case study focusing on Microsoft as an applied
model. The study examines the role of Al technologies in the early detection and
prevention of cyber threats, while highlighting the challenges associated with these
technologies, such as securing data used for training models and addressing adversarial
attacks. Additionally, the research provides recommendations for companies on
adopting Al solutions to enhance cybersecurity measures. The findings indicate that Al
is an effective tool for improving cybersecurity, as technologies like Microsoft Defender
and Azure Sentinel have significantly reduced response times to cyberattacks and
increased the efficiency of security systems. However, the study emphasizes the
importance of integrating Al with human expertise to achieve higher levels of security,
thereby strengthening organizations' ability to effectively and sustainably address
increasingly complex cyber threats.
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