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The contribution of artificial intelligence in countering cyber threats
in the banking sector
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Abstract:

This research paper addresses the role of artificial intelligence in
enhancing cybersecurity within the banking sector by analyzing the
fundamental concepts of each and exploring the nature of their
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complementary relationship. The findings indicate that AI contributes
effectively to protecting banking systems, with statistics confirming that
Al-based technologies help reduce the costs of security breaches and
accelerate response times. However, the implementation is not without
challenges, most notably keeping pace with rapidly evolving cyber threats
and certain limitations associated with artificial intelligence itself.
Accordingly, the study recommends increasing investment in the
development and deployment of Al technologies for cybersecurity, with a
focus on digital infrastructure and training specialized personnel. It also
emphasizes the importance of enhancing cooperation among financial
institutions to exchange expertise and early warnings, and establishing
partnerships with academic and research institutions to develop innovative
solutions and continue research and development efforts in preparation for
future risks.
Keywords: Digital transformation, artificial intelligence, cybersecurity,
banking sector, security challenges
Jel Classification Codes: 033, M15, L86, G21.
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