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Abstract:

The inspection of information systems is one of the recently introduced judicial procedures
aimed at searching for, seizing, copying, or restricting the use of electronic evidence in order to
identify the perpetrators of cybercrimes resulting from the unlawful use of information and
communication technologies and to establish their responsibility. This inspection targets
automated data processing systems, their accessories, various electronic media, and networks,
which may expose individuals’ electronic privacy to violation. Therefore, it is essential for the
inspector to respect and adhere to the safeguards guaranteed by the Constitution, stipulated in
international and regional conventions, and affirmed by Algerian law, in order to uphold the
principle of procedural legitimacy.
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Introduction:

Cybercrimes are among the new crimes that have emerged due to the illegal use of
information and communication technologies,and the Algerian legislator has defined
Cybercrimes which are expressed in crimes related to information and communication
technologies under Article 2 of Law 09/04 dated 5/8/2009, which contains rules for the
prevention and control of crimes related to' information and communication technologies as
Offences targeting automated data processing systems as defined in the Penal Code, as well as
any other offence perpetrated or made possible through the use of an information system or an
electronic communications network

Cybercrimes is illegal behavior punishable by law in which one or more electronic
means are used as a tool, environment or target to commit the crime.Basically, cybercrime is a
digital activity designed to deal with computer systems through its own language, which is
binary code (0, 1), and therefore any cybercrime is the translation of criminal ideas into a
digital language and in an electronic environment?.

The requirements for detecting cybercrime, detecting its perpetrator, proving it, and
presenting evidence before the court, have imposed that the evidence and the specificity of the
cybercrime, which is carried out in the digital environment, are in line with what led to the
emergence of what is known as electronic evidence, which is one of the means of proof
developed in the penal articles,as the electronic criminal evidence includes all electronic
means, in addition to all electronic data that can prove that there is a crime committed or that
there is a relationship between the crime and the perpetrator, or prove a relationship between
the crime and the victim.

Given the specificity of committing Cybercrimes and the specificity of the digital

environment in which or through which these crimes are committed, the Algerian legislator,
similar to comparative national legislation, had to adopt special methods procedures in line
with the specificity of Cybercrimes in order to seize electronic evidence and bring it to justice.
Electronic inspection is one of the most important methods of collecting electronic
evidence,where electronic systems of persons are accessed in order to seize electronic
evidence related to a crime, or seize it and prevent its disposal, and there is no doubt that this
measure would prejudice their electronic private life.
Here we pose the following problem: How did the Algerian legislator regulate the
provisions of the inspection of information systems and did it approve its own provisions
or subject it to the general provisions of the inspection? What are the legal guarantees
approved by the Algerian legislator to conduct an inspection of information systems,
and how do we balance the relationship between achieving the public interest by
detecting crime and arresting perpetrators and between protecting people's electronic
privacy?

The subject of searching information systems occupies a position of paramount
importance in criminal law, rendering it a fertile domain for contemporary legal scholarship.
This significance stems from its role as a manifestation of the adaptation of the penal legal
framework to crimes pertaining to information and communication technologies, as well as its
alignment with the challenges posed by searches conducted within the electronic
environment. Such adaptation is essential for the lawful seizure and preservation of electronic
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evidence, thereby facilitating the detection and investigation of cybercrimes. This process
necessitates the implementation of specialized procedures, mechanisms, and safeguards
commensurate with the distinctive nature of these offenses. Furthermore, it raises critical legal
issues, particularly concerning the extent to which the informational privacy of individuals—
guaranteed by constitutional principles, international covenants, and statutory provisions—is
duly observed and respected. Additionally, it encompasses the complex matter of remote
tracing and seizure of electronic evidence, whether located in information systems beyond
national jurisdictions or disseminated across the Internet, which in turn underscores the
imperative of international cooperation and coordination in this field.

This study aims to determine the nature of the inspection of the information system, the
extent to which non-intangible elements of automated processes, electronic media and the
Internet can be subject to inspection,and to identify the legal procedures and guarantees
established by the Algerian legislator with regard to the inspection of information systems,
and to search for problems that arise in practical application, especially with regard to
inspection , within the scope of the various legal texts of Algerian legislation.

To answer the problem, we adopted the descriptive and analytical approach to stand and
analyze the various legal texts related to the subject of the study. The study was divided into
two chapters. In the first chapter , we discussed the legal framework for inspecting
information systems,while in the second chapter, we discussed the controls for inspecting
information systems.

The first chapter : The concept of inspecting information systems

In this section, we will discuss the definition of the information system inspection
procedure in the first requirement, and determine the extent to which the components of
information systems and the networks associated with them are susceptible to inspection

1- Definition of Information System Inspection

The search is a procedure of investigation of a protected place, carried out by a
competent authority in accordance with the procedures, restrictions and guarantees prescribed
by law with the aim of accessing material evidence of a felony or misdemeanor that has
occurred, to prove its commission and attribution to the accused®. If the subject of the search
in traditional crimes is focused on a place that has special protection, the matter in electronic
crimes and the search for electronic evidence is different from that due to the non-physical
nature of the programs and data of information systems, as well as the Internet , it is just
electrgnic data and programs that do not have any tangible physical appearance in the outside
world".

The Algerian legislator defined the information system as any separate system or group
of systems connected to each other or linked, one or more of which automatically processes
the data in implementation of a specific program®, while he defined the information data as
any presentation of facts, information or concepts in a form ready for processing within an
information system, including appropriate programs that would make an information system
perform its function®. Automated processing means operations performed in whole or in part
by automated methods such as recording data and applying logical and/or mathematical
opera;tions to these data , changing them, scanning them , extracting them or publishing
them’.

The inspection of information systems, or what is known as electronic or information
inspection, is defined as the inspection of computer crimes, which aims to access the material
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or intangible data contained in computer systems that are useful in detecting crime and
attributing it to the ®accused. It is access to a place granted special protection by law as a
repository® of the secret of its owner'® . This place is equal to being a computer, its systems or
the Internet. Electronic evidence is defined as evidence taken from computers and is in the
form of magnetic or electrical fields or pulses that can be collected and analyzed using special
technological programs and applications and is presented in the form of evidence that can be
adopted before the judiciary.**

The inspection of information systems aims to seize electronic evidence that helps to
detect perpetrators of cybercrime and focuses on electronic devices such as computers and
accessories , mobile phones, various networks and various data storage devices, in addition
to digital cameras, and other devices'?, in addition to the Internet, and may encompass non-
tangible digital electronic data manifesting in the form of text, images, or videos stored within
electronic devices or disseminated across various communication networks.

The inspection and seizure of electronic evidence needs special techniques, methods and
programs to copy, retrieve, repair and reassemble data and other procedures, due to the
possibility of removing™ or hiding them or encrypting them and the development of multiple
protection systems that prevent access to them or access to them in addition to the possibility
of keﬁping evidence outside the crime scene completely and even outside the borders of the
state™".

From a legislative standpoint, the Algerian legislator has refrained from providing a
definition of conventional search procedures, nor has it addressed the search of information
systems. Similarly, no definition of electronic evidence has been articulated, either in the new
Code of Criminal Procedure No. 25/14, which confines itself to regulating the provisions
governing conventional searches of dwellings and their safeguards in Articles 75 to 80, Article
97, and Articles 150 to 159, or in Law No. 09/04 concerning the special rules for the
prevention and combating of crimes related to information and communication technology.

The Algerian legislator approved the inspection of information systems and regulated
some of its provisions under Law 09/04, which contains the special rules for the prevention
and combating of crimes related to information and communication technology, in Chapter
Three of it under the title "Procedural Rules for the Inspection of Information Systems",
Article 3 of which stipulates that the requirements for the protection of public order or the
absence of requests for judicial investigations or inquiries, taking into account the legal
provisions that guarantee the confidentiality of correspondence and communications, in
accordance with the rules and guarantees stipulated in the various legal texts , may carry out
search and seizure procedures within an information system.

Furthermore, Article 5 thereof provides that competent judicial authorities, as well as
judicial police officers, may-within the framework of the Code of Criminal Procedure and in
the cases stipulated in Article 4 above-access, for the purpose of conducting a search,
including remotely, the following:

a) An information system or any part thereof, as well as the information data stored therein,
b) An information storage system.

2- The extent to which the components of the information system and the networks
associated with it are subject to inspection

The information system consists of hardware , moral or software components, as
well as local and international wired and wireless network telecommunications
networks. The inspection aims to search for non-physical data stored in the computer ,
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or stored in tablets. It also aims to search the information systems under
investigation™.

Jurisprudential debate has arisen about the susceptibility of physical and moral
computer components and associated networks to inspection®®.

2.1- Physical Components of Information Systems
Criminal law doctrine unanimously concurs that the objective of search

procedures is the seizure of tangible evidence conducive to uncovering the truth.
Accordingly, the search of the physical components of various information systems in
pursuit of any item connected to a cybercrime that has occurred-and which serves to
elucidate the truth thereof and identify its perpetrators-falls within the scope of search,
provided it is conducted in strict conformity with the prescribed statutory procedures®’.
These physical components raise no particular difficulty with respect to their
searchability, subject, however, to compliance with specialized protocols for the
seizure of such devices in light of their sensitivity and susceptibility to damage.

Nevertheless, the legal regime governing the search of the physical components of
an information system is contingent upon the nature of the locus in which they are
situated-specifically, whether they are located in public premises open to the general
public or in private premises enjoying statutory protection. The locus assumes
particular significance in the context of search operations. Where such components are
situated in private premises-such as the suspect’s domicile or any appurtenant thereto,
or within an enterprise or office accorded legal protection-compliance with the
procedures governing domiciliary searches as stipulated in Article 75 of the Code of
Criminal Procedure becomes mandatory, particularly the requirement of obtaining a
search warrant.

By contrast, the remaining safeguards ordinarily applicable to search operations-
such as adherence to the statutory time frame for searches and the mandatory presence
of the suspect or his legal representative are not applicable in the realm of
cybercrimes. Thus, the search of information systems (or any part thereof) or
information storage systems may be conducted at any hour of the day or night and in
the absence of the data subject, pursuant to Articles 76 and 78 of the Code of Criminal
Procedure, which dispense with both the prescribed temporal restrictions (from 05:00
to 20:00) and the requirement of the suspect’s presence or that of his representative
during the search®.

2.2- The intangible Components of Information Systems

It raised the issue of the possibility of subjecting the intangible components of
information systems to inspection, contrary to the midst of legal jurisprudence,where
jurisprudence was divided into two directions :

The first trend: Part of the jurisprudence considers that electronic data and data
cannot be subject to inspection, as the inspection is an investigative procedure aimed at
seizing material things that contribute to revealing the circumstances of the crime and
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identifying the perpetrator, which is inconceivable in the moral components of
information systems,and the owners of this trend concluded its interpretation to be
based on the link between procedural texts and natural sciences andtheir application to
data, data or programs, as the word thing means matter, and it is all that occupies a
certain vacuum that can be measured and controlled, which does not apply to the
moral elements of asp, which do not occupy a physical space, and its capacity and
size cannot be measured and can be stored in it'’

This jurisprudential aspect, in view of the legislative deficiency, suggests the need
to add to this traditional purpose of inspection the possibility of searching and
controlling materials processed by computer or computer data, so that the new purpose
of inspection after this technical development is to search for physical evidence and
any evidence or trace resulting from automated processing of data or data by
computer™®

The second trend: This trend sees the permissibility and possibility of conducting an
inspection in all components of a system of automated data processing, including the
moral components of data and data stored, whether in computers, smart phones or
even in internal or international Internet communication networks .

From the legislative point of view, we find that all legislations have taken the
second opinion, including the Algerian legislator, who authorized the inspection of
information systems in accordance with the provisions of Article 05 of Law No.
09/04.

2.3- The extent to which communication networks are subject to electronic inspection
"'remote inspection™
With the advent of the Internet, cybercrime has taken place internationally. Its

impact is no longer limited to the territorial borders of one country, but has extended
to all countries of the world , which made it difficult to search and seize criminal
evidence on the investigation authorities because of its extension through the
networks of thecomputer to places far from the physical location of the child."

Here, the question arises: Is it possible to extend theinspection to an information
system from an information system related to which permission has been obtained to
inspect it within the territory of one country? Is it possible to extend this inspection to
an information system located outside the territory of the state?

the legislator distinguished between two cases:

The first case:When the information system of the suspect or accused is
connected to another information system located within the national territory:

Where an inspection is carried out on an information system or a part thereof, or
on the data stored therein, and where there are reasonable grounds to believe that the

175



The Legal Framework For The Inspection of Information Systems in Algerian Legislation
BABAH Brahim GHEHIOUECHE Alwalid

data being sought is stored in another connected information system that can be
accessed from the first, the Algerian legislator permits the prompt extension of the
inspection to include that other system or part thereof, subject to the prior notification
of the competent judicial authority?°.

The second case: The connection of the inspected information system to an
information system located outside the national territory.

The Algerian legislator has authorized the inspection of information systems
located outside the territory of the State when it is confirmed that the data in question
are stored in that system and can be accessed from the system located in the national
territory, provided that this is with the assistance of the competent foreign authorities
to reflect international cooperation tocombat cybercrime and in accordance with the %
relevant international conventions and in accordance with the principle of
reciprocity®.

The third case: When the data or data to be searched is on the Internet

Cloud Storageis defined as a digital storage model based on a virtual
infrastructure distributed across the Internet, where information and data are stored on
platforms of virtual servers rather than confined to a specific server,and this is
managed through specialized hosting companies that have advanced technical
infrastructures that include huge data centers, allowing users to allocate flexible
storage spaces commensurate with their requirements

With reference to the text of Article 5 of Law No. 09/04 on the prevention of
crimes related to information and communication technologies, we find that the
legislator has authorized the inspection of any information storage system, whether it
is within the information system or on the Internet. The legislator also obligated all
service providers active on the national territory and subject to Algerian law to provide
assistance to the authorities in charge of judicial investigations to collect and record
data related to the content of communications in a timely manner and to put the data
that they must keep in accordance with the law.?® They are also under a legal
obligation to preserve the confidentiality of all operations carried out at the request of
the investigative authorities, as well as any information related thereto, subject to the
penalties prescribed by law for the unauthorized disclosure of investigation or inquiry
related secrets™,

The second chapter : Inspection controls in information systems

The right to privacy is recognized as one of the fundamental rights inherent in the human
person. The scientific advancements and the proliferation of information and communication
technologies (ICT) among individuals have given rise to a novel conceptual framework
known as informational privacy or electronic privacy® This is defined as the right of
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individuals to safeguard the confidentiality of their data and personal information within the
digital environment, and to prohibit unauthorized access or dissemination thereof absent their
express consent. Accordingly, informational privacy denotes the protection of individuals’
personal data and information security during their utilization of information systems,
electronic devices, and the Internet, encompassing the capacity to exercise control over access
to such data and information®®, This dimension has become an integral and indivisible
component of human privacy, which has, in turn, been accorded robust legal protection.

Given that the search of information systems constitutes one of the most intrusive
investigative measures that infringes upon the rights and freedoms of individuals®’ and
violates their informational privacy, thereby enabling the searching authority to access private
electronic data and information, it became imperative for the legislator to regulate this
procedure through statutory provisions designed to strike a delicate balance between, on the
one hand, safeguarding individuals’ informational privacy, and on the other, upholding the
State’s legitimate interest in imposing criminal sanctions against cybercriminals by
authorizing judicial authorities to conduct searches of information systems for the detection of
offenses and the seizure of electronic evidence®.

The constitutional legislator has enshrined legal protection for private life by subjecting
domiciliary searches to stringent statutory safeguards. It has expressly provided that the State
shall guarantee the inviolability of the home, such that no search may be conducted except in
accordance with law and in strict compliance therewith, and only pursuant to a written order
issued by the competent judicial authority”® Furthermore, Article 47 of the 2020
Constitutional Amendment affirms that every person enjoys the right to the protection of their
private life and honor, and that every individual has the right to the confidentiality of their
private correspondence and communications in any form whatsoever, The phrase “in any form
whatsoever” unequivocally encompasses individuals’ electronic private life, otherwise known
as informational privacy, which constitutes an inseparable component of the broader right to
private life.

Numerous international human rights instruments have likewise guaranteed legal
protection for informational privacy as an integral facet of individual privacy®’.Notable
among these are the Universal Declaration of Human Rights®" and the International Covenant
on Civil and Political Rights®’ These instruments have encircled the search of information
systems with multiple procedural safeguards and limitations to ensure its protection.

From a statutory perspective, the legislator has criminalized the violation of domiciliary
inviolability as a punishable offense®*.Moreover, it has proscribed a wide array of conduct
capable of compromising information systems under Section Seven Bis of Chapter Three,
Title Two, Book Three of Ordinance No. 66-156, entitled “Attacks on Automated Data
Processing Systems”, as articulated in Articles 394 bis to 394 bis 73*. Additionally, the
legislator has criminalized infringements upon informational privacy by prohibiting the
unauthorized automated processing, access, or interception of individuals’ personal digital
data and information without prior consent of the data subject™.

For electronic evidence to possess probative value, it must satisfy reliability guarantees
consonant with two distinct categories of conditions—general and specific—such that the
evidence, like any other form of proof, must be legally and rationally admissible before the
criminal court, directly linked to the facts of the offense under investigation, and collected
under circumscribed conditions that respect constitutionally and statutorily prescribed
limitations and safeguards, thereby upholding the principle of procedural legitimacy .

Accordingly, the search of information systems is subject to a comprehensive set of
conditions and controls to ensure its validity, thereby permitting reliance upon the minutes
thereof for proving the offense. These include grounds for the search, which require the actual
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commission of an offense subject to investigation; and judicial authority competent to issue
authorization, supervise, and oversee the execution of the search. Thus, conducting the search
necessitates obtaining prior permission from the Public Prosecutor or the competent
investigating judge. Consequently, the regulatory framework governing searches is bifurcated
into two categories: substantive controls and formal (procedural) controls.

1. Objective controls for inspection in information systems and networks

In order for the inspection of the information system to be legal and productive
of its impact, the inspector must comply with the conditions and guarantees specified
by law .

1.1- There is a reason for inspection in information systems

The inspection of information systems aims to obtain electronic evidence within
an existing investigation following the occurrence of a crime, whether a felony or a
misdemeanor,and to accuse one or several persons of committing or participating in it,
with strong evidence and indications of the existence of evidence or things useful in
revealing the truth stored in the information system. Judicial inspection is not a means
of preventing crimes, but rather an investigation procedure to uncover the
circumstances of the occurrence of the crime and seize evidence to detect and arrest
the perpetrator®’

With reference to the provisions of Law No. 09/04, especially Article 3 and 5
thereof, we find that the Algerian legislator has authorized the competent judicial
authorities as well as judicial police officers to carry out search and seizure
procedures within an information system whenever the requirements of protecting
public order or the requirements of ongoing judicial investigations or inquiries
require, or in order to prevent acts that are described as terrorist or subversive crimes,
or those that are described as crimes against state security, or when there is
information indicating the possibility of an attack on a system My information may
negatively affect public order, national defense, state institutions, or the national
economy,or when resorting to electronic surveillance is necessary required by the
requirements of judicial investigations,and without which it is difficult to reach results
of ongoing research,and inspection can be carried out in the context of the
implementation of requests for mutual international judicial assistance®, and in all
cases stipulated by law® through access to any automated data processing system or
part of it, as well as theelectronic data and data stored in it, or to any information
storage system In order to conduct an inspection, whether directly or
remotely,provided that this is within the framework of procedural legitimacy.

1.2- The place of inspection in information systems.

The nature of the crime committed, the nature of the evidence to be searched,
searched and seized, and the strong signs of determining where to keep, possess or
store it play an important role in determining the places and devices to be searched. In
general, the inspector may proceed to search in all places where things can be found
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whose detection is useful to reveal the truth in accordance with the provisions of
Article 157 of the Code of Criminal Procedure, The subject of the inspection in
crimes  related to information and communication technologies includes all
components of automated processors, whether physical or moral, such as computer or
smart devices, and its accessories, as well as its communication networks, or any
device for carrying, transferring and storing

When the authority conducting the inspection in an information system discovers
stored data that are useful in detecting crimes or their perpetrators and that it is not
necessary to seize the entire system, the data in question is copied as well as the data
necessary to understand it on an electronic storage pillar that is subject to seizure and
placement in holdings in accordance with the rules established in the Code of Criminal
Procedure.

In all cases, the electronic searcher and seizure must ensure the safety of the data
in the information system in which the operation is conducted. It must also preserve
the seized evidence and ensure that no modification, deletion, addition or any other
change of any nature that would affect the content of the evidence is made®, and the
inspector may have to prove the impossibility of conducting it, even if the legislator
has granted the electronic inspecting authority the use of the necessary technical means
to form or reconfigure these data in order to make them exploitable for the purposes of
the investigation, as long as this does not prejudice the content of the data.

1.3- The competent authority for inspection of information systems

The principle is that inspection is one of the judicial investigation procedures
that affect the personal freedoms of individuals*? so the penal legislation was keen to
assign it to the judicial authorities themselves*,and as an exception and because of the
preoccupation with many other judicial tasks and the lack of judges and the large
number of crimes committed, the legislation allowed the delegation to conduct the
inspection of the judicial police bodies, provided that this is done by a judicial police
officer,and that this is done with their permission and under their supervision and
control in accordance with the text of Articlesl41and 75/4 of law 24/14%* ..

In accordance with the provisions of Article 5 of Law 09/04, the legislator has
authorized the competent judicial authorities, as well as judicial police officers , to
access any system of automatic processing of data or part thereof, as well as
theelectronic data and data stored therein, or to an information storage system in order
to conduct an inspection, whether directly or remotely, provided that this is within the
framework of procedural legality.

Due to the specificity of the search and inspection of the electronic evidence and
the specificity of seizing, processing and preserving it or even taking the necessary
measures to prevent it from being compromised, destroyed or manipulated, the
legislator authorized the authorities in charge of the inspection to harness every person
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who has knowledge of the work of the information system in question or the measures
taken to protect the information data it contains®, in order to assist them and provide
them with all the information necessary to accomplish their mission®.

2. Formal controls for inspection in information systems or the network

The legislator subjected the inspection of information systems to a set of formal
controls, which are :

2.1- Obtaining permission to inspect information systems
The search warrant is defined as that written license issued by the competent

judicial authorities to the judicial police officer in order to enter a special place that
has legal protection in order to search and search to seize evidence in order to detect
the crime and arrest the perpetrators®’.

In order for the inspection of information systems or the inspection of data
storage systems to be correct in line with the principle of procedural legitimacy, the
inspector must adhere to the procedures as specified by law, which are represented in
the need to obtain judicial permission, as national legislation regulates these
procedures accurately to ensure a balance between the requirements of security and
truth detection on the one hand and the protection of individual rights and freedoms
on the other.

In accordance with the provisions of Article 5 of Law No. 09/04, the legislator
authorized judicial police officers to inspect the automated processing systems
forinformation and data or data storage systems. However, it did not explicitly
stipulate the need for them to obtain a "judicial permit* to conduct the search. It only
stipulated the phrase "within the framework of the Code of Criminal Procedure"
,which leads us to refer to the general provisions of the Code of Criminal Procedure,
especially Article 75 of law 24/14, which requires that judicial police officers must
obtain a judicial permit with the need to present it to the owner of the residence and
invoke it before entering the residence and starting the search process®. This is under
penalty of nullity , as the base where the restriction was found refrained from entering
and the lesson in determining the restrictions on entry is at the place to be entered and
at the moment of entry®,

With reference to the provisions of Law No. 09/04 on the prevention and control of
crimes related to media and communication technologies, we do not find that the
Algerian legislator has set rules for the permission to conduct electronic inspection,and
therefore reference is made to the general rules for inspection stipulated in the Code of
Criminal Procedure.

Among the necessary data in the search warrant is that the search warrant must
specify the place or information systems to be inspected and all components or
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objects to be inspected and seized accurately® ( computers, electronic sexual images
of children, counterfeit electronic works... ), in order toavoid exploratory inspection,
so that the person authorized to inspect is not left with any discretion in this regard.
However, there is difficulty in respecting this condition during practice in inspecting
different automated processors, due to the special nature of the latter. Computers or
phones contain a large number of files. In addition, the names of these files do not
necessarily indicate what they contain. Therefore, difficulties are raised. Is each file
considered a "closed box that needs judicial permission independent of the other? In
particular, the accused may resort to pseudonyms for files containing illegal
materials®".

By virtue of the provisions of Law No. 09/04, the legislator has introduced
specific procedural rules governing the extension of electronic inspection to other
information systems. Article 5, in particular, provides that in the scenario referred to in
paragraph (a) which concerns an information system or part thereof, as well as the data
stored therein it is permitted to expand the scope of the inspection to include other
systems, provided that the applicable legal conditions are met.

Where there are reasonable and compelling grounds to believe that the data subject
to search is stored within another information system that is accessible from the
initially inspected system, the competent authority may, following prior notification to
the competent judicial authority, proceed to promptly extend the scope of inspection to
encompass that additional system or any part thereof. However, if the data sought is
located within an information system situated outside the national territory and can be
accessed from within the national jurisdiction, such access shall be effected through
cooperation with the competent foreign authorities, in accordance with the applicable
international treaties or agreements concluded for this purpose, and subject to the
principle of reciprocity.

The Algerian legislature has authorized the competent authorities, within the
framework of ongoing investigations or judicial inquiries aimed at detecting crimes
involving information and communication technologies and identifying their
perpetrators, to engage in the exchange of international mutual legal assistance for the
purpose of gathering evidence pertinent to the offense in electronic format.
Accordingly, responses may be provided to assistance requests intended for the
exchange of information or the implementation of any preservative measures to secure
or seize any information system associated with the committed offense or the
electronic evidence contained therein. Judicial assistance requests shall be accepted
even if transmitted via expedited communication channels, including facsimile devices
or electronic mail, provided that such channels incorporate adequate security measures
to verify their authenticity. This shall be conducted in accordance with relevant
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international conventions, bilateral international agreements, and the principle of
reciprocity®%.

Assistance requests that may infringe upon national sovereignty or public order are
exempted from judicial and security cooperation as well as information exchange.
Furthermore, when responding to international assistance requests, the competent
authorities may stipulate the necessity of preserving the confidentiality of the disclosed
information and restricting its use solely to the purposes delineated in the request®® .

2.2- Non-requirement of the presence of stakeholders to conduct inspection in
information systems

The presence of the suspect, the accused, or the person whose residence is to be
searched, or their representative, is one of the most important guarantees prescribed
by law for them. It is also one of the most important formal conditions required by law
for the validity of the search, in order to ensure the safety of the search, in addition to
personally identifying the evidence seized,and the possibility of access to the secrets of
others.

However, pursuant to Article 76 of Criminal Procedure Law No. 24/14, the
legislator has not mandated the presence of the concerned individual during the
conduct of searches in certain offenses, including those pertaining to information and
communication technologies, as expressly provided therein: (“These provisions shall
not apply ....... in cases involving offenses related to information and communication
technologies....”**, and the wisdom of this is due to the need to confer some kind of
secrecy during the collection of electronic evidence, especially since this evidence is
of a special nature in terms of the speed of modification and manipulation even
remotely, and this guarantee is beginning to diminish its importance in countries that
adopt the system of remote inspection, or what the French jurisprudence calls “indirect
inspection >

In this regard, the Algerian legislator had to distinguish between two cases :

The first case: If the inspection targets an information system or its accessories, data
storage devices, data or any other devices related to the crime and contributes to
revealing the truth present in the house of the accused, here the owner of the house
must be present, whether he is a suspect or accused ,and in the event that he is unable
or present in the penal institution or is a fugitive, the procedures specified in Article 76
shall be applied in the presence of a representative of the owner of the house or two
witnesses who are not subject to the authority of the judicial police officer,because in
this case he will be arrested The seizure of evidence and recording this in the
inspection record, and this is a protection and guarantee for the person and in order to
achieve the legitimacy of the electronic evidence that was seized and sealed, as Article
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73 of the Criminal Procedure Law stipulates that the judicial police officer must take
all necessary measures to preserve the evidence that is feared to disappear, and seize
all elements and evidence that would contribute to revealing the truth, and he must
also present the seized objects to the persons suspected of contributing to the
commission of the crime to confirm their identity or identify them. A second party in
order to achieve its legitimacy and in application of the text of Article 1 of the
Criminal Procedure Law, which stipulates this law is based on the principles of
legality, fair trial and respect for human dignity and rights,and to ensure that the
concerned person does not claim that electronic evidence was not seized at his home.

The second case: If the information system or network is inspected remotely
according to specialized technologies and programs, whether inside or outside the
national territory, then the presence of the concerned person is not required,but it is not
necessary as long as the penetration, seizure, preservation, or taking measures to
prevent access to or disposal of the evidence.

2.3- Timeline for conducting inspections in information systems

In order to narrow the scope of the attack on individual freedoms and to protect
private life and the inviolability of housing, the Algerian legislator stipulates that it is
not permissible to start searching and inspecting housing before five (5) am, or after
eight (20) pm as a public asset, except in the legally prescribed cases where it is
permissible to depart from these dates. The inspection may be carried out at any hour
of the night and day, in accordance with the text of Article 78 of the Code of Criminal
Procedure.

However, the Algerian legislator, pursuant to Article 78, paragraph 3 of the
Criminal Procedure Law, has excepted the application of these safeguards to a
category of offenses, including those related to information and communication
technologies.

However, if the inspection is carried out in private places such as residences or
offices, or if the person carries with him computer components or devices for storing
and transferring the aforementioned information and data, or if he controls or
possesses them, the inspection shall not be carried out except in cases where it is
permissible to inspect places or persons with the same guarantees and restrictions
stipulated in this field.

2.4- Minutes of inspection in information systems
Considering that the inspection is an investigation work aimed at collecting

evidence to uncover the truth ,and because the electronic inspection affects the
electronic private life of persons, the legislator obligated the electronic inspection
authority to write a report proving the procedures that took place and the results of the
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inspection of the seizure of evidence and the circumstances in which this was done,
and it must also include all the measures that have been taken, such as seizing or
copying data or deleting it, or the procedures and measures taken to prevent the
disposition or access to electronic evidence, and in general all the procedures followed
by the person specialized in the systems,where the inspector must document all the
procedures that are taken in an official record>®

In all cases, the inspector must seize everything that can lead to revealing the
truth®’, present the seized objects to the persons suspected of contributing to the felony
or misdemeanor for identification, and take inventory in the record of all objects,
documents, and evidence that have been seized, seized, and their nature determined
,and put them in a bag andclose it with paper tape and seal it.

It should also be noted that if during the inspection of the information system or
network inspection, crimes are discovered and evidence other than those stipulated in
the search warrant is seized, the inspection remains valid and produces its legal
effects. The Public Prosecution can follow up the person concerned with the detected
crimes in accordance with the procedures specified in the law, in accordance with the
text of Article 75, the last paragraph of the Criminal Procedure Law, which stipulates
that ( If crimes other than those mentioned in the judge's permission are discovered
during these operations, this shall not be a reason for the nullity of the interlocutory
procedures.

In order to protect the right to privacy and non-defamation, the legislator, in
accordance with the provisions of Article 45 of the Code of Criminal Procedure,
obligated anyone who attends the inspection procedure, whether the investigating
judge, the judicial police officer, or qualified persons who were accompanied to
conduct the inspection and who have access to papers, documents, physical electronic
evidence or moral evidence, to withhold professional secrecy. A penalty of
imprisonment from two months to two years and a fine ranging from 2,000 to 20,000
dinars shall be imposed on anyone who discloses a document resulting from the
inspection or informs a person who has no legal capacity to view it, without the
permission of the accused, his rights holders, the signatory to this document or the
addressee®, unless the necessities of the investigation require otherwise. Article 9 of
Law 09/04 stipulates that anyone who uses the information obtained through
surveillance or search outside the limits necessary for judicial investigations or
investigations shall be subject to penalties stipulated in the applicable legislation.

Conclusion:

This study dealt with the subject of inspection in information systems as an
innovative measure of investigation procedures to detect and seize electronic evidence
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to prove the occurrence of some traditional crimes and electronic crimes resulting from
the illegal use of information and communication technologies and their attribution to
the accused, which are characterized by being located in a non-traditional electronic
environment and are focused on physical and non-physical components that include
electronic data and data,and require privacy in the inspector who needs scientific and
technical knowledge, as well as privacy in the procedures and tools of searching for
them and seizing them given the specificity of the obtained evidence and its nature,
which is characterized by its characteristics over the traditional physical evidence.

Although the Algerian legislator has stipulated that it is permissible to inspect
information systems, data storage systems and electronic data within the provisions of
Law 09/04, it has not defined it and has not singled out its own provisions that are in
line with the specificity of the procedure, and the electronic evidence extracted from it
has not been known and has not included special provisions within the materials
related to evidence. However, according to the Code of Criminal Procedure, it can be
accepted as useful in uncovering the truth, taking into account that the inspection is
carried out in accordance with the controls stipulated by the legislator upon inspection
, the most prominent of which is the need to obtain judicial permission. If the
inspector is faced with the problem of the interconnectedness of the devices, it varies
according to whether the devices within the country, then they may be inspected under
the same conditions necessary to search the non-accused. If the scene of cybercrime
extends outside the country, the matter is governed by international security and
judicial cooperation agreements and rules of reciprocity.

Some of the most important findings that we can draw are :

- The Algerian legislator did not know the procedure for inspecting electronic systems
and data storage systems, and did not regulate it by its own provisions,and was
satisfied with the general rules stipulated in the Code of Criminal Procedure

- The Algerian legislator has adopted electronic evidence as a means of proving
crimes, whether traditional or electronic , despite the absence of an explicit text
stipulating the electronic evidence or regulating its provisions with special rules
within the rules of evidence, whether in the provisions contained in Law No. 09/04 or
in the provisions related to the rules of evidence stipulated in Article 212 et seq. of the
Code of Criminal Procedure, despite its specificity, whether in terms of its electronic
nature,or in terms of procedures or mechanisms for searching and seizing it ,or in
terms of the scene of evidence that may extend outside the country to include several
countries, considering that electronic crime is a transnational crime, as it has only
stipulated various procedures for seizing evidence of an electronic nature such as
surveillance, electronic surveillance, recording of sounds, taking pictures, inspecting
electronic systems, data storage systems and data.
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- Obtaining permission to inspect an information system allows the search of all files
in the system,and that the discovery of evidence and crimes other than those
mentioned in the judge's permission is not a reason for the nullity of interlocutory
procedures .

Therefore, we suggest:

1- The need to achieve a balance between the requirements of justice and security on
the one hand and on the other hand the protection of electronic privacy as a
constitutional right of persons through the strict legal regulation of the electronic
inspection procedure, especially with regard to the judicial supervision and control of
the procedure to ensure that the powers are not exceeded or the rights of individuals
are violated, and to ensure that the personal data collected during the inspection is
dealt with securely and confidentially , and with giving individuals whose devices or
data are inspected the right to challenge the procedures whenever their electronic
rights are violated.

2-The need to keep pace with substantive and procedural national legislation,
including Algerian legislation, for the rapid development of information and
communication technologies in order to achieve the principle of legality, especially
with the increasing complexity of electronic crimes,with the need for the basic and
specialized training of law enforcement agencies, including judges, investigative
judges and judicial police officers,with the need to give a more important role to the
National Authority for the Prevention and Combating of Crimes Related to
Information and Communication Technologies in the field of assisting inspection in
the electronic environment.

3-The need for international security and judicial coordination and cooperation in the
field of prevention and combating cross-border cybercrimes, especially with regard to
cooperation in the field of implementing international judicial letters or in the field of
investigators' work regarding the inspection of information systems, data storage
systems and data when the inspection extends beyond the national borders o f the
state.
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