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  :الملخص

شهدت طفرة التيأبرزها الأنظمة المستقلةیعدكیانات حدیثة في عصر الذكاء الاصطناعيإن ظهور

أفضى في بعض الحالات إلى ، هو أمرفي قدراتها، أدت إلى امتلاكها قدراً متزایداً من الاستقلالیة في اتخاذ القرار

في هذا السیاق، برزت إشكالیة .یة مباشرة أو التسبب بهاانتهاك قواعد القانون الجنائي، سواء بارتكاب أفعال جرم

محوریة تتعلق بمدى قابلیة هذه الأنظمة، باعتبارها فاعلاً غیر بشري للمساءلة الجنائیة وفقاً للمبادئ التقلیدیة 

كما طُرحت تساؤلات حول الأساس القانوني لإسناد . للمسؤولیة الجزائیة، لا سیما ما یتصل بالركن المعنوي

في طرح أثار العدید من المسائل أهمها الاعتراف الجریمة، بین إمكانیة تأسیس مسؤولیة مباشرة للأنظمة المستقلة

  . ي، أو إمكانیة مساءلتهما معاحصر المسؤولیة في الإطار البشري التقلیدو، بالشخصیة القانونیة لهذه الأنظمة

  .ة المستقلة؛ المسؤولیة الجزائیة؛ الذكاء الاصطناعيجرائم الأنظم؛ الفاعل غیر البشري: الكلمات المفتاحیة

Abstract:
The rise of new entities in the Artificial Intelligence era, especially autonomous systems, 

has led to unprecedented independence in decision-making. This development has, at times, 
resulted in violations of criminal law, either directly or indirectly. A core issue arises regarding the 
criminal liability of these non-human actors under traditional principles. The focus is particularly 
on the mental element (Mens Rea) in criminal responsibility. Debates revolve around whether 
autonomous systems can bear direct liability, requiring legal personality recognition. 
Alternatively, liability may remain strictly human-centered assigned to developers, programmers, 
or users. Another proposition suggests shared liability between the system and human actors. 
These questions reflect a deeper legal dilemma in regulating AI-related crimes.

Key words: Non-human Actor; Crimes of Autonomous Systems; Criminal Liability; Artificial 
Intelligence 
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Introduction:
Criminal liability is more specific than civil liability, according to the construction of 

the criminal theory under traditional principles, which requires many elements to hold 
criminals responsible, to achieve justice through human-designed criminal law, which 
governs human conduct and its violations.

Over the last two decades, criminal law has been required to supply adequate solutions 
for the commission of criminal offenses, as other entities are not recognized as legal 
personalities in the criminal law, and artificial intelligence (AI) entities are pivotal topics in 
this domain. 

The use of AI is growing in many ways within the modern world. Nowadays, this 
technology plays a crucial role in our daily lives, from personal assistants to self-driving cars. 
As a disruptive technology, AI is being widely used in every aspect of society, drastically 
changing the world we live in. Those who have an advantage over AI will be able to gain the 
initiative in the competition to control the future. As a consequence, the advancement of AI 
was formally recognized as a matter of national strategic importance.

The rapid rise of AI has gone beyond mere technological advancement, with the 
emergence of crimes directly linked to AI programs and autonomous systems, so-called 
Sapiens Machina1, that not only learn and evolve but sometimes seem to act with independent 
judgment or purpose. This development compels us to rethink how legal responsibility is 
understood, especially in criminal law. As machines become more autonomous and capable of 
making complex decisions on their own, the idea of a "perpetrator" is no longer something 
that applies only to humans. 

From this point arises the significance of the present study; the importance of this study 
arises because criminal liability traditionally requires the availability of specific elements to 
hold perpetrators accountable for their actions. However, this raises critical questions about 
whether conventional criminal law is truly equipped to deal with emerging crimes committed 
by artificial intelligence entities today.

Moreover, there is growing concern about the fate of traditional legal frameworks in the 
face of rapid advancements in smart robotics. Given the current uncertainties surrounding the 
future scope of AI development and its potential applications, it is premature to adopt 
definitive or prejudiced positions regarding the attribution of criminal liability to such 
systems. It would be an oversimplification to assume that algorithms, which always make 
decisions within a set framework, imply that only the human programmers should be held 
accountable. While AI may not yet rival human intelligence, the future promises 
groundbreaking leaps that could grant these entities increasing levels of autonomy, posing 
new and complex legal and ethical challenges that can no longer be ignored.

Accordingly, this research paper seeks to address the main question:
What is the theoretical basis for assigning criminal liability to autonomous artificial 
intelligence systems?

To answer this question, a descriptive approach is adopted to introduce the concept of 
artificial intelligence and trace the evolution of its technologies. In addition, an analytical 
framework is employed to critically examine the legal and ethical implications of holding AI 
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systems criminally accountable. This dual approach aims to provide a comprehensive 
understanding of the challenges posed by emerging AI technologies in the field of criminal 
law.

To achieve its purposes, this research is divided into two main sections:
- The Concept of AI Autonomous Systems in the Criminal Law Context
- Towards a Theoretical Conceptualization of the Non-Human Actor

1-The Concept of AI Autonomous Systems in the Criminal Law Context
The rapid rise of AI has opened the door to a new world of opportunities, reshaping 

industries and influencing the way our societies function. The relationship between criminal 
law and AI systems has also attracted attention, primarily in terms of how AI affects the 
functioning of the criminal justice system through the use of AI tools to forecast the 
likelihood of criminal activity or to identify existing or potential future crime victims2.

Yet, this technological leap also puts pressure on long-standing legal principles, 
especially those related to criminal responsibility. As AI systems grow more autonomous and 
complex, it becomes increasingly important to rethink and adapt our legal frameworks to meet 
these new realities. This need becomes even more pressing with the emergence of Artificial 
General Intelligence systems capable of performing intellectual tasks at or beyond human 
level. Unlike narrow AI, which operates within predefined boundaries, this technology could 
act with a degree of independence and decision-making power that challenges existing 
notions of control, accountability, and liability. Therefore, legal systems must evolve to 
address the unprecedented ethical and legal implications posed by such advanced forms of 
intelligence.

Determining who should be held accountable when machines make decisions is not a
simple task, and as AI continues to evolve, our legal and ethical responses must evolve 
accordingly3.
1.1- The Nexus between the Development of AI and Autonomous Systems

The concepts of AI and autonomous systems are related and complementary; the idea of 
AI and autonomous systems can be traced back thousands of years, when ancient 
philosophers explored the mysteries of life and death. Long ago, inventors designed 
mechanical devices known as "automatons" machines that could move on their own without 
human assistance. The term "automaton" is derived from ancient Greek and means "self-
operating" or "acting independently".

One of the earliest known examples of this technology dates back to around 400 BC and 
involves a mechanical bird built by a companion of the philosopher Plato. Centuries later, 
around 1495, Leonardo da Vinci created one of the most well-known automatons in history4.

The rise of the term AI was in the 20th century, as the roots of its development date 
back to the work of Vannevar Bush, the American scientist, "As We May Think", which 
proposed a system to improve the ability of human understanding and knowledge. Also, the 
British mathematician Alan Turing, who proposed the idea that machines can simulate human 
being behavior and intelligence, like playing chess in his published article about Computing 
Machinery and Intelligence5. He outlined a method of building intelligent machines and, more 
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importantly, proposed a way to evaluate their intelligence. This method, now known as the 
Turing Test, remains a standard for assessing artificial intelligence. According to the test, if a 
person communicates with both a human and a machine without being able to tell which is 
which, the machine can be considered intelligent6.

The use of the term "Artificial Intelligence" was coined in 1956 during the gathering of 
the scientific community at the Dartmouth Conference, when McCarthy had machine learning 
in mind7. In this era, machines could not reason and make rational and autonomous choices. 
Most of what is lately labelled intelligence is computer processing8. During the two decades 
after the first use of the term AI. Between 1964 and 1966, this field witnessed the 
development of the ELIZA computer program, the General Problem Solver, and other 
pioneering systems that contributed substantially to what we know today as artificial 
intelligence.

The competition to build technology influenced the development of AI. Since Japan's 
Ministry of Economy, Trade and Industry had been investing large amounts of money to 
develop what was known in 1981 as the "AI computer", as a part of the 5th Generation 
Computer Project. the governments of the United Kingdom and the United States sought to 
simulate these procedures by increasing their funding for research in information technology9.

The third wave of the AI evolution began in 1993. In the decades following series of 
technological milestones laid the groundwork for the rapid advancement of AI. Beginning 
with the U.S. government's strategic vision to build a national information infrastructure, the 
momentum of innovation accelerated as breakthroughs in computing power, natural language 
processing, neural networks, and deep learning emerged. Major tech companies and academic 
institutions across the globe invested heavily in AI research, leading to the development of 
intelligent systems capable of outperforming humans in specific tasks, simulating cognitive 
processes, and transforming user experiences across digital platforms. These collective efforts 
established a solid foundation for the explosive growth of AI as a central force in 
technological progress10.

During the last years, the use of AI has influenced the transition from basic automation 
to advanced autonomous systems, which has, in many ways, coincided with the later stages of 
development in computer science and robotics11. In recent years, AI has quietly but 
profoundly evolved, thanks to machine learning, especially deep learning. A key breakthrough 
came in 2012, when Geoff Hinton’s team won the ImageNet competition, proving the power 
of neural networks trained through backpropagation. Though the idea dated back to 1986, it 
only became practical with modern computing power and big data. This moment marked a 
turning point, pushing AI and autonomous systems into a new era12.

Since then, progress has accelerated rapidly. Deep learning now powers everything from 
voice assistants to self-driving cars, and AI systems are increasingly capable of making 
complex decisions with minimal human input. Today, AI is not just a research field; it is a 
core part of everyday technologies and a driving force behind autonomous systems shaping 
industries, defense, and even legal frameworks. What began as a theoretical idea has become 
an essential tool transforming how we live, work, and govern.
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1.2- Contemporary Models of Autonomous Systems Crimes that Sparked the Liability 
Debate

After the great jump in the technologies' domain, some incidents raised the issue of the 
possibility of accounting the autonomous systems as non-human actors, especially under the 
gaps of legislations and the lack of a clear theory towards a legal framework to establish a 
new era of criminal responsibility theory. these are some relevant cases from the last years.

1.2.1-Uber Self-Driving Car Fatality: In March 2018, a fatal crash involving an 
autonomous Uber vehicle, it was the first pedestrian fatality involving a fully autonomous 
vehicle, which triggered both technical reforms within Uber’s program and broader regulatory 
scrutiny of autonomous vehicle testing13.

Criminal prosecutors in Arizona dropped the case against Uber, meaning the company 
will not face criminal charges. However, this does not absolve Uber from all legal 
responsibility. The vehicle operator may still face criminal prosecution for manslaughter due 
to inattentiveness. In fact, it is unlikely that other Uber staff, such as engineers or testers, were 
found criminally liable because they committed a criminal offense14.

While Uber, as a legal person, could be criminally liable, it was not prosecuted in this 
case. Importantly, the vehicle itself cannot be held criminally liable, as it is not a legal entity. 
According to the traditional theory of crimes, criminalizing a machine is legally and logically 
invalid15.

1.2.2- Deepfake Related Offenses: Deepfake technology uses AI to create highly 
realistic but fake videos, audio, or images that are difficult to distinguish from real ones. 
Techniques like face swapping, voice cloning, and full-body synthesis allow users to mimic 
people convincingly. When used to harm someone's reputation, deepfakes become a form of 
cyber defamation16.

In 2019, a German branch of a British energy company fell victim to a deepfake voice 
scam in which criminals used AI-generated audio to impersonate the company’s UK-based 
CEO. Using sophisticated voice-mimicking technology, the fraudsters impersonated an 
executive to deceive a senior manager into transferring €220,000 to a fictitious Hungarian 
supplier17. 

This real-life case highlights the growing risks posed by AI technologies, particularly 
deepfake tools, in enabling sophisticated crimes without direct human involvement at the time 
of execution. It raises serious legal questions about liability, whether it lies with the user, the 
programmer, or the provider of the AI tool, emphasizing the urgent need to adapt the criminal 
responsibility framework to address non-human actors18.

1.2.3- Autonomous weapons systems: the world has been changing in response to the 
big wave of technology advancement, and so has the war. Humanity is at the dawn of a new 
era of warfare due to the AI's impact, with major consequences for global security19.

Autonomous weapon systems, known as killer robots, are defined as any weapon 
systems with autonomy in their critical functions20, or any weapon systems that can select and 
attack targets without human intervention, so the weapon itself uses its sensors, software, and 
weaponry systems in addition to the human control capability21. 
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Autonomous weapon systems are endangering human rights and putting them at serious 
risk22. After the widespread use of these weapons in wars and conflicts, which has raised the 
issue of legal considerations of using these weapons, especially the criminal responsibility for 
these machines' conduct under various hypotheses based on the probability of recognition 
personhood for these machines or the complete assumption of human control over these 
devices23. 

According to this evolution of weaponry, the international humanitarian law is seeking 
to control and regulate the use of autonomous agents to ensure the respect of war's rules, 
customs, and ethics.

Lately, Discussions regarding these weapons have been revived with greater intensity 
than in the past, because of their use in many conflicts. the Russian-Ukrainian war, which has 
witnessed operations based on autonomous weapons from both parties, such as the Russian 
military's use of drone swarms that consist of numerous drones equipped by AI systems, 
making them act autonomously, or the Phantom automated turret system, which is used to 
defend Ukrainian military positions24.

Not far, the war on Gaza also witnessed many situations involving the use of modern 
technological weapons, causing massive human and material losses for the Palestinians. In 
addition to the drones, the Israeli military used artificial intelligence-based systems to guide 
its strikes on the Gaza Strip, such as the “Gospel” (Habsora) and “Lavender"25. These systems 
committed grave breaches against civilians due to the lack of accuracy in their targeting many 
times, which led them to be criticized by military and law experts, until know these weapons 
are committing mass slaughters against innocent people without any accountability.

2-Towards a Theoretical Conceptualization of the Non-Human Actor
If, in the distant future, AI gains the ability for practical reasoning and becomes an 

autonomous agent, the existing principles of criminal responsibility, regardless of their form 
at that time, would apply. There would be no need to create entirely new legal frameworks as 
long as these machines can make rational decisions. 

However, during the extended transitional phase where AI systems operate with partial 
rather than full autonomy, temporary legal rules would be necessary. Currently, AI lacks both 
full and partial autonomous decision-making capabilities. In civil law, regulations like 
product liability already extend to AI, since it is still regarded merely as a tool controlled by 
human users26.
2.1- Criminal Capacity of the Autonomous Systems in the Light of the Classical 
Criminal Theory

Law is essentially a system of rules that helps organize how people behave and interact 
within society, backed by the authority of the state when those rules are broken. At the heart 
of every legal system is the idea of the "person" because laws are made for people. As social 
beings, we naturally form relationships and live in communities, and to keep those 
relationships peaceful and orderly, we create rules everyone is expected to follow27.

Capacity is the set of personal traits or psychological factors that must be present in a 
person in order for us to attribute the criminal act to him as having committed it with 
awareness and will, or it is the ability of a person to understand the nature of his actions and 
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assess their consequences. It is the suitability of the person who committed a crime to be held 
accountable for it.

Most criminal legislations include provisions that explicitly require the presence of the 
elements of perception and will as prerequisites for capacity that establish criminal liability,
while other legislations include them in the grounds for exclusion of criminal responsibility28.

In criminal law, blame and responsibility are typically linked to the defendant’s ability 
to act with rationality and voluntary control. In cases like murder or robbery, the legal system 
operates on the premise that individuals understand the nature and consequences of their 
actions and are capable of choosing otherwise. This assumption aligns with retributive justice 
theories, which seek not only to penalize the offender but also to hold them morally 
accountable for their wrongful conduct29.

In the same context, the question raised is: what if an AI autonomous system is the actor 
who commits a crime, regardless of its gravity? According to the traditional theory of 
responsibility, robots cannot be held criminally responsible because they lack legal 
personhood and the capacity for free will. In essence, robots are not seen as true agents 
capable of independent action, and therefore, they fall outside the scope of criminal liability.

As a result, when a robot causes harm, the focus of responsibility typically shifts to the 
human actors behind it, such as the manufacturer, the programmer, or the operator. This 
reality makes it essential to carefully distinguish between the legal accountability of these 
human parties and the theoretical question of whether a robot itself could ever bear 
responsibility for its actions30. 

Given the use of AI in the commission of crimes, legal scholarship faces significant 
challenges in establishing criminal intent, largely due to the complexity and opacity of AI 
systems' operational processes, which makes it difficult to confirm the user’s intent to cause 
harm.

Conversely, negligent acts are considered the most likely form of liability in this 
context; however, proving negligence is equally complex, as it requires assessing the 
offender’s ability, under real-life circumstances, to foresee the potential harm, even if they did 
not intend it31. This raises further challenges when differentiating negligence from intent in 
specific crimes, particularly those where reckless disregard for safety may border on willful 
blindness. In such cases, the line between failing to act with due care and consciously 
ignoring known risks becomes blurred, complicating the legal analysis of culpability.

For certain offenses, such as manslaughter, negligent behavior may suffice for liability, 
whereas for crimes requiring specific intent—like murder or premeditated harm—the absence 
of deliberate purpose excludes negligence as a basis for prosecution. This distinction is crucial 
in both criminal law and emerging areas like autonomous technologies, where assigning intent 
to non-human actors or supervising individuals involves complex normative and factual 
considerations.

2.2- Models For The Criminal Liability of AI Autonomous Systems
Theorizing the liability of autonomous systems comes with challenges; it is particularly 

complex to adapt this responsibility to modern Constitutions, especially the concurrence 
between the living and the digital. Indeed, it is necessary to assess whether a machine can 
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commit crimes or is just a tool, to determine the extent to which it can act in concurrence with 
human agents, and to clarify how much responsibility, if any, can be attributed to it32. 

The application of the traditional theory of criminal responsibility sets some ideas to 
ensure accountability for perpetrators, regardless of who or what they are, humans or 
machines. For this reason, this paper focuses on the theoretical hypotheses that involve some 
rules fit with AI crimes, especially the autonomous systems as mentioned above, to fulfill 
criminal justice for the community and victims.
2.2.1 The Perpetration-by-Another Liability Model

In some situations involving strict liability offences, the legal system goes with the 
accountability of perpetrators-by-another model, either in some classical crimes or in modern 
ones, such as media crimes, where the superiors hold responsibility for the journalists' crimes.

On the other hand, there are situations where the person or entity carrying out an illegal 
act cannot be held responsible because they lack the mental capacity to understand their 
actions. This happens, for example, when a child, a person with severe mental impairment, or 
even an animal is involved. In such cases, the law treats them as innocent agents since they 
cannot form the necessary criminal intent, or Mens Rea, even in cases of strict liability.

However, if someone else directs or manipulates the innocent agent into committing 
the act, such as when a dog-owner deliberately instructs their dog to attack someone, the 
person who gave the order is the one who faces criminal liability33.

This theory, adopted from specific jurisprudential approaches, addresses the question of 
AI responsibility in cases where harmful actions are performed. Within this framework, AI 
systems are often conceptualized as 'innocent agents' incapable of forming criminal intent and 
thus not directly subject to criminal liability. Accordingly, due to that legal viewpoint, a 
machine is a machine, and is never human. Although one cannot totally ignore an AI entity’s 
capability, as mentioned above. Based on this model, these capabilities are insufficient to 
deem the AI entity a perpetrator of an offence34.

These capabilities resemble the parallel capabilities of a mentally limited person, while 
the responsibility falls on the humans behind them, whether that’s the programmer who 
designed the software or the user who controls its operation. 

However, the perpetration-by-another liability model might be suitable in the use of AI 
as an instrument or a tool to commit the crime, by the programmer or by the user, and there 
was no usage of the AI system's advanced capabilities. The legal result of applying this model 
is that the programmers or the users are fully criminally liable for the specific offense 
committed, and the AI system has no criminal liability at all35.

This theory is suitable for contemporary AI autonomous systems, whereas it cannot be 
applied in the future since these latter have witnessed a significant evolution of general AI 
systems. Even in the present day, some jurisprudence denies this hypothesis according to 
several reasons, as it holds another person accountable for the crimes committed by 
autonomous systems. Yet, it raises a fundamental question: Who should bear the 
responsibility? The programmer who designs the system or the user who operates it? 
Furthermore, this model does not capture all possible situations in which criminal liability for 
AI might need to be addressed. 
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There are still gaps that require deeper legal reflection and adaptation, as the level of 
autonomy that some machines have achieved. So, the perpetration by another model does not 
fit with all the situations in which the AI commits an offence or more. For example, when the 
crime is committed due to a decision of the machine after accumulating knowledge based on 
its experience, or when the software of the AI entity is not designed to commit crimes, but 
this last commits a certain crime nonetheless, whatever this crime is. It is also not suitable for 
the situation of considering AI as a semi-innocent agent and not as an innocent agent36.
2.2.2 The Natural-Probable-Consequence liability model

In this context, criminal liability assumes that programmers or users are deeply involved 
in the AI system’s daily operation, but without any intention of committing a crime through it. 
The key question is whether they could have reasonably foreseen that the AI might cause 
unlawful harm. The challenge, however, is that applying the “natural and probable 
consequence” doctrine doesn’t lead to the same legal outcome in every case; each scenario 
brings its own complexities37. 

Sometimes the AI systems commit offences without the intervention of human, such as 
the situation of an AI system programmed as an autopilot to safeguard a specific flight 
mission. During the flight, the human pilot tries to cancel the mission in order to avoid a 
storm, but the AI system interprets this as a threat to the mission. The system responds in a 
lethal way, resulting in the pilot's death38. Or when two individuals commit a bank robbery 
and attempt to escape using an unmanned vehicle operated by an advanced AI system. During 
the escape, the vehicle exceeds the legal speed limit, thereby committing a strict liability 
traffic offense39. Both of these situations raise a question of the perpetrator, especially with 
the absence of the programmers' or users' error, so the doctrine sought to express the legal 
liability for AI crimes.

In criminal law, foreseeability plays a crucial role in assessing liability, especially in 
cases involving negligence or recklessness. However, when it comes to AI systems, 
establishing foreseeability becomes far more complex. AI does not make decisions in the 
same way as humans, and when an AI system performs an action beyond its intended design, 
it can be extremely difficult to determine whether the outcome was predictable. This raises 
significant challenges in deciding whether criminal liability should apply; hence, it becomes 
difficult to measure or apply the common ingredients of knowledge or intent that may be 
measured under criminal law40.

So, in this model, the doctrine distinguishes between two scenarios, the first is when the 
creators of the program or its users are negligent while programming or using this technology 
without any criminal intent to commit any offense, so, the fault here is carried by these 
agents, for example, a self-driving car failed to recognize a child plays with a pistole toy in 
the street and ends up running over the child. The incident occurred because the programmer 
did not properly equip the system to categorize and assess threats or risks in real-world street 
environments41. 

In Japan, a tragic incident occurred at a motorcycle factory where an employee lost his 
life due to the actions of an AI-powered robot. The robot perceived the worker as a threat to 
its operational task and determined that the most effective way to neutralize this 'threat' was to 
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push him into a nearby operating machine. Using its powerful hydraulic arm, the robot 
forcefully shoved the unsuspecting employee into the machine, resulting in his immediate 
death, after which it continued performing its assigned duties42.

Typically, the "natural or probable consequence" doctrine is used to hold accomplices 
accountable for crimes. Even if there’s no clear evidence of a conspiracy, the key condition is 
that the accomplice knew some form of criminal activity was taking place, even if they didn’t 
expect the exact crime that happened.

However, making the creators or users liable for the AI crime is not easy. This latter 
needs to prove that there is causation between the manufacturers' or corporations' 

behavior in any circumstance and the legal consequences of the AI conduct.
In such cases, the prevailing standard stipulates that the defendant is expected to act in 

a manner that gives rise to a duty to prevent harm; however, the defendant fails to do so. This 
duty to act arises in two specific circumstances: first, when the defendant has a particular 
responsibility to manage or control a risk; and second, when there exists a special relationship 
between the defendant and the potential harm, thereby creating a legal obligation to intervene. 

Establishing causation in this context requires demonstrating that the harmful 
consequence directly results from the defendant’s conduct; that is, the behavior in question 
must be the proximate cause of the harm.

Hence, if the failure to apply those duties to act and the causation condition is fulfilled, 
the human agents should be liable43. Also, it might be impossible to prove criminal intent for 
crimes that require actual knowledge, though liability could still arise under negligence-based 
standards or strict liability rules, where intent is not required44.

This model cannot cover all kinds of crimes, especially those offences in which there is 
no Mens Rea or what the doctrine named as strict liability without wrongdoing, when Mens 
Rea is not required to be proven by the prosecution.

The other type of the natural-probable-consequence liability model is when the 
programmers or users who programmed had a direct intent to commit a crime, so the AI 
system is used knowingly and willfully in order to commit one offense, but it swerved the 
plan and committed any other offense in addition to the planned offense or instead of it45. 
According to the natural probable consequence liability model, in this case, when AI systems 
deviate from the plan and end up committing an additional or different crime, the human 
agents will still be held liable for all the outcomes if they had intended them.

For example, a programmer programs an AI system to commit a violent robbery in a 
bank, but the programmer did not program the AI system to kill anyone. During the execution 
of the violent robbery the AI system kills one of the people that were present at the bank and 
resisted the robbery, the programmer would be criminally responsible not only for the robbery 
itself but also for the killing that occurred during the event, which could amount to 
manslaughter or even murder, since the law treats both acts as if they were committed 
knowingly and willfully46.

Some doctrine sees that this alone is not enough to hold the human offenders 
accountable through the natural-probable-consequence doctrine. Strict liability might apply 
directly to the AI system or the person committing the act, but not automatically to 
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accomplices unless they could have reasonably foreseen that outcome. So, if the robbers had 
no way of predicting the AI would go beyond the planned crime, they can’t be held criminally 
responsible for that extra offense. In such cases, the AI’s liability for the strict liability crime 
remains separate and doesn’t extend to the human actors involved.

2.2.3 The Direct Liability Model: 

This model of liability assumes that when AI operates autonomously, it should be held 
directly responsible for the criminal acts it commits. For instance, if a self-driving car causes 
an accident due to a software glitch, the AI could be held liable47. According to this model, 
the criminal liability does not assume any dependence of the AI entity on a specific 
programmer or user, instead of that, it focuses on the entity itself as an entity with a 
personhood.

Considering that the crime is committed with the fulfillment of both material and moral 
elements (Actus Reus and Mens Rea), it is the reason why any person attributed with both 
elements of the specific offence is held criminally accountable for that specific offence48.

Some legal doctrines have sought to express the concept of criminal liability for AI 
entities, such as autonomous systems, due to the significant progress in this field and the 
increasing struggles to impose liability and accountability on other interveners. However, in 
this context, these entities need to be treated as legal persons in the same way corporations, 
companies, and other institutions are granted legal personhood. This is essential to regulate 
their activities and protect managers or developers from prosecution for crimes committed by 
the AI entities themselves.

The similarity between corporate personality and AI entities implies that AI should be 
accorded basic constitutional freedoms in line with those granted to corporations. The primary 
objective behind this proposition is that, as AI continues to develop and gains the capacity to 
think and make decisions, the civil and criminal liability arising from its actions should not be 
solely attributable to the programmer or the owner. It is known that most legal systems 
recognize two forms of legal person: natural and juridical, the latter one which refers to non-
human entities that are granted certain rights and duties by law. So, if the AI is granted a legal 
personality, it would be a subject for punishment.

If given legal personality comparable to a corporation, there seems little reason to argue 
over whether an AI system could be prosecuted under criminal law49.

In the context of this model, the concept of granting autonomous robots an "electronic 
personality" has been proposed by doctrine as a possible solution to the growing problem of 
assigning liability for their actions to ensure that they would be allowed for the possibility of 
holding them directly accountable when they cause harm50.

both of these considerations align with the requirements of the direct liability model. 
However, it is crucial to acknowledge the inherent risks of this approach, particularly the 
possibility that bad actors could exploit AI’s legal status to conceal their involvement in 
criminal activities. Perpetrators might use autonomous AI systems as shields to obscure their 
own culpability. This concern is not merely theoretical; in actual cases of cybercrime, 
defendants have invoked what is known as the 'Trojan Defense.' In essence, the accused 
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claims: 'I did not commit the crime; it was perpetrated by malicious software that infiltrated 
my device and acted without my knowledge or consent'51. 

So, just as courts lift the corporate veil in fraud cases, they should do the same with AI 
if it's misused as a cover. The legal system is already starting to face such dilemmas, pushing 
for urgent debate and reform52.

2.2.4 Coordination of the Three Liability Models 
Each model has already been mentioned above, criticized due to its failure to cover all 

the situations of criminal liability scenarios of AI autonomous systems. Some scholars saw 
that these models are not alternatives; as they could complement each other, they could be 
applied coordinately to create a full legal framework to ensure the accountability of all 
contributors to commit crimes, whatever they are. In addition, the legal framework may 
transition between models depending on the specific circumstances of each case, without 
excluding any of them. 

When an AI system is used merely as an innocent tool to commit a crime, and it is the 
human programmer who directs this act, the perpetration-by-another model is the most 
suitable legal framework to apply. However, things get more complicated when one AI 
system programs another to carry out the offense. In that case, the direct liability model 
becomes relevant because the AI programmer itself is no longer human. Importantly, These 
models are not mutually exclusive; rather, they may intersect in complex scenarios, allowing 
for a layered attribution of liability that may extend to both the original AI programmer 
(human or machine) and the system itself, ensuring that no legal gap in responsibility 
remains53. 

When an AI system directly commits an offense, but the crime wasn’t part of any 
intended plan, the natural probable consequence model of liability may apply. In such cases, 
if the programmer failed to foresee this outcome, they could be held negligent. If the 
programmer had planned a different crime and the AI committed an unexpected one, the 
programmer might still bear full liability.

However, when the programmer is not human, meaning an AI system planned or 
programmed the act, the situation becomes more complex. In this case, the direct liability 
model must also be applied alongside the natural probable consequence model. The same 
applies if a human physically carries out the crime, but it was orchestrated by an AI system. 
Here, a layered approach to liability ensures that all responsible agents, whether human or 
machine, are held accountable54.

Conclusion:
The development of contemporary AI Autonomous Systems has affected traditional 

criminal law, which often fails to clearly determine who is responsible for crimes committed by 
AI entities. This gap highlights the urgent need to reconsider some of the fundamental principles 
of criminal liability, especially in light of the growing and complex applications of AI. 

For now, the number of crimes involving AI remains relatively limited, these cases raise 
serious legal challenges that are likely to become more pressing in the future. As AI evolves, 
the legal system must be prepared to address these emerging complexities.

Through the above examination, this research reached the following results:
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1- AI and autonomous systems have been deeply interconnected for decades. The 
continuous evolution of artificial intelligence, particularly advancements in big data 
processing and complex algorithms, has significantly enhanced the autonomy of these 
systems, allowing them to operate with increasing independence and sophistication.

2- The doctrine sought to follow the evolution of autonomous systems as well as the 
significant deviation of using some of these systems in multiple situations, raising the 
question of who is responsible.

3- The recognition of legal personhood for autonomous robotic entities raises numerous 
complex questions, making the application of direct liability theory to crimes committed by 
such entities highly challenging, particularly in light of the rights and liabilities that such 
status entails, and the potential for humans to evade accountability by hiding behind these 
autonomous systems

4- The three models cannot serve the criminal justice system if they are considered as 
alternative models; instead, they have to work side by side to cover all possible crime 
scenarios.

Finally, this study could suggest the following proposals to resolve the dilemma of AI 
autonomous systems' criminal liability: 

1- Developing a clear legal framework that defines the status of autonomous systems, 
particularly by addressing the question of AI personhood.

2- It is possible to propose adapting the traditional theory of criminal law to encompass 
the criminal liability of intelligent systems and artificial entities, similar to the previous 
recognition by jurisprudence and legislation of the criminal accountability of corporations and 
legal persons. This approach represents a potential solution to overcome the challenge posed 
by the absence of natural personhood, by developing liability concepts that can accommodate 
non-human actors, thereby ensuring a balance between protecting society from the risks of 
artificial intelligence and maintaining fairness in the attribution of responsibility.
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