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Abstract:

While the concept of public rights and freedoms has evolved with its
multiple generations, the environments that embrace the practice of those rights
and freedoms have multiplied in return, the latest of which is the digital
environment that has embraced the practice of the fifth generation of digital
rights and freedoms, so that countries find themselves required to control their
speeds and keep pace with this acceleration in the practice of rights and
freedoms, which is the subject of our study through which we aim to define these
rights and how to protect their practice, which received support for their
infrastructure and development for the first time by the United Nations in 2016 in
Geneva, Switzerland, through the meeting of the World Council for Human
Rights, through the conference on human rights where this international
organization called on various countries to provide and make the digital
environment available by expanding the infrastructure in this field, for all citizens
in order to exercise their digital rights.

So, to what extent have these countries succeeded, represented by the
administrative control authorities that have also become electronic through
remote monitoring, electronic inspection and licensing, and even the prevention
of electronic publishing and the closure of sites or the disruption of social media,
to work on achieving the difficult equation in order to allow the practice of those
rights and freedoms on the one hand. And maintaining public order and
protecting the state's cyber security on the other hand?

Keywords: Rights and freedoms; digital environment; Cybersecurity; state;
administrative control.
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