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1. Introduction

Data digitization presents a great technical revolution. It allows a free and fast data processing.
In fact, it is too easy to manipulate data. Moreover, transmission becomes faster. However, this
flexibility in data processing menaces the intellectual propriety and confidential communication. In
this paper, we are interested in saveguarding the image transmission into an AWGN canal. To
ensure a safe transmission, many methods were proposed like watermarking [1-2], setganography
[3] and cryptography [4-5]. We will focus on cryptography. Ciphering was the first technique of
security used in the human history to ensure confidential communication [6-7]. This technique was
adopted since the Roman Empire by Jules Cesar. Nowadays, cryptography is utilized in other
applications. In fact, it is used for checking the integrity of transmitted data [8]. Moreover, this
technique is used to know the source of transmitted data [9-11]. Now, many ciphering techniques
have appeared like the RSA [12-13], the elliptic curve cipher (ECC) [14-15] and the chaotic cipher
[16-17]. The cipher bloc and the decipher bloc can use the same key to encode and decode data. It’s
the secret key encryption. This kind of encoding is used in the chaotic cipher [18-19]. The ECC and
the RSA use tow different keys: a key for encoding and another one for decoding [20]. This kind of
cryptography is called public key encoding.

The cryptosystem should not be broken by crackers. An efficient cryptosystem should present a
cipher text different from the plain one and should resist to cracker’s attempts. On the other hand,
we will utilize the cryptosystem in AWGN canal. This canal presents Gaussian noise and could
yield to a failure in the deciphering bloc. Actually, the cryptography is very sensitive to
perturbation. In fact, any change in the ciphered message yields to the failure of decoding level.
Therefore, we need a adapted cryptosystem which ensures us robustness against crackers’ attempts
and noisy canal. Chaotic cipher is released through mixing a chaotic signal with a plain message
[21].

2. Proposed method
2.1. The chaotic signal

The chaotic signal is based on non linear function. The chaotic generator presents also some
retroactions (see fig. 1).
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Fig. 1. Chaotic generator signal

The non linear function gives to generator a high sensitivity to the initial input. Moreover, the
retroactions present in this architecture increase this sensitivity and make difficult the prediction of
the future of the issued signal. It is the random feature of the chaotic signal. (See fig. 2).
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Fig. 2. Sensitivity of chaotic signal to initial input: I;=0.2 (blue —o—) and 1,=0.20001 (green —o—)
According to figure 2, the initial input has a great effect on the evolution of the chaotic signal.
In fact, the correlation rate between these two signals is equal to 0.1761 for 25 elements. This rate
decreases to -0.0190 for 1000 elements signals.

Bearing in mind the configuration of the chaotic generator, we remark that the past issued
values from the generator have an influence on its future behaviour. Therefore, any modifications in
cipher text yields to a failed decipher text. However, knowing the chaotic generator configuration
and the initial inputs this random signal could be reproduced. Consequently, the chaos signal is at
the same time a random and determinist signal [22].

The chaos is used to explain various phenomena like bifurcation, weather, and it is, also, used
in genetic algorithm and in the economic world. To use chaos we should ensure synchronization
between utilized generators.

2.2. Chaotic cipher

Chaotic cipher is based on mixing the plain text with one or more chaotic signal(s) [23]. It is a
symmetric key cryptosystem. In fact, we use the same key in the cipher bloc and the decipher bloc.
The decipher key is made up of the parameters and the initial input of the chaotic generator.
Consequently, using the decipher key, we could synchronize the chaotic generator of the cipher bloc
and the decipher one. Thanks to this synchronization, we could reproduce the same chaotic
generator in the two blocs of the cryptosystem. So, we could decipher the received message.

In classical chaotic cipher, the cipher message element depends on in the parameters of chaotic
generator and the previous cipher elements.

RIST Vol. 17 N° 1-2 Année 2007



This dependence on previous cipher elements engenders a great sensitivity of the cryptosystem
to any distortion. On the one hand, this sensitivity allows a good protection against cracker’s
attacks. On the other hand, it presents a great problem when data are transmitted on a noisy canal.

2.3. Example of classic chaotic cipher

We present, here, an example of classic image chaotic cipher. This cryptosystem is based on the
function Modulus. The cipher bloc present five retroactions used with five different real
coefficients. The cipher image is obtained using the Modulus function. In fact, the plain image
element is added to the five previous ciphered image elements magnified respectively with their
appropriate coefficients. The cipher result is the sum Modulus 256 (see fig. 3).
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Fig. 3. Architecture of classic chaotic cipher

Looking at the plain image (see fig. 4) and the ciphered image (see fig. 5), we remark that there is a
great difference between them. Moreover, they have different histograms. The histogram of the
ciphered image presents an equalized histogram (see fig. 6-7). This feature presents another
obstacle for crackers.
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Fig. 4. Image test(A)

Fig. 7. Histogram of the ciphered

Fig. 6. Histogram of image A. image

Fig. 5. image B Ciphered
image(A)

The key of the cryptosystem is made up of six real which present the chaotic generator retroaction
coefficients and the chaotic generator initial input. The established results are obtained with this
key K=[5 1.01 0.003 5.1 3.3 2.06] which presents a large space key.

To study the performances of the cryptosystem we have used two other cipher keys. C is the image
ciphered with the key K,=[5.01 1.01 0.003 5.1 3.3 2.06]. D is the image test ciphered with the key
K;s=[51.01 0.003 5.1 3.3 2.061]. Table 1 and table 2 summarize the comparison between ciphered
images and the plain one. In fact, any modification in the ciphering key yields to a very different
ciphered image.

Tab. 1. Sensitivity to changing ciphering key sensitivity
(correlation table)
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A B C D A B C D
A 1 0.0015 | 0.0027 | 0.0001 A | Inf | 9.06 | 9.10 | 9.08
B | 0.0015 1 0.0006 | 0.0033 B 1906 | Inf | 775 | 7.76
C | 0.0027 | 0.0006 1 -0.0011 C|910 | 7.75 | Inf | 7.76
D | 0.0001 | 0.0033 | -0.0011 1 D908 | 776 | 776 | Inf

Tab. 2. Sensitivity to changing ciphering key sensitivity
(PSNR table)



Moreover, the deciphered bloc is very sensitive to changing key. The obtained results demonstrate
that using the K to decipher the image yields to successful deciphering. On the other hand, using
other keys like K, and K3 which present a tiny variation applied to the key K yields to a failure in
on the decipher operation (see fig. 8-9).

Fig. 8. Image B deciphered Fig. 9. Image B deciphered
using K, using K;

These results are backed by correlation rates and PSNRs (see tab. 3-4).

A B C D A B C D
A 1 0.0015 | 0.0027 | 0.0001 A | Inf | 9.06 | 9.10 | 9.08
B | 0.0015 1 0.0006 | 0.0033 B 906 | Inf | 775 | 7.76
C | 0.0027 | 0.0006 1 -0.0011 C | 910 | 7.75 | Inf | 7.76
D | 0.0001 | 0.0033 | -0.0011 1 D] 908|776 | 7.76 | Inf
Tab. 3. Sensitivity to changing deciphering key sensitivity Tab. 4. Sensitivity to changing deciphering key sensitivity
(correlation table) (PSNR table)

But to have an efficient cryptosystem it should be robust against attackers. Therefore, we tested this
cryptosystem against known ciphered text attack. We suppose that we use this cipher function.

Ith:(IDlain+MaSkCh) MOd 256 (1)
Where Ipn s the ciphered image, Ipin 1S the plain image and Maskcy is chaotic mask. So, the chaotic

mask Maskcy is computed using this equation
Maskcy, :( Icph - Iplain) Mod 256 (2)

We present in figure 10 the chaotic mask computed using the image test and its ciphered image. We
try to recover the image Lena (see fig. 11).

We have the ciphered image of Lena (see figure 12). We use the chaotic mask to crack it. We
remark that this attempt yield to a failure (see fig. 13)

%

Fig. 11. Image Lena

|g.12. Ciphered image Lena Fig. 13. alled crack attempt

Fig. 10. Maskcp

Finally, we could consider that the studied cryptosystem is efficient. We try to apply it for
transmitted images on a noisy AWGN canal.

We present on figure 14, the influence of the AWGN canal SNR on transmitted images. The study
was realized on 30 images for different SNR (SNR=[0.25, 0.5, 1, 2, 4, 8] ) images are transmitted
on a AWGN canal using phase shift keying modulation (PSK) using a 4 alphabet size. Color blue
(—o—) refer to the plot of mean PSNR for plain image and transmitted plain images. The mean
PSNR for ciphered images and transmitted cipher image is referred to by the color red (—-I—). The
SNR of the transmission canal have the same effect on ciphered images and plain ones. But, the
deciphering of the noisy transmitted encoded images yields to a failure decoding step. As shown on
the figure 14, the mean PSNR of deciphered transmitted images and the plain ones is too low for
different SNR values (green plot—o—).
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Fig. 14. Mean PSNR Vs SNR of the AWGN canal
2.4. The proposed method

To have a chaotic cryptosystem adapted to transmission canal noise, we should separate the chaotic
signal and the plain image. In other words, the cipher element image should not depend on previous
ciphered image elements. Therefore, we suggest that we delete retroactions on the coding bloc. So,
we propose to mix chaotic signal with plain image without applying retroaction on cipher
computing. In the first step, we suggest using the Modulus 256 function (Method 1).

Icph:(lplain+ Ich) MOd 256 (3)
Where, I, is chaotic signal reshaped to a matrix having the image size.

Then, we apply the known ciphered text attacks. We start by extracting the Modulus mask (see fig.
4, 15, 16). As shown in figure 17 and figure 18 the proposed ciphering method is not robust against
this crack attack therefore we could not adopt it.

Y

Fig. 18. uccesful crack attack

Clp ered image en
using method 1.

iphered image tes

|g. .
using Method 1

We replace in the second method function Modulus by XOR function. The ciphering function
becomes:

Icph:Iplain>(oR Ich (4)

We tested it against known ciphered text attack. The obtained results (using a XOR mask) yield to a
successful cracker’s attempt.

After that, we tested using two different chaotic signals. We test for two ciphering equations:

Icph:((IpL’:lin-" Ichl) Mod 256 + Ich2) Mod (5)
256

Icph:(Inlain XOR Ichl) XOR Ich2 (6)
These two approaches presented a non robust cryptosystem against known ciphered text attack.

Finally, we suggested using two different chaotic signals (Ich; and Ichp) mixed with the plain image
using two different functions (see fig. 19). At first time, we mixed the I with the plain image Ipain
using the logical function XOR. The obtained result would be added to I ;. Finally, we applied the
non linear function Modulus 256 to the result. We obtain, then, the ciphered image [24].

RIST Vol. 17 N° 1-2 Année 2007



MCYP = ((Mclr XOR Chl) + Chz) MOd (7)
256
Chaotic Plain
A S
Chaotic
[ Joe

Fig. 19. Architecture of the proposed chaotic cipher bloc

To decode the encoded image, we should firstly synchronize the chaotic generators of the decipher
bloc with those utilized in the cipher bloc by using the same parameters and the same initial inputs.
Thus, we obtain the two chaotic signals Iy and Igp,. Then, we subtract I, from the encoded image
and we apply Modulus 256 function. Finally, we mix the obtained image with I, using the logic
function XOR to have the decoded image.

3. Analysis

We test our new approach using an image test bank containing 30 different gray scale images. Each
image has 256 x 256 size.

We begin by a visual analysis. Looking at the ciphered image and the plain one, we see that there is
a great difference between them (see fig. 4, 20).

Moreover, the ciphered image and the plain one have two different histograms (see fig. 6, 21). In
addition, the ciphered image presents an equalized histogram (see fig. 21) which makes it difficult
to know the deciphering key.

After that, we apply our new encoding scheme on the whole image test bank. We see that there is a
great difference between plain images and ciphered images. This difference is demonstrated, also,
by the low correlation rates between plain images and their equivalent ciphered ones (see fig. 22)
and the low PSNR (see fig. 23) too.

To cipher the plain image, we should produce two different chaotic signals using the chaotic
generator. In fact, we use the same chaotic generator with different initial inputs and different
parameters. Iy is produced by the chaotic signal with I; as initial input and K¢p,; as parameters of
the chaotic generator which defines Kyicni= {11=21.7, Ken=[1.01 0.003 5.1 3.3 2.06]}. On the other
hand, I, is produced using Kycny = {I= 6.01, K¢ = [3.04 2.015 1.204 0.0026 7.14]; where I, is
the initial input of the chaotic generator and K, is its parameters}. So, the ciphering deciphering
key of cryptosystem is K = KyeniU Kmene = {21.7, 1.01, 0.003, 5.1, 3.3, 2.06, 6.01, 3.04, 2.015,
1.204, 0.0026, 7.14}.

In the second step we test our new approach by changing the ciphering key into two keys different
from K:

Key; = {21.7000001, 1.01, 0.003, 5.1, 3.3, 2.06, 6.01, 3.04, 2.015, 1.204, 0.0026, 7.14}.
Key, = {21.7, 1.01, 0.003, 5.1, 3.3, 2.06, 6.01, 3.04, 2.015, 1.204, 0.0026, 7.1400001 }.

We name Ic (see fig. 20) the ciphered image of the image test I (see fig. 4) by our new approach
using the key K. Ic; and Ic, are the ciphered images of the image test I using respectively the keys
key; and key, (see fig. 24-25). The established results in table 5 present a low correlation rate
between the plain image and the deciphered one. This rate is also low between deciphered images
for different keys. Moreover, the obtained PSNR is low (see tab. 6).
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These results prove that the adopted cryptosystem is very sensitive to any change in the ciphering
key. On the other hand, we decipher Ic using the keys K, Key; and Key; to have Id, Id; and Id,.
Visually, we remark that, using a false deciphering key yields to a failure decipher (see fig. 26-28).
Moreover, the correlation rate and the PSNR between deciphered images with different keys
presenting a tiny variation are too low. So, our approach is very sensitive to the deciphering key.

This sensitivity to ciphering key and deciphering key explains the high large of the key space of the
proposed cryptosystem. In addition our encoding scheme has a key made up of 12 real. So, its key
space is too large to be broken by the brutal force attack. In reality, we use MATLAB 7.04 in our
study. This mathematic tool codes real in 8 bytes. According to this coding, our space key has 96
bytes large which means 768 bits large.

After that, we test the proposed cryptosystem against the known ciphered text attack. The ciphering
scheme utilizes the logic XOR function and the non linear function Modulus. Therefore, we propose
to use two extracted masks. The first one named MaskXor is based on the XOR function (see fig.
30) and the second one named MaskMod is based on the Modulus function (see fig. 31). These
masks are extracted from the test plain image (see fig. 4) and its equivalent ciphered image (see fig.
20). Using these masks, the crack attempts yield to a failure (see fig. 32-33).

In addition to these classic ways of attacking, we propose other equations to try breaking the
suggested cryptosystem following the equations bellow:

IMX= (IX - MaskMod) Mod 256 (

7)
Where, IX is the obtained image after crack attempt with MaskXor (see fig 33).
IXM=IM XOR MaskXor (

8)
Where, IM is the obtained image after crack attempt with MaskMod (see fig. 32).
IMXO0 = (IX — IM) Mod 256 (

9)
IXMO = IM XOR IX (10)

The established results shown in figures 34-37 demonstrate that our approach could not be broken
by known ciphered text attack. Moreover, the cracked images have a low rate correlation and a low
PSNR with the plain image Lena (see tab. 9-10).

Finally, we test our cryptosystem for transmitted encoded images in an AWGN canal using a PSK
modulation. The cryptosystem is constituted by two blocs. The plain text is ciphered and then
transmitted. The received images are noisy due to the noise presented by the canal. This noise is
quantified by the SNR of the transmission canal. Finally, we decode the received image and we
compare it to the transmitted plain image to study the effect of the canal noise on the proposed
cipher scheme. To have an objective judgement, we study, also, the effect of this noisy transmission
on the classic cryptosystem. The established results (see fig. 38-41) demonstrate that the classic
coding scheme is very sensitive to noise transmission canal. In fact, transmitted images could be
truly deciphered using the classic way only if it does not present any change. This condition is
ensured for an AGWN canal with an SNR more than 16dB. Otherwise, the correlation rate of the
received plain image and the plain image is near to the correlation rate of the plain image and the
received decode image using the adapted cryptosystem. We remark, also, that the PSNRs are near
too. This result High lights our contribution to cryptography.
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These good performances on noisy transmission canal are due to the deletion of retroactions on the
cipher bloc. In fact, this bloc separates the chaotic generators and plain text to obtain the ciphered
image. So, the ciphered image element depends only to the values issued from the two chaotic
generators and the plain image element. Therefore, no distorted ciphered transmitted image element
could be decoded correctly. Consequently, only modified pixel will be decoded wrongly. On the
other hand, the presence of retroaction in classic chaotic cipher engenders a great mistake on the
decipher bloc if any pixel of the coded image is changed.
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Fig. 22. Correlation rate of plain image and
adapted image Vs image number

. Fi. 20. Czpered image test using the
adapted chaotic cryptosystem Fig. 21. Histogram of the adapted ciphered
image
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Fig. 24. Ciphered ima test using the ' Ig. 25. Ciphered 1age test using the

Fig. 23. PSNR (plain image, ciphered image) Vs

image number using the adapted cryptosystem adapted chaotic cryptosystem utilizing Key, adapted chaotic cryptosystem utilizing Key,
Ic ICy Ic, | Ic ICy IC, |
Ic 1 0.0001 | -0.0076 | -0.0088 Ic Inf | 7.75 | 7.72 | 9.06
Ic; | 0.0001 1 0.0031 | -0.0035 Ic, | 7.75 | Inf | 7.77 | 9.06
Ic, | -0.0076 | 0.0031 1 -0.0024 Ic, | 7.72 | 7.77 | Inf | 9.07
| -0.0088 | -0.0035 | -0.0024 1 | 9.06 | 9.06 | 9.07 | Inf
Tab. 5. Correlation table for sensitivity to changing Tab. 6. PSNR table for sensitivity to changing
ciphering key on the adapted cryptosystem ciphering key on the adapted cryptosystem

¥

Fig. 26 . Ic dcipheréd ilsing the key K Fig. 27. Ic deciphered using the key Key, Fig. 28. Ic deciphred using the key Key,
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Id Id; Id, | Id Id; Id, [
Id 1 -0.0013 | -0.0029 1 Id Inf | 9.07 | 9.08 | Inf
Id; | -0.0013 1 0.0010 | -0.0013 Id; ] 9.07 | Inf | 7.75 | 9.07
Id, ]| -0.0029 | 0.0010 1 -0.0029 Id, ] 9.08 | 7.75 | Inf | 9.08
[ 1 -0.0013 | -0.0029 1 [ Inf | 9.07 | 9.08 | Inf
Tab. 7. Correlation table for sensitivity to changing Tab. 8. PSNR table for sensitivity to changing

deciphering key on the adapted cryptosystem deciphering key on the adapted cryptosystem

o A e e i 3 4 S |
Fig. 29. Image Lena ciphered by the proposed Fig. 30. Extracted MaskXOR for the proposed Fig. 31. Extracted MaskMod for the proposed
cryptosystem cryptosystem cryptosystem

e

. Failed crackattempt sing eq 7 .

e £ " hry
Fig. 35. Failed crack attempt using eq 8.

Fig. 36. Failed crack attempt using eq 9. Fi. 37. Failed crack attempt using eq 10.
30
25t 1
IM IX IMX IXM IMX0 IXMO 20r ]
I Lena | 0.2608 | 0.2732 | -0.0064 | 0.0008 | -0.0164 | -0.0088 15 |
Tab. 9. Correlation table for known ciphered text attack
10t 1
ob—b8——8+ 83—
IM IX IMX | IXM | IMX0 | IXMO 5 |
[Lena | o971 | 974|822 ] 824 698 | 7.19
Tab. 10. PSNR table for known ciphered text attack. fo.l l(‘)o 161

Fig. 38. Influence of the SNR Canal on
transmitted image (mean PSN)
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Fig. 39. Influence of the SNR Canal on
transmitted image (mean correlation rate)
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Fig. 41. Influence of the transmission on the plain image and decoded images for an SNR =8 dB
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4. Conclusion

We have studied in this paper a new scheme of cryptosystem. Our new approach is based on
chaos. In fact, the cipher bloc is made up of two different chaotic generators. These two generators
are based on the non linear function modulus with five retroactions. The two generators generate
two different chaotic signals. Indeed, we used different parameters and initial inputs for the
generators. To obtain the cipher image we mix the plain image with the first issued chaotic signal
using the logic function XOR. Finally, we add the result to the second issued chaotic signal and we
apply the non linear function Modulus. The ciphered images are too different from the plain ones.
Unlike the plain image, ciphered images have an equalized histogram. This result makes it difficult
for crackers to break the proposed cryptosystem. Moreover, this cryptosystem has a 768 bites large
key space which presents a great challenge for the brutal force attack. The ciphered key is made up
of the parameters and initial input of each chaotic generator used in the coding bloc. This large key
space could be increased by adding other retroaction parameters in each chaotic generator. After
that, we tested our approach against the known ciphered text attack. The test is based on a XOR
mask or Modulus mask or both of them. The choice of these masks is argued by the use of the XOR
and Modulus on the coding function. The test is established by six different attempts based on those
functions. The obtained results confirm that our cryptosystem is robust against this attack.

These performances are due to random and determinist aspect of the chaos and its high sensitivity to
the initial input and the parameters of the chaotic generator.

Compared to the classic chaotic cipher we have increased the key space large and ensure a good
decoding for transmitted ciphered image on a noisy transmission canal. To guarantee this
performance, we have deleted the retroactions joining the current ciphered image pixel to the
previous ciphered pixels image. Finally, we have compared transmitted plain images to decoded
transmitted ones on a noisy transmission. We have used a 4 alphabet PSK modulation on an AWGN
transmission canal. The established results prove that distortion engendered by the canal
transmission have nearly the same effect on plain images and ciphered images.
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